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Abstract

Examination malpractice remains a persistent challenge in Nigeria’s academic institutions, posing serious threats to the credibility of educational assessments and, by extension, national development. This project addresses the issue by proposing the implementation of an intelligent security surveillance system aimed at enhancing examination integrity. The system is designed to monitor examination halls through real-time video capture, motion detection, and audiovisual recording. A Digital Video Recorder (DVR) component stores surveillance footage for post-examination review by authorized personnel, providing reliable evidence in cases of suspected misconduct. The core objective is to deter examination malpractice by increasing the risk of detection and ensuring accountability. The presence of CCTV surveillance serves as a psychological and operational deterrent while promoting a culture of transparency and integrity. In addition to reducing unethical practices, the system enhances invigilation efficiency, supports institutional oversight, and facilitates the enforcement of academic regulations.

By leveraging modern surveillance technologies, this project contributes to the development of a more credible and secure examination environment. The proposed system aligns with the broader goal of restoring trust in the education sector and promoting ethical standards among students. It demonstrates how smart technologies can be harnessed to address systemic challenges in academic administration and reinforce public confidence in the examination process.

CHAPTER ONE

GENERAL INTRODUCTION

1.1
BACKGROUND TO THE STUDY
Examination malpractice remains a critical concern in Nigeria’s educational landscape, particularly in higher institutions of learning. According to Ameachi, Uchenna, and Ugochukwu (2017), common forms of malpractice include the use of unauthorized materials during examinations, inscribing notes on currency or identity cards, spying on other candidates, substituting answer booklets, and even altering examination results or grades. Despite the existence of sanctions such as suspension and expulsion, these practices continue to evolve in sophistication and prevalence.

Examination malpractice has been defined as any intentional act that contravenes the established rules and regulations governing examinations, with the aim of providing unfair advantages to a candidate or disadvantaging others (Ameachi et al., 2017). This persistent challenge has deeply undermined the value of hard work and academic integrity, leading many students to rely on dishonest means rather than merit.

In the context of educational assessment, an examination is generally regarded as a structured process for evaluating an individual’s knowledge, skills, or competencies in a given subject area. Within academic institutions, examinations serve as essential tools for measuring student performance, academic standards, and overall educational outcomes. They also play a vital role in decision-making processes such as admission into educational programs, employment opportunities, promotions, and scholarship awards.

However, the integrity of these assessments is increasingly called into question due to the alarming rate of examination fraud. This situation has eroded confidence in the examination system as a true test of ability and potential. Many students now perceive academic misconduct as a viable shortcut to success, thereby reducing their commitment to diligent study. The ripple effects of this phenomenon extend beyond students to affect teachers, parents, schools, and the broader educational system.

The consequences of unchecked examination malpractice in Nigeria are far-reaching. These include the production of ill-prepared graduates, a decline in workforce productivity, the proliferation of credential fraud, and the inflation of academic qualifications. These issues collectively compromise national development and global competitiveness.

There is consequently no disagreement that examination malpractice at all levels of the Nigerian educational system is a major hazard, a threat to the entire educational system as well as the nation's socio-economic growth. Many attempts have been made by various governments, school authorities, and individuals to eradicate examination malpractice in Nigeria, but they have largely failed. This is primarily due to the fact that the methods for committing examination malpractice are becoming more sophisticated by the day.
This project recommends the adoption and usage of CCTV surveillance in the invigilation of examinations in Nigeria in light of this reality. This is expected to not only ensure effective examination invigilation and, as a result, pinch examination malpractice in the bud at the board level.The simple presence of CCTV cameras, according to Curran, Middleton, and Doherty, is capable of scaring potential malpractice candidates, because they are well aware that they are being observed, with the possibility of recorded clips being filed as proof of malpractice endeavors.

According to Kpangban, Ajaja, and Umedhe (2008), many measures have been put in place in Nigeria by the government, institutions, school authorities, civil societies, and well-intentioned individuals to eliminate examination insecurity, but the problem continues to spread across the Nigerian education zone in various forms of sophistication.

According to Fayomi, Amodu, Ayo, Idowu, and Iyoha, invigilation is the act of keeping watch over candidates who are taking an examination in order to prevent them from engaging in examination misbehavior such as cheating. According to them, an efficient and effective invigilation system is critical to improving the credibility of Nigeria's whole educational evaluation process. In other words, the better an exam's invigilation procedure is, the less temptation there is to engage in examination malpractice, and the less likely it is that offenders would go unnoticed.
Innovative security/examination malpractice tactics in Nigeria are carefully developed plans of action put in place or required to intercept new trends in examination malpractices and assure malpractice-free examinations in Nigeria, despite the joint admission and matriculation board's efforts to reduce examination malpractices, candidates, examiners and others still indulge in this illegal act.
When students are subjected to an evaluation procedure to discover the amount to which they have assimilated the material of the instruction delivered, teaching and learning become more successful, and the teacher can assess the students performances based on the outcome. It is unarguable, then, that evaluation or examination is a critical component of education that, if stained, will jeopardize the educational process and, as a result, any nation's overall progress. Examination misconduct is the only way in which the examination process is corrupted in modern Nigeria(Ameachi et al., 2017).
As a result, sanity must be ingrained in the exam process in order to restore sanity to Nigeria's educational system. Exam conduct must be efficiently invigilated in order to achieve this, as the majority of examination malpractices occur while the examination is in progress. Therefore, this project believes that establishing an effective method of exam invigilation, such as installing security video monitoring in the examination hall, will go a long way toward stopping the tide of examination misconduct in Nigeria.

1.2
STATEMENT OF THE PROBLEM
Bringing in prohibited materials, writing on cash notes and identity cards, spying on other candidates in the exam hall, substitution of answer sheets, and impersonation are the most common test malpractices in academic institution. As a result, in order to restore sanity to educational system, stability must be ingrained in the examination process.Exam conduct must be efficiently invigilated in order to achieve this, as the majority of examination malpractices occur while the examination is in progress. As a result, this project believes that establishing an effective method of exam invigilation, such as installing video monitoring in the exam hall, will go a long way toward lessening and if possible completely eradicate the tide of exam misconduct in academic institution.

1.3
AIM AND OBJECTIVES OF THE STUDY

The aim of this project is to install CCTV systems in an examination hall as a means of reducing examination malpractices and security problems with the following objectives:
i. Installation of CCTV in and around the examination hall for capturing.
ii. Monitoring the camera by using a smart device.

iii. Store electricity by the means of inverters and batteries.
1.4
SIGNIFICANCE OF THE STUDY

CCTV monitoring provides video surveillance of examinations, a deterrent effect on potential criminals, and evidence of malpractice occurrence or non-occurrence. As a result, CCTV surveillance has the potential to improve the examination invigilation process and reduce the likelihood of applicants engaging in such exam malpractices. To put it another way, CCTV tries to raise the perceived danger of being apprehended, a factor that, assuming the perpetrator is acting rationally (or at least partially rationally), will de-motivate the potential criminal. 

1.5
SCOPE AND LIMITATION
The purpose of this project is to find an effective means of exam invigilation through installation of security video surveillance in and around the examination hall as way to stopping the tide of exam malpractice in the conduct of examinations in academic institution using a smart device, that will provide monitoring capabilities, test running the CCTV system in and around the examination hall and presenting the overall performances parameter of the system to the senior management in a user friendly way.
1.6
ORGANIZATION
This project write-up is organized into five chapters. Chapter one covers general introduction, which contains background of the study, statement of the problem, aim and objectives, justification, methodology, significance of the study, scope and limitation organization of the report and definition of terms. Chapter two covers literature review, which contains review of related concept, review of related work and review of general text. 

Chapter three explains the design and implementation which includes introduction, analysis of the existing system, analysis of the proposed system, approved methodology, methodology justification, methodology workflow, system design, system architecture, system algorithm, existing algorithm, proposed algorithm, UML diagram, use case diagram, artifacts and tools class diagram, activity diagram, sequential diagram, component diagram, deployment diagram.
Chapter four explains the implementation and testing of the system, which contains introduction choice of tools system requirement hardware requirement, software requirement, implementation, result/objective discussion, testing, discussion on predicted result and system evaluation. 

Lastly, chapter five explains the summary of the research conclusion, recommendation and contribution.
1.7
DEFINITION OF TERM

CCTV: (closed-circuit television) is a surveillance system. It's a system in which a number of video cameras are connected in a closed circuit or loop, with the images relayed to a central television monitor or recorded.

CAMERAS: A camera is used to capture images or still images, which are subsequently shown on a monitor and stored on a recorder.

RECORDER: They convert analog video to digital images, allowing surveillance operators to send footage across a network for remote viewing from many locations, increasing storage capacity and making it easier to search through archival video.

MONITOR: Monitors are displays that show recorded images or flicks that can be seen in real time or afterwards. LCD monitors, LED monitors, and TFT monitors are among the numerous types of displays available.

DVR: Digital Video Recorder component may record and save the video or photos acquired by the cameras for later inspection.

VIDEO SURVEILLANCE: Is the monitoring of people's behavior, actions, or other moving data in order to influence, manage, direct, or protect them.
EXAM: An exam is a formal test that you take to show your knowledge or ability in a particular subject, or to obtain a qualification
EXAM MAL-PRACTICE: Is defined as a deliberate wrong doing contrary to official examination rules designed to place a candidate at unfair advantage or disadvantage.

PTZ: Are cameras that can be controlled remotely. Panning, tilting, and even zooming to focus are all possible with a PTZ camera.

REOLINK: The Reolink is an IP camera that has access to a live video feed from anywhere using the Reolink app on your smartphone.
INVERTER: Is actually a collection of solar (or photovoltaic) cells, which can be used to generate electricity through the examination process.
CHAPTER TWO

LTERATURE REVIEW
2.1 REVIEW OF RELATED PAST WORK
Muthusenthil and Hyun (2018), presented a research work titled “CCTV surveillance system, attacks and design goals”, which focus on the normative aspects of CCTV. The paper raises concerns about the efficacy of interpreting contemporary "social ordering practices" exclusively in terms of technical rationalities while ignoring other, more material and ideological processes involved in social order building. They also presented a comprehensive survey on video surveillance systems, attacks, and design objectives for establishing CCTV Video Surveillance Systems. As a result, it was determined that effective CCTV surveillance with a greater performance rate and lower computation costs were required. In this study, a 360-degree analysis of various CCTV video surveillance systems (VSS) from the recent past and present is shown in accordance with technology. Furthermore, an attempt was made to compare various VSS in terms of operational strengths and attacks. Finally, the report concludes with a list of potential future research directions for VSS design and implementation.
According to Khot, Gote, Khatal and Pandarge (2015), research work titled “Smart video surveillance” This project uses the OpenCV package to gather camera photos and utilize an image comparison technique to detect intrusion. It delivers the streaming video from the server to the remote administrator via Android phone after the comparison is completed and an intrusion is discovered. Admin can then take the necessary steps and notify local security. Smart Surveillance is the application of autonomous video analytics to improve the efficiency of video surveillance. The system proposed introduces intelligent analysis of single person activity to improve home security and enriches current video surveillance systems by automatically detecting abnormal behavior of the person. Their system has the capability to detect the intrusion and notifies authorized individuals so that appropriate action can be done in response to the breach. The necessary data is recorded, and the user is notified through MMS, SMS, or mail. The user can watch the video in question. This technique helps to maintain house security, which minimizes the number of crimes and improves socioeconomic stability.
Amaechi, Uchenna and Ugochukwu (2017), presented a research work titled “Closed-Circuit Television Surveillance: An Antidote to Examination Malpractice in High Institutions in Nigeria”. According to them, exam malpractice is expected to be dramatically decreased using CCTV because it has the ability to ensure that examinations are properly monitored and recorded, serve as a deterrent to potential offenders, and offer footage proof to show whether or not a malpractice happened. The deployment and use of CCTV monitoring to aid in examination invigilation, where the majority of examination malpractices occur, is strongly recommended in their study. Exam malpractices can be reduced with effective invigilation, which can be accomplished through closed-circuit television. CCTV monitoring offers the following benefits: video surveillance of examinations, deterrent effect on potential criminals and evidence of malpractice occurrence or non-occurrence.  CCTV surveillance has the potential to improve the examination invigilation process and reduce the likelihood of applicants engaging in such examination malpractices. In conclusion, as an antidote to examination malpractices in Nigeria, their study suggests the introduction and deployment of CCTV surveillance in examination invigilation

Neha, vishu, prateek, awadesh and anuj (2017) suggested a research work titled“Smart Border Surveillance System using Wireless Sensor Network and Computer Vision”. Since the borders are hundreds of miles long and contain extreme terrain and weather conditions, it takes a lot of people and assets to secure them. As a result, the pressing requirement is to develop an automated border surveillance system that can undertake surveillance without the need for human intervention. However, due to safety concerns, complete automation of border surveillance is not yet possible, but such systems may certainly aid and collaborate with defense personnel, ensuring the security of the country's borders. The techniques they suggested could be extremely useful in improving the security of our border regions, particularly those that are subject to extreme climatic or topographical conditions, making human deployment a significant risk. While the system may not be capable of providing extreme border security, it may certainly provide border security monitoring solutions on a small scale. They further highlighted that smart border monitoring system can not only help defense forces improve border security, but it can also help spare considerable amount of labor and assets. They concluded that their research work will further be extended to design and develop the surveillance system based on the above proposed architecture. Moreover, the experiments will be conducted, and the results recorded for further retrieval.
Maya, Hyotaek and HoonJae(2014) presented a research work titled “An Analysis of Security System for Intrusion in Smartphone Environment”. The main purpose of their research work was to look into the security concerns that come with using Android that will help to govern mobile computing on smartphones, particularly the Android operating system. The suggested technology will detect assaults (viruses, worms, Trojan horses, and metamorphic malware) and prompt users to take precautionary measures to avoid security breaches. To avoid potential attacks, any unusual activity that may divulge personal information to third parties or unknown entities will be reported to users. MDTN is a mechanism for creating a connected system in a Smartphone environment. The author chose Android as the operating system for this research report since it is regularly targeted by cybercriminals. Monitoring, detecting, tracking, and notification are used not only to evaluate new applications before they are loaded on the Smartphone, but also to detect suspicious behavior in real time. To determine suspicious activity and malicious applications, a behavior-based detection approach and database static code analysis are employed. The tracking component can be improved to a later stage in order to avoid potential threat realization. In the situation of a recurrence, the system is capable of blocking the data and classifying it as spam or a hazard.
According to Sudhir, Neha, and Arvind (2016), research work titled “An Investigative Study for Smart Home Security Issues, Challenges and Countermeasures”. Their research work focuses primarily on the security aspects of the present home automation system, as well as its flaws. It covers the concept of security and the modern meaning of the word "intruder." The study focuses on the weaknesses of current home automation systems in terms of detecting and stopping sophisticated intruders from entering into homes.They encourage academics to think of remote monitoring as one of the most critical sectors of social security, and to create advanced sensor technology to identify and protect homes from experienced burglars. When it comes to the correct implementation and development of automated home security systems, the most crucial issue is security. Such a system will provide everyone in the residence a sense of security and would also set their minds at ease. Their research also looked at the need of doing a House OS investigation in the current environment, where home burglaries are increasing at an exponential rate. Data was evaluated in order to arrive at results and conclusions. Finally, the proposed system concept and its flow, as well as the challenges encountered when installing home security systems, are reviewed.
Amaechi, Uchenna and Ugochukwu (2017) proposed a research work titled “Closed-Circuit Television Surveillance, An Antidote to Examination Malpractice in High Institutions in Nigeria”. Given the rising prevalence of examination misconduct in Nigeria and the negative consequences for the country, an immediate and long-term solution is required. As a result, their research work strongly advocates for the deployment and use of CCTV surveillance to assist with examination invigilation, which is where the majority of test malpractices occur.Exam malpractice is expected to be dramatically decreased using CCTV because it has the ability to ensure that examinations are properly monitored and recorded, serving as a deterrent to potential offenders, and offer footage proof to show whether or not a malpractice happened. Therefore, they concluded that it has the ability to improve the examination invigilation process and decrease the chances of students engaging in such exam malpractices. Hence, serves as an antidote to examination malpractices in Nigeria. In conclusion their study suggests the introduction and deployment of CCTV surveillance in examination invigilation.
2.2
REVIEW OF GENERAL TEXTS

2.2.1
EXAMINATION MALPRACTICE IN NIGERIA

Exam malpractice is defined as any deliberate act of wrong doing that is opposed to the rules of examinations and is intended to offer a candidate an unfair advantage or to place a candidate at a disadvantage on a regular schedule (Amaechi et al., 2017). Exam malpractices in Nigeria, particularly in higher education institutions, include bringing in prohibited materials, writing on cash notes and identity cards, spying on other candidates in the examination hall, substituting answer sheets, and changing examination scores or grades. Bringing in prohibited materials, writing on cash notes and identity cards, spying on other candidates in the test hall, substitution of answer sheets, and impersonation are the most common test malpractices in Nigeria. Exam malpractices can be prevented with effective invigilation, which can be accomplished with closed-circuit television (CCTV) surveillance. CCTV monitoring provides video surveillance of examinations, a deterrent effect on potential criminals, and evidence of malpractice occurrence or non-occurrence.

When students are subjected to an evaluation procedure to discover the amount to which they have assimilated the material of the instruction delivered, teaching and learning become more successful, and the instructor can assess them based on the students' performance. It is unarguable, then, that evaluation or examination is a critical component of education that, if tainted, will jeopardize the educational process and, as a result, any nation's overall progress. Examination misconduct is the only way in which the examination process is corrupted in modern Nigeria (Ameachi et al., 2017).

As a result, sanity must be ingrained in the test process in order to restore sanity to Nigeria's educational system. Exam conduct must be efficiently invigilated in order to achieve this, as the majority of examination malpractices occur while the examination is in progress. As a result, this initiative believes that establishing an effective method of exam invigilation, such as installing video monitoring in the examination hall, will go a long way toward stopping the tide of examination misconduct in Nigeria.

2.2.2
EFFECTS OF EXAMINATION MALPRACTICE IN NIGERIA

According to petters and okon, Considering the Nigeria's high rate of examination misconduct, many people are concerned that exams are no longer a true test of one's competence. As a result, most students are no longer committed to their studies because they can still ‘succeed' by engaging in examination misconduct, which they perceive as a shortcut to success. Because of examination malpractice most students in Nigeria no longer believe in hard work. The educational system, students, teachers, parents, and the school as a whole are all affected by examination misconduct. Nigeria has been rated as having a high percentage of half-baked graduates, low productivity and bad job performance, certificate fraud, and qualification inflation. Internationally, the credibility of Nigerian certifications is questioned. There is simply no disagreement that examination misconduct at all levels of the Nigerian educational system is a major threat, a threat to the entire educational system as well as the nation's socio-economic advancement.
2.2.3
FIGHT AGAINST EXAMINATION MALPRACTICE IN NIGERIA

Many attempts have been made by various agencies, school administrations, and people to combat examination malpractice in Nigeria, but they have largely failed. This is mostly due to the fact that the methods for committing examination malpractice are becoming increasingly complex. This project recommends the use of CCTV surveillance in the invigilation of examinations in Nigeria as a result of this awareness. It is hoped that this will not only assure good examination invigilation but grasp examination malpractice and also encourage students to work hard as they realize they will not be able to pass their tests by cheating.
The mere presence of CCTV cameras, according to Curran, Middleton, and Doherty, is capable of scaring potential malpractice candidates, because they are well aware that they are being watched, with the possibility of recorded clips being filed as evidence of malpractice endeavors.

As a result, CCTV surveillance has the potential to improve the examination invigilation process and reduce the likelihood of applicants engaging in such test malpractices. 

Abumere and Ehimi (2017) corrective step to curb examination malpractices in Nigeria, this initiative suggests the installation of CCTV cameras in examination invigilation. It is consequently critical for any nation engaged in growth to increase its residents' academic performance, which can be confirmed through one or more forms of assessment. The terms evaluation, test, assessment, and examination are all used interchangeably to describe the amount of knowledge acquired by trainees at the end of their learning session. 

According to Amaechi, Uchenna and Ugochukwu (2017), CCTV (closed-circuit television) is a surveillance system. It's a system in which a number of video cameras are connected in a closed circuit or loop, with the images relayed to a central television monitor or recorded. To distinguish between public television broadcasts and private camera-monitor networks, the phrase closed circuit television was coined. Nowadays, CCTV is a catch-all word for a multitude of video surveillance systems. There are three main components in every CCTV system. Camera, monitor, and recorder are among them. One of the most extensively utilized physical security methods is CCTV (Closed Circuit Tele-Vision).
2.2.4
EFFECTS OF EFFECTIVE INVIGILATION ON EXAMINATION MALPRACTICE IN NIGERIA.
Invigilation is the act of keeping an eye on candidates who are taking an examination in order to prevent them from engaging in examination violations such as trying to cheat. According to them, an efficient and effective invigilation system is critical to improving the credibility of Nigeria's whole educational evaluation process. In other words, the better an exam's invigilation system is, the less opportunity there to engage in examination malpractice, and the less likely it is that offenders would go unnoticed (Fayomi, Amodu, Ayo, Idowu, &Iyoha, 2015),
2.3
CLOSED-CIRCUIT TELEVISION SURVEILLANCE

CCTV (Closed-Circuit Television) is a surveillance system. It's a system in which a number of video cameras are connected in a closed circuit or loop, with the images relayed to a central television monitor or recorded (Ameachi et al., 2017). To distinguish between public television broadcasts and private camera-monitor networks, the phrase closed circuit television was coined. Nowadays, CCTV is a catch-all word for a multitude of video surveillance systems. There are three main components in every CCTV system. Camera, monitor, and recorder are among them. One of the most extensively utilized physical security methods is CCTV (Closed Circuit Tele-Vision).
CHAPTER THREE

METHODOLOGY AND ANALYSIS OF THE EXISTING SYSTEM
3.1
RESEARCH METHODOLOGY 

The use of a smart security surveillance system, i.e. the installation of a CCTV camera in the examination hall and a smart device, such as a tablet, to monitor the actions of the CCTV camera, is the best fit for the proposed system. For the examination supervision center settings, four cameras were deployed .The DVR, or digital video recorder, is equipped with a terabyte hard drive for data storage, and this hard drive can store data for up to 30 days before being recycled. A 7-meter RG-59 cable was used to connect the first camera to the DVR, while a 13-meter RG-59 cable was used to connect the second camera to the DVR, The third camera was connected to the DVR with an 8-meter RG57 cable, and the last camera, which was placed outside the hall to watch the environment, was connected via a 19-meter RG-59 cable. To power the DVR, attach a 12 volt power adapter to the DVR, and then connect the power wire to the power box.The aim of installing three cameras within the Hall is to insulate each camera from blind spots and to provide coverage for the full hall's activities. These cameras are static and can only move 4mm. As part of the project work, when the cameras have been installed successfully, monitoring the cameras using a smart device is quite important. To monitor the CCTV system using smart device, a router was connected to the DVR, HIK connected app was used by scanning the QR code on the DVR to connect the smart device to the system and can be used to monitor remotely with device.  

3.1.1
HOW THE SMART VIDEO SURVEILLANCE WILL BE USED TO CURB EXAMINATION MALPRACTICE.
When deliberately placed in examination halls, CTV cameras can be utilized to monitor the activity of both applicants and exam facilitators such as invigilators in real time. Such unbiased machine monitoring or surveillance improves exam invigilation and ensures that examination participants behave properly and in a transparent manner.

When considering the first aspect, it indicates that for a CCTV system to prevent alleged examination malpractice in an examination hall, all candidates must be aware that they are being monitored. This also implies that the cameras must be prominently placed so that every candidate is aware of their location and usefulness.

The CCTV system's Digital Video Recorder (DVR) component may record and save the video or photos recorded by the cameras for later review. As a result, CCTV footage can be used as evidence in the event of a violation.

3.2
ANALYSIS OF THE EXISTING SYSTEM

Existing system is been eye watched either by an examination coordinators or staffs, these as however make the examination supervision to be in active as most of the students are not even scared of the invigilators which make them to engage in what is called examination malpractice.  Bringing in illegal materials, writing on currency notes and identity cards, spying on other candidates in the examination hall, swapping answer sheets, and manipulating examination scores or grades are all examples of exam malpractices in Nigeria, notably in higher education institutions. When students are subjected to an evaluation procedure to discover the amount to which they have assimilated the material of the instruction delivered, teaching and learning become more successful, and the instructor can assess them based on the students' performance. It is unarguable, then, that evaluation or examination is a critical component of education that, if infected, will jeopardize the educational process and, as a result, any nation's overall progress. Examination misconduct is the only way in which the examination process is corrupted in modern Nigeria (Ameachi et al., 2017).

3.3
PROBLEMS OF THE EXISTING SYSTEM

The existing system allows for a high rate of examination misconduct. It's difficult for a supervisor to keep an eye on an exam room for hours without the students engaging in cheating. Furthermore, any students caught in the act of malpractice might quickly delete the evidence, and even the proof gathered could be destroyed. There is simply no disagreement that examination misconduct at all levels of the Nigerian educational system is a major threat, a threat to the entire educational system as well as the nation's socio-economic advancement. As a result, this project believes that establishing an effective method of exam invigilation, such as installing video monitoring in the exam hall, will go a long way toward lessening the tide of exam misconduct in Nigeria.Many people are concerned that exams are no longer a true test of one's competence. As a result, most students are no longer committed to their studies because they can still ‘succeed' by engaging in examination misconduct, which they perceive as a shortcut to success. Because of examination malpractice most students in Nigeria no longer believe in hard work. The educational system, students, teachers, parents, and the school as a whole are all affected by examination misconduct. Nigeria has been rated as having a high percentage of half-baked graduates, low productivity and bad job performance, certificate fraud, and qualification inflation. Internationally, the credibility of Nigerian certifications is questioned.
3.4
DESCRIPTION OF THE PROPOSED SYSTEM
The proposed method uses smart security surveillance as one of the means of improving examination supervision in an academic setting. The surveillance system uses electronic equipment such as CCTV cameras to ensure adequate monitoring of activities or any changes in an examination hall.This also suggests that the cameras should be placed conspicuously so that all candidates are aware of their presence and utility. A system monitor can be placed in a prominent location in the examination hall so that every participant can see it in operation, demonstrating their functionality beyond any reasonable questions.
3.5
ADVANTAGES OF THE PROPOSED SYSTEM

The proposed system has the following advantages:

1. CCTV monitoring provides video surveillance of examinations.
2.  It also provides deterrent effect on potential criminals.
3.  Evidence of malpractice occurrence or non-occurrence. As a result, CCTV surveillance has the potential to improve the examination invigilation process and reduce the likelihood of applicants engaging in such exam malpractice.
4. It also boosts participants' confidence in the face of molestation or false accusations of wrongdoing.
5. It also gives the examiner the assurance that his or her exam is free, fair, and verifiable.
6.  It aims to alter the offender's view so that he believes he will be caught if he engages in examination misconduct.
7. Footage of a CCTV can be used as evidence in the event of a malpractice.
CHAPTER FOUR

DESIGN, IMPLEMENTATION AND DOCUMENTATION OF THE SYSTEM

4.1
DESIGN OF THE PROPOSED SYSTEM    

This project is to install security video surveillance in an examination hall as one of the means of preventing exam-malpractices. System design deals with description of the four basic components that make-up the installation process. These units are the expected output design, description of data capture media and interface input design, description of the modules of the program procedure design and detail description of the relational data structure used in the file design.

4.1.1
OUTPUT DESIGN
The output design comprises of the results obtained from the installation process during the CCTV setup. The output design is a design developed to meets the system design requirement of the end user, and presents the information clearly to determine how the information is to be displayed for immediate need. This refers to the results generated from the system. The outputs of the proposed system are shown below:
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Fig 4.1: Display camera when installed inside the proposed examination hall
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Fig 4.2 Camera 4: Displaying the outdoor camera in the examination environment.
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Figure 4.3: Describes the output design of the cameras
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Figure 4.4: Camera: Displaying in day mode
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Figure 4.5: Camera: Displaying in Night Mode
4.1.2
INPUT DESIGN

This refers to the inputs required to make the system functioning as intended. The inputs to the proposed system are as shown below.
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Figure 4.6: Camera: Displaying the four channel on the monitor
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Figure 4.6: DVR and Hard drive: showing how hard-drive is mounted into the DVR

Power cable from the hard-drive is connected to the power line on the DVR and the Data cable on the hard-drive is connected to the Data line on the DVR.
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Figure 4.7: DVR connection to the camera

BNC male connector is connected to the DNC male connector and the other cable which is in the power connector is connected.
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Figure 4.8: Showing power box, DVR, Mouse and Monitor connection

The BNC connector will go to the DVR Video input and other side cable will be use to give power to the camera from the central which is 12 volts. The 12 volt power cable connected to the power port on the DVR to power it. VGA caable from the monitor in connected to the VGA port on the DVR, a mouse is connected to the USB port, BNC connector  from the four cameras is connected to the video input of the DVR and lastly on the power box the power cable is connected to an extension box to power. 
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Figure 4.9: Showing a router connected to the DVR

4.1.3 PROCEDURE DESIGN 
This refers to the way proposed system will be used and the steps are as follow: this include how to the use the system on the smart device.

a. Connect router to the DVR (its changes status to online.

b. Download HIK connector app from play-store or apple store.

c. Register an account.

d. Add the DVR to the app by scanning QR code in the DVR.

e. Input verification code you created when scanning HIK- Connect.

f. Then click the live view.

4.2 SYSTEM IMPLEMENTATION

The design system depends on the capabilities and power of the CCTV gadgets used. However, selecting a choice of gadgets depends much on:

· Functional requirement

· Operational requirement

· Infrastructure requirement

· Video requirement

· Cost and benefits

Hence, choosing the appropriate gadgets will enhance the performances of the system.

4.2.1
HARDWARE SUPPORT

Hardware requirement for the proposed project work:

i. Inverter

ii. Digital Video Recorder (DVR)

iii. Security Cameras

iv. Switch and multiplexers

v. Cables and Connections

vi. A VGA or colored monitor

vii. Housing and mounting

viii. BnC connector (it's connected to the Rj59 CCTV wire)

ix. Wires router

x. CCTV camera (we have indoor camera and outdoor camera, the outdoor camera is water resistant while indoor is not water resistant.)

xi. Mouse

xii. Hard disk.

xiii. Router (To view and control the camera by smartphones through Wi-Fi).
4.3
SOFTWARE DOCUMENTATION
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Figure 4.10: Indoor Dome Camera

This dome camera is for indoor use only, because it is not in a waterproof housing.

Features

 Make: Hikvision

Video output: BNC connector

Colour Type: Day/Night

Power: 12v DC

Lens: Fixed 

Analog Format: analog CCTV

Water Resistance: No
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Figure 4.11: Outdoor Dome Camera

The outdoor dome camera can be used for both indoor and outdoor, because it can withstand water resistance.

Features:

Make: Hikvision

Video output: BNC connector

Colour Type: Day/Night

Power: 12v DC

Lens: Fixed 

Analog Format: analog CCTV

Water Resistance: Yes

[image: image13.jpg]



Figure 4.12: RG59 Cable

RG-59 is a specific type of coaxial cable, often used for low-power video and RF signal connections.
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Figure 4.13: Housing and Mounting

Where the camera are mounted for protection.
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Figure 4.14: Power Cable

Used when connecting hard-drive to the DVR, the power line on the DVR is connected to the power cable on the hard drive.
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Figure 4.15: Data Cable

Used when connecting hard-drive to the DVR, the Data line on the DVR is connected to the power cable on the hard-drive.
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Figure 4.16: Hard-drive

Hard-drive is needed inside the DVR for storage purpose, showing above is 1 terabytes hard-drive size which can held data for 30days before been recycled in 8 channels camera.
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Figure 4.17: Digital Video Recorder (DVR)

A digital video recorder is an electronic device that records video in a digital format to a disk drive, USB flash drive, SD memory card, SSD or other local or network mass storage device.

Features

Crystal clear 1080p Video footage

Wireless Remove Monitoring

Wireless system access

Automatic video data back-ups
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Figure 4.18: Power Box

Features

Make: poly vision

Power: 12v DC

Channel: 16 Channels.
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Figure 4.19: VGA Monitor

This is display output of the project. 

4.3.1
MAINTENANCE OF THE SYSTEM 

System maintenance focuses on the necessary adjustment that needs to be made to ensure efficiency system. It is also a way of supervising the new system to know of the basic required equipment in order. Once the system becomes operational, it needs to be examined daily, weekly basis to avoid certain transactions abnormalities objectives of the system. The new system can be examined and maintained in the following ways:   

1. Adaptive maintenance

2. Corrective maintenance

a. ADAPTIVE MAIANTENANCE:Adaptive maintenance refers to the enforcement of changes in the monitoring, use or other operational details of a metallic structure or object to prevent corrosion from spreading from one part of the metal where it is already present to another. An example of adaptive maintenance is the backing-up of the stored videos inside the hard disk to the external storage device.
b. CORRECTIVE MAINTENACE: This refers to the type of maintenance which takes care of some parts of the system which have been omitted in the initial design. The need for this arises as the system is being put into use over a period of time.

CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.1
SUMMARY
Effective invigilation, which can be achieved with closed-circuit television (CCTV) surveillance, can help to prevent exam misconduct. Video surveillance of examinations, deterrent effect on potential offenders, and evidence of malpractice incidence or non-occurrence are all advantages of CCTV monitoring. Smart video surveillance systems are capable of enhancing situational awareness across multiple scales of space and time. This project installs a security video surveillance system using digital video recorder into an examination hall as a means of enhancing examination supervision in tertiary institution. The camera installed are to capture images, videoand detect intrusion during the exam session. The relevant data is recorded; the admin or operator can then view it later. This system helps to maintain the security situation in an examination hall and help to reduce the incidence of exam-malpractice and enhances social stability.
5.2
CONCLUSION
Considering Nigeria's escalating rate of examination misconduct and the bad impact it is having on the country, an immediate and long-term solution is required. As a result, in this project, the deployment, installation and utilization of CCTV monitoring to assist in examination invigilation is proposed, where the majority of examination malpractices occur, is strongly suggested. Exam malpractice is projected to drop considerably as a result of the usage of CCTV, which can ensure that exams are properly supervised and recorded, act as a disincentive to potential offenders, and provide audiovisual proof to establish whether or not a malpractice occurred.
5.3
RECOMMENDATION

As this proposed project uses analog cameras due to the cost effectiveness of IP cameras, IP cameras could be explored in the future. IP cameras provide overall higher video quality than analogue cameras. They offer more video site ranges, such as a wide or narrow field of view, and better zoom-in capabilities. An analogue camera is a traditional camera used in CCTV systems. It sends video over cable to DVRs. However, IP cameras are all digital cameras that can send signals over cable to be stored in the network. Many security camera systems today are hybrid systems incorporating both analogue and digital components. The part of the project is only focused on the installation of CCTV system into the examination halls. Nevertheless, there is room for expansion on this project in order to improve growth and make the system more popular.
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