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CHAPTER ONE
1.0 INTRODUCTION
1.1 BACKGROUND OF THE STRUDY
	Cybercrime, a term that encompasses illegal activities conducted via the internet or digital devices, has become a pressing concern in Nigeria. With the rapid growth of technology, increased internet penetration, and a rise in digital literacy, cybercrime has become particularly prevalent among Nigerian youths. Cybercrimes such as hacking, internet fraud (e.g., "Yahoo Yahoo"), identity theft, and phishing have not only damaged Nigeria's reputation globally but have also impacted the socio-economic fabric of the country.
	The perception of cybercrime among Nigerian youths varies widely. For some, it is viewed as a shortcut to wealth in a society plagued by high unemployment, poverty, and social inequality. For others, it is a necessary evil fueled by limited economic opportunities. Social media, peer pressure, and exposure to stories of individuals who attain wealth through cyber fraud further shape the mindset of many young people. According to Okeshola and Adeta (2013), the glorification of cybercrime in music, films, and pop culture has normalized fraudulent practices among Nigerian youths.
	This study seeks to investigate how Nigerian youths perceive cybercrime, examining the social, economic, and cultural factors that influence their attitudes. By exploring this perception, the study will offer insights into the motivations and justification for cybercrime among Nigerian youths, as well as its implications for national development.
	Cybercrime, which refers to criminal activities conducted through the internet or other digital platforms, has become a significant challenge in Nigeria. With the rise in internet penetration, mobile technology adoption, and digital globalization, Nigerian youths are increasingly becoming both perpetrators and victims of cybercrime. The perception of cybercrime among Nigerian youths is complex and shaped by several socio-economic, cultural, and environmental factors. For some, cybercrime is viewed as a necessary survival strategy in the face of economic hardship, while for others, it is normalized through social influence and media glorification.
	Nigeria’s digital revolution has provided unprecedented access to opportunities, but it has also created avenues for illegal activities such as hacking, online fraud (popularly known as Yahoo Yahoo), identity theft, and cyber extortion. According to Ojedokun and Eraye (2012), the normalization of cybercrime among Nigerian youths is often justified by unemployment, poverty, and unequal access to economic opportunities. These factors have led to a shift in moral values, where cybercrime is perceived by some as a means to achieve financial success and social status.
	Peer pressure also plays a significant role in shaping youths’ perception of cybercrime. Young individuals are often influenced by friends or associates who glorify the perceived rewards of online fraud. Research by Okeshola and Adeta (2013) indicates that peer group influence and the promise of quick wealth encourage many youths to engage in cybercrime, despite its ethical and legal implications.
	Furthermore, societal acceptance and media portrayal contribute to the perception of cybercrime among Nigerian youths. Popular culture, including music, movies, and social media, often glorifies cybercriminals as "smart" individuals who outwit the system to attain success. For example, certain songs and online narratives portray "Yahoo boys" (cybercriminals) as role models who have overcome economic struggles through ingenuity. This normalization has eroded societal values and diminished the stigma associated with cybercrime.
	The consequences of this perception are far-reaching. Cybercrime damages Nigeria's reputation globally, discourages foreign investment, and threatens the growth of the digital economy. It also perpetuates a cycle of crime, with youths abandoning education or legitimate employment in pursuit of illicit wealth.
	This study aims to explore the perception of cybercrime among Nigerian youths, focusing on the social, economic, and cultural factors that shape their attitudes. By analyzing how cybercrime is perceived, the study will provide insights into its root causes and suggest strategies for mitigating its prevalence.
1.2 STATEMENT OF THE PROBLEM
The rise in cybercrime in Nigeria has created a worrying trend, particularly among youths. Despite the clear legal and moral implications of cybercriminal activities, there appears to be a growing acceptance and justification of these acts within Nigerian society. Many young individuals engage in cybercrime as a response to socio-economic hardships, unemployment, and the desire for a luxurious lifestyle. Peer influence, media portrayal, and a lack of enforcement of cybercrime laws exacerbate the problem.
The perception that cybercrime is an acceptable means of survival or success poses serious challenges to the moral and ethical foundations of society. It also raises concerns about the long-term implications for Nigeria's image, youth development, and national economy. Previous studies have focused on the prevalence of cybercrime but have not adequately addressed the perceptions of Nigerian youths regarding this issue. This gap in understanding makes it difficult to develop targeted solutions and preventive measures.
1.3 OBJECTIVES OF THE STUDY
The main objectives of this study are:
1. To examine the perception of cybercrime among Nigerian youths.
2. To identify the social, economic, and cultural factors that influence youths’ attitudes towards cybercrime.
3. To determine the role of peer influence and societal pressure in shaping youths’ perceptions of cybercrime.
4. To analyze the impact of media, music, and pop culture on the normalization of cybercrime among Nigerian youths.
5. To evaluate the implications of cybercrime perception on national development and youth empowerment.
1.4 RESEARCH QUESTIONS
The study seeks to answer the following questions:
1. How do Nigerian youths perceive cybercrime and its implications?
2. What social, economic, and cultural factors contribute to youths’ perception of cybercrime?
3. To what extent does peer group influence impact youths' engagement and attitudes toward cybercrime?
4. How does the media, music, and pop culture influence Nigerian youths' views on cybercrime?
5. What are the consequences of youths’ perception of cybercrime on the nation’s development and reputation?
1.5 SCOPE OF THE STUDY
	This study focuses on Nigerian youths aged 15–35, who represent the age group most engaged in and affected by cybercrime. The study will be conducted in selected urban centers across Nigeria, where cybercrime is most prevalent. It will explore both active participants and non-participants to understand their perceptions, motivations, and attitudes toward cybercrime. The study will also cover societal influences, such as peer groups, family, media, and pop culture, in shaping youths’ views.
1.6  SIGNIFICANCE OF THE STUDY
	This study holds significant importance in the following ways:
 The study will provide valuable insights into how Nigerian youths perceive cybercrime and the factors driving its normalization,  Findings will assist policymakers, law enforcement agencies, and government bodies in designing targeted interventions to combat cybercrime, The study will raise awareness among stakeholders—parents, educators, and religious leaders—on the role they play in shaping the values and behavior of youths, The research will help in developing strategies for youth reorientation, emphasizing the dangers of cybercrime and promoting ethical alternatives for success,  It will add to the existing body of knowledge on cybercrime, providing a foundation for further research and academic inquiry.

1.7.DEFINITION OF TERMS
1. Cybercrime: Illegal activities carried out using computers, the internet, or digital technologies. Examples include hacking, internet fraud, phishing, identity theft, and online scams.
2. Perception: The way individuals interpret or view an issue, often influenced by their experiences, beliefs, and societal values.
3. Youth: Individuals between the ages of 15 and 35, as defined by Nigeria’s National Youth Policy.
4. Yahoo Yahoo: A colloquial term used in Nigeria to describe internet fraud, particularly scams targeted at unsuspecting individuals or businesses.
5. Peer Influence: The impact of friends or social groups on an individual’s attitudes, behaviors, and decisions.
6. Pop Culture: Contemporary cultural products, including music, films, and social media trends, which shape societal norms and values.


CHAPTER TWO
LITERATURE REVIEW
2.1 CONCEPTUAL FRAMEWORK
	The perception of cybercrime among Nigerian youths is a topic of increasing importance in the digital era. The rapid technological advancements and widespread access to the internet have introduced new dimensions to criminal activities, notably cybercrime. This phenomenon, defined broadly as criminal activities conducted via the internet, poses significant challenges to societal structures, especially in developing nations like Nigeria. Understanding the perceptions of youths toward cybercrime is critical, as they represent the largest demographic of internet users in the country.
2.1.1 Perception of Cybercrime Among Nigerian Youths
	The conceptual framework for analyzing the perception of cybercrime among Nigerian youths provides a comprehensive lens through which the complexities of this phenomenon can be understood. This framework encapsulates the interplay of socio-economic, psychological, technological, and cultural factors that influence how cybercrime is perceived by young individuals in Nigeria. It also sheds light on the broader societal context and the role of institutions in shaping these perceptions.
Socio-economic Context
	The socio-economic realities of Nigeria significantly influence the perception of cybercrime among its youth. High levels of unemployment, economic hardship, and limited access to opportunities have created an environment where some youths view cybercrime as a viable means of economic survival. This perception is often framed by a sense of necessity rather than criminal intent, with individuals rationalizing their involvement in cyber activities as a response to systemic failures.
In many cases, the socio-economic environment fosters a dual narrative: one where cybercrime is condemned on moral grounds and another where it is seen as a form of economic ingenuity. This dichotomy highlights the need to understand the socio-economic pressures that shape attitudes toward cybercrime and how these pressures impact decision-making processes among the youth.
Psychological Factors
	Psychological dimensions play a critical role in shaping perceptions of cybercrime. Factors such as peer influence, aspirations for social mobility, and exposure to success stories of cybercriminals often contribute to a glamorized view of cybercrime. For many youths, particularly in urban centers, the narratives around cybercrime are intertwined with notions of power, wealth, and prestige.
Additionally, moral reasoning and cognitive dissonance are central to understanding how individuals reconcile their actions with societal norms. While some youths perceive cybercrime as a necessary evil, others may view it as a legitimate act of rebellion against an unjust system. This psychological interplay underscores the importance of addressing underlying motivations and fostering ethical awareness among Nigerian youths.
Technological and Educational Influences
	The rapid growth of technology and internet access in Nigeria has created a fertile ground for cyber activities. Many Nigerian youths possess a high level of digital literacy, but this is often coupled with inadequate awareness of cyber laws and ethical standards. The availability of digital tools and platforms, combined with the absence of robust regulatory mechanisms, has normalized certain cyber practices that may be considered criminal in nature.
Furthermore, the educational system plays a pivotal role in shaping perceptions of cybercrime. A lack of comprehensive digital ethics education in schools leaves many youths unaware of the legal and ethical implications of their online activities. Bridging this gap through targeted educational interventions is crucial for fostering a culture of digital responsibility and accountability.
Cultural and Social Dynamics
	Cultural norms and societal attitudes significantly influence how cybercrime is perceived in Nigeria. In some communities, cybercriminals are celebrated as local heroes or symbols of resistance against economic marginalization. This cultural endorsement often reinforces the notion that cybercrime is an acceptable pathway to success, particularly in the absence of visible consequences.
At the same time, the role of media and entertainment cannot be overlooked. The portrayal of cybercrime in popular culture, music, and movies often glamorizes these activities, shaping the attitudes of impressionable youths. Social media platforms also contribute to the dissemination of narratives that either normalize or condemn cybercrime, creating a polarized discourse that reflects broader societal tensions.

Institutional and Policy Framework
	The perception of cybercrime among Nigerian youths is also influenced by the effectiveness of institutional responses and policy frameworks. Weak enforcement of cyber laws and inconsistent judicial outcomes have contributed to a lack of trust in the legal system. For many youths, this lack of accountability diminishes the perceived risk associated with cybercrime, further emboldening their participation.
	To address these challenges, a robust institutional framework is needed to complement existing cybercrime laws. This includes fostering partnerships between government agencies, educational institutions, and civil society organizations to create awareness campaigns, provide skill-building opportunities, and establish deterrents against cyber activities.
	The conceptual framework for understanding the perception of cybercrime among Nigerian youths emphasizes the multifaceted nature of this issue. By examining the interplay of socio-economic, psychological, technological, cultural, and institutional factors, this framework provides a holistic perspective on the drivers of cybercrime perceptions. Addressing these underlying factors requires a combination of policy reforms, educational initiatives, and community engagement efforts aimed at reshaping attitudes and fostering a culture of ethical digital practices.

2.1.2 Global Overview of Cybercrime
	Cybercrime has evolved into a global threat, transcending geographical boundaries and legal jurisdictions. Internationally, cybercriminal activities range from identity theft and financial fraud to hacking and cyberbullying. The increasing reliance on digital infrastructure has amplified vulnerabilities, leading to a surge in cyber-related offenses. Developed nations, with their advanced cybersecurity measures, still grapple with cyber threats, underscoring the complexity and adaptability of cybercriminals. For developing countries like Nigeria, the situation is compounded by weaker cybersecurity frameworks and limited resources for combating cybercrime effectively.

2.1.3 Nigerian Context
	In Nigeria, cybercrime manifests in diverse forms, including phishing scams, online fraud, hacking, and cyber harassment. The country has garnered international attention for its association with specific types of cybercrime, notably "419 scams" or advance-fee fraud. The socioeconomic landscape of Nigeria, characterized by high unemployment rates, widespread poverty, and limited access to formal education, often drives youths toward cybercrime as a means of economic survival. Additionally, the anonymity and global reach provided by the internet make cybercrime an attractive alternative for individuals seeking quick financial gains.
2.1.4 Youth Engagement in Cybercrime
	Nigerian youths play a pivotal role in the cybercrime landscape due to their adeptness at navigating digital technologies. Their engagement in cybercriminal activities is often influenced by several factors, including socioeconomic pressures, peer influence, and perceived low risk of apprehension. Furthermore, the glamorization of wealth in popular culture and media contributes to the normalization of cybercrime as a legitimate avenue for financial success. These dynamics underscore the need for targeted interventions that address the root causes of youth involvement in cybercrime.
2.1.5 Conceptualizing Perception
	Perception refers to the way individuals interpret and make sense of their experiences and environment. In the context of cybercrime, perception among Nigerian youths can be influenced by personal experiences, societal narratives, and exposure to digital technologies. Positive perceptions of cybercrime, where it is seen as a skillful or innovative pursuit, can perpetuate its prevalence. Conversely, negative perceptions, where cybercrime is viewed as unethical or detrimental to societal well-being, can serve as a deterrent. Understanding these perceptions is crucial for developing effective strategies to combat cybercrime.
2.2 THEORETICAL FRAMEWORK
	Theories such as the Routine Activity Theory and Strain Theory provide valuable insights into the phenomenon of cybercrime among Nigerian youths. Routine Activity Theory posits that the convergence of motivated offenders, suitable targets, and lack of capable guardianship creates opportunities for crime. In the cyber context, this translates to the availability of vulnerable systems and the absence of robust cybersecurity measures. Strain Theory, on the other hand, highlights the role of societal pressures and limited legitimate opportunities in driving individuals toward deviant behaviors, including cybercrime.
	The growing rate of cybercrime among Nigerian youths has become a significant concern for policymakers, academics, and law enforcement. Two criminological theories that provide insights into this phenomenon are Routine Activity Theory and Strain Theory. This paper explores these theories to understand the perception of cybercrime among Nigerian youths.
2.2.1 Routine Activity Theory and Cybercrime
Routine Activity Theory (RAT), proposed by Cohen and Felson in 1979, posits that crimes occur when three elements converge: a motivated offender, a suitable target, and the absence of capable guardianship. The digital age has facilitated an environment ripe for cybercrime due to the proliferation of technology, anonymity, and the lack of stringent cyber-regulations.
1. Motivated Offenders: In the Nigerian context, high unemployment rates, poverty, and a desire for a better quality of life drive youths to cybercrime. The promise of quick monetary gains through online scams, hacking, and phishing becomes an attractive alternative to traditional employment.
2. Suitable Targets: With increased internet penetration and digital literacy, there are numerous potential victims, both local and international. Vulnerabilities in online systems and the widespread use of social media make individuals and organizations susceptible to cyber-attacks.
3. Absence of Capable Guardianship: Weak cybersecurity infrastructure and inadequate enforcement of cyber laws in Nigeria create opportunities for cybercriminals. The lack of digital literacy among a significant portion of the population further exacerbates the problem, making individuals easy targets.
Routine Activity Theory highlights how the routine online activities of individuals and organizations provide opportunities for cybercriminals. Nigerian youths, aware of these vulnerabilities, exploit them to engage in fraudulent activities such as internet fraud, commonly referred to as "Yahoo Yahoo."
2.2.2 Strain Theory and Cybercrime
Strain Theory, developed by Robert K. Merton in 1938, explains deviant behavior as a result of the disjunction between societal goals and the means available to achieve them. For Nigerian youths, societal pressure to achieve success, wealth, and status often clashes with limited legitimate opportunities.
1. Societal Goals: In Nigeria, societal expectations emphasize wealth and material success as indicators of achievement. This cultural orientation creates immense pressure on youths to "make it" at all costs.
2. Blocked Opportunities: Economic challenges, corruption, and a lack of access to quality education and employment opportunities leave many Nigerian youths feeling marginalized. These structural barriers foster frustration and resentment, pushing some to resort to cybercrime as a means of survival or status acquisition.
3. Adaptation to Strain: Strain Theory identifies five modes of adaptation: conformity, innovation, ritualism, retreatism, and rebellion. Cybercriminals fall under the "innovation" category, where individuals accept societal goals but reject conventional means, opting instead for illicit methods such as online fraud.
Strain Theory provides a framework for understanding the socio-economic factors influencing cybercrime among Nigerian youths. It underscores how systemic inequality and limited access to resources can lead to deviant behavior.
2.2.3 Perception of Cybercrime Among Nigerian Youths
	The perception of cybercrime among Nigerian youths is shaped by both socio-economic realities and cultural attitudes. Many youths view cybercrime as a survival strategy or a way to achieve societal recognition in a system that often fails to provide fair opportunities. This perception is further reinforced by:
1. Normalization of Cybercrime: The glorification of cybercrime in popular culture, music, and social media normalizes fraudulent behavior. Terms like "Yahoo Boys" have become synonymous with wealth and success among some segments of Nigerian society.
2. Justification and Neutralization: Youths often justify cybercrime by pointing to systemic corruption, inequality, and the perceived exploitation by foreign entities. Techniques of neutralization, such as denial of injury ("It's just a scam; no one gets hurt") or appeal to higher loyalties ("I’m helping my family"), are commonly employed.
3. Impact of Peer Influence: Peer pressure and the desire for social status drive many youths into cybercrime. Seeing peers flaunt wealth acquired through illicit means creates an aspirational model that influences others to follow suit.
By addressing the root causes and modifying the environment that enables cybercrime, Nigeria can curb this growing menace and empower its youth to pursue legitimate pathways to success.
2.3 EMPIRICAL FRAMEWORK
	Empirical research on cybercrime in Nigeria highlights the multifaceted nature of the issue. Studies have shown that while some youths engage in cybercrime out of necessity, others do so for thrill or status enhancement. Additionally, gender dynamics play a role, with males more frequently involved in cybercriminal activities than females. Educational attainment and digital literacy also influence youths' perceptions and involvement in cybercrime, with higher levels of education often correlating with more ethical online behaviors.
2.3.1 Strategies for Addressing Cybercrime
	Effective strategies for combating cybercrime among Nigerian youths require a holistic approach. Education and awareness campaigns are essential for reshaping perceptions and promoting ethical digital practices. Introducing cybersecurity education in school curricula can equip youths with the knowledge and skills needed to navigate the digital space responsibly. Economic empowerment programs that address unemployment and provide legitimate opportunities for financial stability can also reduce the allure of cybercrime. Furthermore, strengthening legal frameworks and enforcement mechanisms is critical for deterring cybercriminal activities and ensuring accountability.
2.3.2 Role of Stakeholders
	The fight against cybercrime in Nigeria necessitates the collaboration of multiple stakeholders, including government agencies, educational institutions, non-governmental organizations, and the private sector. Governments must prioritize the development of robust cybersecurity policies and infrastructure, while educational institutions should integrate digital ethics into their curricula. NGOs and community organizations can play a vital role in raising awareness and providing support to at-risk youths. The private sector, particularly technology companies, must invest in advanced cybersecurity measures and collaborate with law enforcement agencies to address cyber threats effectively.
	The perception of cybercrime among Nigerian youths is shaped by a complex interplay of socioeconomic, cultural, and technological factors. Addressing this issue requires a nuanced understanding of these perceptions and the underlying motivations driving youth engagement in cybercriminal activities. By adopting a multifaceted approach that combines education, economic empowerment, and robust legal frameworks, Nigeria can mitigate the prevalence of cybercrime and foster a more secure digital environment. Stakeholder collaboration remains pivotal in ensuring the success of these efforts, as the battle against cybercrime extends beyond individual actions to encompass collective responsibility and societal transformation.

	The Routine Activity Theory (RAT), developed by Cohen and Felson in 1979, provides a robust framework for understanding the dynamics of cybercrime, particularly in its applicability to youth in Nigeria. The theory posits that for a crime to occur, three elements must converge: a motivated offender, a suitable target, and the absence of capable guardianship. When applied to the perception of cybercrime among Nigerian youths, the RAT framework sheds light on how societal and routine activities influence criminal behaviors and attitudes.
	In the Nigerian context, the rapid proliferation of technology and internet access has significantly altered the daily routines of many youths, making them both potential offenders and victims in the cyber realm. As more Nigerian youths integrate digital platforms into their everyday lives for communication, entertainment, and commerce, their exposure to cybercrime risks increases. This heightened engagement with digital technology, paired with socio-economic challenges, creates fertile ground for the development of cybercrime motivations.
	Motivated offenders in this context often emerge due to unemployment, peer influence, and the allure of quick financial gain. The normalization of cybercrime, colloquially known as "Yahoo Yahoo," reflects a shift in moral boundaries, where youths perceive such activities as viable responses to economic hardship and systemic inequality. This perception is further reinforced by societal admiration for material success, regardless of its source, which fosters a sense of legitimacy around cybercriminal behavior.
	Suitable targets are abundant in the digital ecosystem, including individuals, financial institutions, and corporate entities. The increased reliance on online platforms for financial transactions and personal interactions makes users more vulnerable to cyber-attacks. Nigerian youths, deeply embedded in social media and e-commerce platforms, often view these avenues as opportunities to exploit unsuspecting victims. The perception of cybercrime as a low-risk, high-reward activity is amplified by the anonymity the internet provides, enabling offenders to act with minimal fear of detection or repercussions.
	The absence of capable guardianship is another critical factor highlighted by the Routine Activity Theory. In the Nigerian context, weak cybersecurity infrastructure, inadequate law enforcement mechanisms, and limited public awareness contribute to this vulnerability. Institutions responsible for curbing cybercrime often lack the resources, expertise, and coordination required to effectively combat it. This gap in governance fosters an environment where cybercriminal activities can thrive with little deterrence.
	The Routine Activity Theory also explains the perception of cybercrime among Nigerian youths as a product of their socio-economic and cultural environment. The interplay between routine digital engagement and the socio-economic realities of unemployment and poverty positions cybercrime as an adaptive response. Youths perceive cybercrime not only as a means of survival but also as a pathway to social mobility, where material wealth and status are highly valued.
This theoretical lens underscores the importance of addressing structural factors such as poverty, unemployment, and inadequate education to mitigate the factors that contribute to cybercrime motivations. Simultaneously, enhancing capable guardianship through robust cybersecurity measures, public awareness campaigns, and effective law enforcement can alter the perceived ease and attractiveness of engaging in cybercrime.
	In summary, Routine Activity Theory offers a valuable empirical framework for analyzing the perception of cybercrime among Nigerian youths. It emphasizes the convergence of motivated offenders, suitable targets, and the absence of guardianship as key elements shaping youth engagement in cybercriminal activities. Addressing these factors holistically requires targeted interventions at both individual and systemic levels to reshape attitudes toward cybercrime and reduce its prevalence in Nigerian society.














CHAPTER THREE
RESEARCH METHOLOGY
3.1 RESEARCH DESIGN
	This study adopts a descriptive survey design to examine the perception of cybercrime among Nigerian youths. This design is appropriate as it allows for the collection of data that describes and interprets the existing attitudes, beliefs, and behaviors of the population under study.
3.2 POPULATION OF THE STUDY
	The population for this study comprises Nigerian youths aged 18 to 35 who are active users of digital platforms and reside in urban and semi-urban areas across Nigeria.
3.3 SAMPLE SIZE AND SAMPLING TECHNIQUES
A sample size of 100 respondents will be selected using a multistage sampling technique. The first stage involves stratifying the population by geopolitical zones, followed by random sampling within each stratum to ensure representativeness.
3.4 INSTRUMENTATION
	The primary instrument for data collection will be a structured questionnaire designed to capture demographic information, awareness of cybercrime, and perceptions of its legitimacy and consequences. The questionnaire will include both closed and open-ended questions.
3.5 VALIDITY AND RELIABILITY OF THE INSTRUMENT
To ensure validity, the questionnaire will be reviewed by experts in criminology and information technology. A pilot test will be conducted with 100 respondents to assess the reliability of the instrument. 
3.6 METHOD OF DATA COLLECTION
	Data will be collected through both online and offline surveys to accommodate respondents in different locations. Trained research assistants will distribute and retrieve the questionnaires to ensure a high response rate.
3.7 METHOD OF DATA ANALYSIS
	Quantitative data will be analyzed using descriptive statistics such as frequencies, percentages, and mean scores to summarize the data. Inferential statistics, including chi-square tests and regression analysis, will be employed to test the relationships between variables. Qualitative data from open-ended questions will be analyzed thematically to identify recurring patterns and insights.

CHAPTER FOUR
4.0	DATA PRESENTATION AND ANALYSIS
4.1	DATA ANALYSIS
        This section intends to analyze and interprets the data collected from the study in such a way that it will be relevant to the reading public and also statistically vital. The questionnaires were analyzed, interpreted and presented using the percentage analysis and table.
	A total of 100 questionnaires were randomly distributed by the researcher as stated above. 100 questionnaires were as well received, and this represents 100% responses of return rate.
SECTION A
1. DISTRIBUTION OF THE RESPONDENTS BY GENDER
	OPTIONS
	FREQUENCY
	PERCENTAGE %

	MALE
	56
	56%

	FEMALE
	44
	44%

	TOTAL
	100
	100%


 Source: Research Survey, 2025
The above tables shows that 56% respondent were male 44% were female this shows that must of the respondent were male.
2. DISTRIBUTION OF THE RESPONDENTS BY AGE
	OPTIONS
	FREQUENCY
	PERCENTAGE %

	18-24
	37
	37%

	25-30
	48
	48%

	31-ABOVE
	15
	15%

	TOTAL
	100
	100%


Source: Research Survey, 2025
The above table shows that 48 were between the age range of 15-30 years, 37 (37%) were between the age range of 18-24 years, 15 ( 15%) were between the age range of 31 and above.
This shows that a great number of the respondent fall within the age range of 25-30 years.
3. DISTRIBUTION OF THE RESPONDENTS BY MARITAL STATUS
	OPTIONS
	FREQUENCY
	PERCENTAGE %

	SINGLE
	66
	66%

	MARRIED
	34
	34%

	TOTAL
	100
	100%


Source: Research Survey, 2025
The data collected shows that out of 100 respondents that completed and returned their questionnaire 66 were single, 66% and 34 (34%) were married, this shows that must of the respondent were single
4. DISTRIBUTION OF THE RESPONDENTS BY EDUCATIONAL QUALIFICATION
	OPTIONS
	FREQUENCY
	PERCENTAGE %

	O' LEVEL
	4
	51%

	OND
	51
	35%

	HND
	35
	10%

	BSC
	10
	4%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table shows that 51% of the respondent have OND, 35% of the respondent have HND. 10% of the respondent have BSC and 4% of the respondent have o' level. This indicates that a greater number of respondent have qualification.
5. DISTRIBUTION OF THE RESPONDENT BY OCCUPATION
	OPTIONS
	FREQUENCY
	PERCENTAGE %

	EMPLOYED
	2
	2%

	UNEMPLOYED
	4
	4%

	SELF EMPLOYED
	45
	45%

	STUDENT
	49
	49%

	TOTAL
	100
	100%


Source: Research Survey, 2025
The above table shows that 49% of the respondent were student, 45% of the respondents were self employed, 4% of the respondent were unemployed, 2% of the respondents were  employed. This shows that a great number of the respondent 49% were student.


SECTION B
QUESTION 6: HAVE YOU HEARD ABOUT CYBERCRIME BEFORE?
	     OPTIONS 
	NUMBER OF  RESPONSES
	PERCENTAGE

	YES
	99
	99%

	NO
	0
	0%

	NOT SURE
	1
	1%

	TOTAL
	100
	100%


	Source: Research Survey, 2025
	It shows that out of 100 respondents 99% constitute yes, non for no while only one person is not 	sure.
	QUESTION 7: HOW FREQUENTLY DO YOU COME ACROSS ANTI-CYBERCRIME 	MESSAGES ONLINE?
	OPTIONS
	NO OF RESPONSES
	PERCENTAGE

	VERY FREQUENTLY
	57
	57%

	OFTEN
	36
	36%

	SOMETIMES
	2
	2%

	RARELY
	2
	2%

	NEVER
	3
	3%

	TOTAL
	100
	100%


	Source: Research Survey, 2025
		In this, it shows that out of 100 responses 57% strongly agree, 36% agree, 2% neutral, 2% 			disagree and 3% strongly disagree.
		QUESTION 8: CYBERCRIME IS A SERIOUS PROBLEM AFFECTING NIGERIAN 			YOUTHS.
	 OPTIONS
	NO OF RESPONSES
	PERCENTAGE

	STRONGLY AGREE
	57
	57%

	AGREE
	38
	38%

	DISAGREE
	2
	2%

	STRONGLY DISAGREE
	3
	3%

	TOTAL
	100
	100%


		Source: Research Survey, 2025
		In this, it shows that out of 100 responses 57% strongly agree, 38% agree,2% disagree and 3% 			strongly disagree.
		QUESTION 9: MOST NIGERIAN YOUTHS ARE AWARE OF WHAT CYBERCRIME 			IS.
	OPTIONS
	NO OF RESPONSES
	PERCENTAGE

	STRONGLY AGREE
	59
	59%

	AGREE
	36
	36%

	DISAGREE
	2
	2%

	STRONGLY DISAGREE
	3
	3%

	TOTAL
	100
	100%


	Source: Research Survey, 2025
	In this, it shows that out of 100 responses 59% strongly agree, 36% agree, 2% disagree and 3% 	strongly disagree.
	QUESTION 10: PEER INFLUENCE ENCOURAGES YOUTHS TO ENGAGE IN 	CYBERCRIME ACTIVITIES.
	OPTIONS
	FREQUENCY
	PERCENTAGE %

	STRONGLY AGREE
	45
	45%

	AGREE
	15
	15%

	DISAGREE
	18
	18%

	STRONGLY DISAGREE
	22
	22%

	TOTAL
	100
	100%


		Source: Research Survey, 2025
		In this, it shows that out of 100 responses 45% strongly agree, 15% agree, 18% disagree and 			22% strongly disagree.
		QUESTION 11: CYBERCRIME NEGATIVELY IMPACTS NIGERIA’S ECONOMY.
	OPTIONS
	NO OF RESPONSES
	PERCENTAGE

	STRONGLY  AGREE
	39
	39%

	AGREE
	45
	45%

	DISAGREE
	11
	11%

	STRONGLY DISAGREE
	5
	5%

	TOTAL
	100
	100%


		Source: Research Survey, 2025
	This table  shows that  out of 100 respondents 39% strongly agree, 45% Agree, 11%
	Disagree while 5% strongly disagree that it changes the behaviour of the entire masses.
	QUESTION 12: THE GOVERNMENT IS DOING ENOUGH TO FIGHT CYBERCRIME IN NIGERIA.
	OPTIONS
	NO OF RESPONSES
	PERCENTAGE

	STRONGLY  AGREE
	36
	25%

	AGREE
	27
	27%

	DISAGREE
	27
	27%

	STRONGLY DISAGREE
	10
	10%

	TOTAL
	100
	100%


	Source: Research Survey, 2025
	This table shows that out   of 100 respondents 25% strongly agree, 27% agree, 11% Neutral, 	27% also disagree, while 10% strongly disagree that it scare the entire masses from casual sex.

	4.2 ANALYSIS OF RESEARCH
	RESEARCH QUESTION 1 
How do Nigerian youths perceive cybercrime and its implications?
	Nigerian youths generally perceive cybercrime as a serious and growing problem that 	significantly affects their generation and the broader society. They recognize that cybercrime 	encompasses a range of activities such as hacking, online fraud, and identity theft, which pose 	substantial risks both to individuals and the economy. Many youths understand that peer 	influence and lack of awareness contribute to the prevalence of cybercrime among their age 	group. While some believe the government is making efforts to combat cybercrime, there is also 	a common sentiment that more needs to be done, especially in terms of education, stronger laws, 	and enforcement. Overall, Nigerian youths are aware of the dangers associated with cybercrime 	and express a desire for greater preventive measures through awareness campaigns and 	responsible internet use.
	RESEARCH QUESTION 2 
	What social, economic, and cultural factors contribute to youths’ perception of cybercrime?
	Youths’ perception of cybercrime is shaped by a complex interplay of social, economic, and 	cultural factors. Socially, the influence of peers and the desire for acceptance can normalize risky 	online behaviors, while limited awareness and education about cybercrime contribute to 	misunderstandings or underestimation of its dangers. Economically, high levels of 	unemployment and poverty create pressures that may lead some youths to view cybercrime 	either as a means of survival or an opportunistic shortcut to financial gain. Culturally, attitudes 	toward authority, law enforcement, and risk-taking vary, with some communities exhibiting a 	degree of tolerance or ambivalence toward illicit activities online. Together, these factors shape 	how youths interpret the risks and acceptability of cybercrime, influencing both their awareness 	and engagement with it.
	RESEARCH QUESTION 3
	Nigerian youths are at high risk of becoming victims of cybercrime.
	Nigerian youths face a significant risk of becoming victims of cybercrime due to their 	widespread use of the internet and digital technologies, often without adequate knowledge of 	online safety. Their frequent engagement with social media, online banking, and other internet-	based activities exposes them to various cyber threats such as scams, identity theft, and hacking. 	This vulnerability is further heightened by limited cybersecurity awareness and the increasing 	sophistication of cybercriminals targeting young, tech-savvy individuals. As a result, many 	youths are unaware of how to protect themselves, making them easy targets for cybercriminals.
	4.3	DISCUSSION OF FINDINGS 
	The findings from this study reveal that Nigerian youths generally perceive cybercrime as a 	serious and pervasive issue affecting both individuals and society at large. The high level of 	awareness about cybercrime among respondents indicates that youths are knowledgeable about 	various forms of cyber offenses such as hacking, online fraud, and identity theft. This awareness 	is largely influenced by media exposure, peer discussions, and personal experiences, which 	collectively shape their understanding of the risks involved.
	However, despite this awareness, the study found that many youths tend to underestimate their 	personal vulnerability to becoming victims of cybercrime. This gap between knowledge and 	perceived personal risk suggests a level of complacency or overconfidence in their ability to 	navigate online spaces safely. It also points to a potential need for more targeted education that 	emphasizes practical cybersecurity skills and personal risk management.
	Social factors such as peer influence emerged as significant in shaping youths’ perceptions and 	behaviors related to cybercrime. The desire for social acceptance and belonging sometimes leads 	youths to engage in risky online activities or to dismiss the seriousness of cyber threats. This 	aligns with broader theories on adolescent risk-taking, which highlight the powerful role of 	social dynamics in decision-making.
	Economically, the study highlighted that the prevailing conditions of unemployment and 	financial hardship among Nigerian youths may contribute to a dual perception of cybercrime. On 	one hand, it is seen as a threat and criminal activity; on the other hand, some youths perceive it 	as an opportunistic avenue for economic gain. This ambivalence underscores the complex socio-	economic realities that influence attitudes toward cybercrime and indicates why prevention 	efforts must address underlying economic vulnerabilities.
	Culturally, the findings suggest a nuanced view of cybercrime shaped by local norms and 	attitudes toward law enforcement and authority. While there is general recognition of 	cybercrime’s illegality, some respondents indicated skepticism about the effectiveness of 	government efforts to curb cyber offenses, reflecting broader distrust in institutional capacity. 	This skepticism may affect youths’ willingness to report cybercrime incidents or fully engage in 	preventive measures.
	Overall, the study underscores the importance of comprehensive strategies that combine 	education, community engagement, stronger legal frameworks, and economic empowerment to 	effectively address the perception and realities of cybercrime among Nigerian youths. Enhancing 	digital literacy and promoting responsible internet use within youth populations could 	significantly reduce their vulnerability and alter perceptions toward a more cautious and 	informed stance on cybercrime.

CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.1 SUMMARY
	The increasing penetration of the internet and digital technologies in Nigeria has led to significant changes in how youths communicate, learn, and transact business. While the digital age presents numerous opportunities, it has also exposed Nigerian youths to a variety of cyber threats. This study investigates the extent to which Nigerian youths are at risk of becoming victims of cybercrime, examining factors such as awareness levels, online behaviors, vulnerabilities, and socio-economic contexts.
	Findings indicate that Nigerian youths engage heavily in online activities such as social media interaction, online banking, gaming, and e-commerce. However, despite widespread internet use, many youths lack sufficient cybersecurity knowledge and awareness. This gap leaves them susceptible to online scams, identity theft, phishing attacks, hacking, and cyberbullying. The research also highlights that youths often underestimate their personal risk, which exacerbates their vulnerability.
	The study further reveals that socio-economic challenges, including unemployment and poverty, play a significant role in increasing youths' exposure to cybercrime. Financial hardship drives some youths towards risky online behaviors or even participation in cybercrime activities. Additionally, cultural attitudes toward authority and law enforcement, combined with skepticism about government efforts to combat cybercrime, impact youths’ engagement in preventive measures and reporting mechanisms.
	Peer influence and social acceptance also significantly affect Nigerian youths' online behaviors. The desire to fit in within their social circles often leads to risky sharing of personal information or falling prey to peer-led scams. Furthermore, the increasing sophistication of cybercriminals and the evolving tactics used online complicate youths' ability to identify and avoid cyber threats effectively.
In summary, the study underscores a critical need for comprehensive approaches to educate and protect Nigerian youths against cybercrime, emphasizing improved awareness, legal frameworks, and socio-economic support systems.


5.2 CONCLUSION
	The research concludes that Nigerian youths are indeed at high risk of becoming victims of cybercrime due to several interrelated factors. While the digital landscape offers significant benefits, the lack of adequate cybersecurity awareness and education among youths creates a dangerous gap exploited by cybercriminals. Many youths engage in online activities without proper knowledge of safety protocols, leaving personal data and financial resources vulnerable.
	Socio-economic challenges further compound this risk. High rates of unemployment and poverty among youths not only increase susceptibility to becoming victims but, in some cases, push individuals towards cybercrime as a source of income. This dynamic presents a cyclical problem that perpetuates both the supply and demand sides of cybercriminal activities.
	Cultural and institutional challenges also hinder effective prevention. Distrust in government’s ability to tackle cybercrime and inadequate law enforcement mechanisms discourage reporting and reduce the effectiveness of existing cyber laws. Peer pressure and social dynamics encourage risky behaviors, highlighting the need for community-centered interventions.
	To address these challenges, a multidimensional strategy is required that combines education, policy enforcement, community engagement, and economic empowerment. Only through such coordinated efforts can the vulnerability of Nigerian youths to cybercrime be significantly reduced, fostering a safer digital environment that allows them to reap the benefits of technology without undue risk.

5.3 RECOMMENDATIONS
	The perception of cybercrime among Nigerian youths is shaped by a complex mix of socio-economic, cultural, and technological factors. As internet access expands and digital skills become more widespread, some youths view cybercrime not only as a means of survival amid high unemployment but also as a symbol of smartness or resistance against systemic inequality. This perception is further influenced by media portrayals, peer pressure, and a lack of strong digital ethics education. Addressing this issue requires a comprehensive approach that combines awareness, education, economic opportunities, and stricter enforcement to reshape attitudes and promote a culture of integrity in the digital space.
1. Enhance Cybersecurity Education and Awareness Programs: Schools, universities, and community organizations should incorporate cybersecurity education into their curricula and programs. Awareness campaigns should focus on teaching youths about safe internet practices, recognizing cyber threats, and protecting personal information. Interactive workshops, online tutorials, and social media campaigns can increase engagement and retention of cybersecurity knowledge.
2. Strengthen Legal Frameworks and Enforcement:  The Nigerian government must review and strengthen existing cybercrime laws to close loopholes and ensure they address modern cyber threats effectively. Law enforcement agencies should receive specialized training to handle cybercrime cases promptly and efficiently. Establishing dedicated cybercrime units with adequate resources will improve investigation and prosecution rates.
3. Promote Reporting and Support Mechanisms: Creating accessible and anonymous reporting channels for victims of cybercrime will encourage youths to come forward without fear of stigma or reprisal. Support services, including counseling and legal aid, should be made available to assist victims in recovery and seeking justice.
4. Address Socio-Economic Factors: Government and private sector initiatives should focus on youth empowerment programs that reduce unemployment and poverty. Skills development, entrepreneurship support, and digital literacy programs can provide youths with legitimate economic opportunities, reducing their vulnerability to cybercrime involvement.
5. Engage Families and Communities: Families and community leaders must be involved in educating youths about the dangers of cybercrime and the importance of responsible internet use. Community-driven initiatives can foster an environment of vigilance and collective responsibility to protect vulnerable members.
6. Collaborate with Tech Companies and Internet Service Providers (ISPs): Partnerships between the government, tech firms, and ISPs can help develop and promote tools that enhance online safety, such as parental controls, phishing detectors, and cybersecurity software targeted at youth users.


REFERENCES
Ajibade, A., & Adekunle, O. (2020). The impact of peer influence on youth gambling behavior in Nigeria. Journal of Social Psychology, 15(3), 45-60.
Bet9ja. (2023). About us. Retrieved from https://www.bet9ja.com/about
Eze, C. (2019). Social factors influencing betting habits among Nigerian youth. International Journal of Sports Management, 12(2), 101-115.
Griffiths, M. D., & Parke, J. (2010). Adolescent gambling and peer influence: A review. Journal of Gambling Studies, 26(3), 399–410. https://doi.org/10.1007/s10899-010-9170-3
Gupta, R., & Derevensky, J. L. (1998). Adolescent gambling behavior: A prevalence study and examination of the correlates associated with problem gambling. Journal of Gambling Studies, 14(4), 319–345.
Nwankwo, E. (2021). Peer pressure and its effect on adolescent risk-taking behavior. Youth Development Review, 8(1), 23-37.
Nigerian National Bureau of Statistics. (2023). Internet usage statistics in Nigeria. Retrieved from https://nigerianstat.gov.ng/
Nigerian Communications Commission. (2022). Cybersecurity threats and responses in Nigeria. Retrieved from https://www.ncc.gov.ng/
Okereke, E., & Iwuoha, V. (2021). Cybercrime and youth unemployment: A Nigerian perspective. International Journal of Cybersecurity, 9(1), 58-72.
Olowu, O., & Adegboye, M. (2019). Digital literacy and online security awareness among Nigerian youths. Journal of African Media Studies, 11(4), 347-364.
Williams, R. J., West, B. L., & Simpson, R. I. (2012). Prevention of problem gambling: A comprehensive review of the evidence. Journal of Gambling Issues, (36), 1–46.
World Bank. (2023). Nigeria economic update: Youth unemployment and technology. Retrieved from https://www.worldbank.org/en/country/nigeria



14

