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ABSTRACT
In the modern academic environment, the need for secure and efficient management of departmental activities is increasingly critical. This project presents the development of a web-based departmental portal designed to streamline academic and administrative processes while prioritizing data security through the implementation of the Advanced Encryption Standard (AES) algorithm. The portal provides functionalities such as student registration, course management, result access, staff-student communication, and announcement broadcasting. To address data privacy concerns, the AES algorithm is integrated to encrypt sensitive information, including login credentials and academic records, thereby preventing unauthorized access and ensuring data confidentiality. The system incorporates secure authentication and role-based access control to manage user privileges effectively. The final product enhances operational efficiency within the department, fosters secure information exchange, and supports institutional digital transformation initiatives.
Keywords: Departmental Portal, AES Algorithm, Data Security, Web Application, Information Management, Encryption, Role-Based Access Control, Academic System.
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CHAPTER ONE
     INTRODUCTION
1.1 BACKGROUND TO THE STUDY
The rapid advancement of technology has significantly transformed the way educational institutions manage and disseminate information. Universities and colleges are increasingly adopting digital solutions to streamline administrative processes, enhance communication, and improve the overall educational experience. A pivotal component of this digital transformation is the development of department portal systems, centralized platforms that facilitate interactions among students, institute, and administrative staff. These portals typically offer functionalities such as course registration, access to academic resources, assignment submissions, and communication tools. However, as these systems handle sensitive information, ensuring data security and privacy has become a paramount concern. Integrating robust cryptographic techniques, notably the Advanced Encryption Standard (AES) algorithm, is essential to safeguard the integrity and confidentiality of data within these portals. Smith, J., & Brown, L. (2021)
Department portal systems serve as the backbone of modern academic administration, providing a unified interface for various stakeholders to access and manage information efficiently. For students, these portals offer services such as enrollment in courses, retrieval of academic records, and communication with instructors. Institute members utilize the portals to disseminate course materials, manage grades, and interact with students. Administrative staff rely on these systems for tasks like scheduling, resource allocation, and policy announcements. The centralization of these functions not only streamlines operations but also enhances transparency and accessibility within the academic environment. Kumar, R., & Patel, M. (2022).
Despite their advantages, department portal systems are susceptible to various security threats. Unauthorized access, data breaches, and cyberattacks pose significant risks, potentially compromising personal information, academic records, and institutional data. Traditional security measures, such as simple password-based authentication, are often inadequate in countering sophisticated cyber threats. Therefore, implementing advanced encryption mechanisms is crucial to protect sensitive information and maintain trust in these digital platforms. Ahmed, T., & Lee, P. (2023).
Integrating AES into department portal systems involves several critical components to ensure comprehensive security. Enhancing traditional authentication methods with AES encryption can significantly improve security. For instance, a study proposed a secure e-learning system that employs a Zero-Knowledge Proof (ZKP) system combined with RSA for secure password transmission, alongside AES for encrypting user information and exam data stored in the database. This approach ensures that passwords are not transmitted in plain text over the network, mitigating the risk of interception. Johnson, C. (2024)
Sensitive data such as personal information, academic records, and financial details should be encrypted before storage. By applying AES encryption, institutions can protect data at rest, ensuring that even if unauthorized access to the storage medium occurs, the information remains unintelligible without the decryption key. Encrypting data during transmission prevents interception and eavesdropping. Implementing AES encryption for data in transit ensures that information exchanged between users and the portal remains confidential and secure, even over unsecured networks. Combining AES encryption with Role-Based Access Control (RBAC) mechanisms ensures that users access only the information pertinent to their roles. Williams, D., & Chen, Y. (2025)
Educational institutions must adhere to data protection regulations such as the General Data Protection Regulation (GDPR) and the Family Educational Rights and Privacy Act (FERPA). Implementing AES encryption within department portal systems aligns with these regulatory requirements, demonstrating a commitment to safeguarding personal and academic information. Thompson, E., & O’Brien, H. (2024).
The integration of the Advanced Encryption Standard (AES) algorithm into department portal systems is vital for ensuring the security and integrity of sensitive information within educational institutions. By addressing authentication challenges, securing data storage and transmission, and complying with regulatory standards, AES provides a robust framework for protecting academic data. Balancing security measures with system performance and user experience is crucial for the successful implementation of these portals. As technology continues to advance, embracing innovative encryption strategies will be essential to counteract emerging cyber threats and maintain the trust of users in digital educational platforms. Nwosu, K., & Adeyemi, B. (2023).
1.2 STATEMENT OF THE PROBLEM
[bookmark: _Hlk188294921]In today's digital landscape, the security of sensitive data is of paramount importance, especially in web-based systems that handle personal and confidential user information. Many existing portal systems suffer from vulnerabilities such as weak data encryption, inadequate user authentication, and poor protection against unauthorized access. These weaknesses expose systems to security risks, including data breaches, identity theft, and unauthorized data manipulation.
1.3	AIM AND OBJECTIVES OF THE STUDY
[bookmark: _Hlk189604210]The aim of this study is to develop and implement a secure department portal system using the Advanced Encryption Standard (AES) algorithm to enhance data security, improve user authentication, and ensure the confidentiality and integrity of academic and administrative information, the objectives are:
i. To design and develop a web-based departmental portal that provides a centralized platform for students, lecturers, and departmental staff to access and manage academic information and resources.
ii.  To integrate AES encryption algorithm into the portal to protect sensitive data such as user credentials, internal communications, and academic records from unauthorized access and cyber threats.
iii. To ensure secure user authentication and role-based access control within the portal, allowing only authorized individuals to access specific features and data
iv. To implement core departmental functionalities such as student registration, result viewing, course allocation, staff-student messaging, and announcements.
v.  To evaluate the performance and security of the developed portal, ensuring that the AES encryption mechanism effectively maintains data confidentiality and integrity.
1.4           SIGNIFICANCE OF THE STUDY
The development of a department portal system using the Advanced Encryption Standard (AES) algorithm is significant in several ways. It enhances the security of sensitive academic and administrative data by implementing strong encryption techniques to prevent unauthorized access, data breaches, and cyber threats. This is particularly important in educational institutions where the confidentiality of student records, staff information, and financial transactions must be maintained.

[bookmark: _Hlk188295552]1.5        SCOPE OF THE STUDY
This study focuses on the design and development of a secure web-based portal system that incorporates the Advanced Encryption Standard (AES) algorithm to protect sensitive user data. The system is intended to serve as a secure platform for user registration, login authentication, data storage, and communication between users and the system. The scope is limited to the implementation of AES encryption for securing user credentials and selected data fields during both storage and transmission. It covers key functional modules including user account creation, secure login, encrypted data storage in the backend database, and secure retrieval and display of information. The study will involve the use of common web development technologies such as HTML, CSS, JavaScript, PHP, and MySQL, and will simulate real-world user interaction to evaluate the system’s security effectiveness. However, it does not extend to the development of mobile applications, biometric security features, or the integration of other advanced cryptographic algorithms beyond AES.
1.6	ORGANIZATION OF THE REPORT
Chapter One provides an introduction to the study. It outlines the background of the project, statement of the problem, objectives of the study, significance, scope, limitations, and definitions of key terms used throughout the report.
Chapter Two presents the literature review. It examines existing works and relevant theories related to portal systems, data encryption, and the use of the AES algorithm in information security. This chapter also highlights gaps in existing research that this project seeks to address.
Chapter Three discusses the research methodology. It describes the methods used in data gathering, analysis of the existing system, identification of system requirements, and the design of the proposed system.
Chapter Four focuses on system analysis, design, and implementation. It explains the system architecture, software and hardware requirements, choice of programming language, and details of how AES encryption was integrated. It also includes testing and documentation of the system.
Chapter Five contains the summary, conclusion, and recommendations. It summarizes the key findings, concludes the study based on the results, and suggests possible improvements or future work.


[bookmark: _Hlk188296305]
















CHAPTER TWO
LITERATURE REVIEW
2.1	REVIEW OF RELATED WORKS
Kumar and Rathi (2020) developed a secure web-based academic portal incorporating AES encryption for all data at rest and in transit. Their implementation proved effective in securing access control, especially when integrated with role-based authentication systems. The system's performance under load showed stability, and user data remained uncompromised even during simulated intrusion attempts.
Nwankwo and Chukwuma (2022) explored the use of AES encryption in university department portals in Nigeria, focusing on the protection of exam results, course materials, and payment systems. Their findings affirmed that AES, when combined with SSL protocols and two-factor authentication, offers an ideal security framework for academic institutions.
Al-Azizi et al. (2021) emphasized the implementation of AES in educational portals, noting its advantage in securing student records, login credentials, and administrative transactions. Their work highlighted AES’s strong resistance to brute-force attacks and its minimal processing overhead, making it suitable for real-time applications.
Patel and Sinha (2021) implemented an institutional portal where AES-256 was used to encrypt not only user data but also session identifiers and cookies, mitigating the risks of session hijacking and cross-site scripting (XSS) attacks. Their results highlighted how AES enhances both backend and frontend security when carefully integrated within the server-client architecture.
Lee and Park (2021) conducted a comparative analysis of encryption algorithms used in university portals and concluded that AES outperformed older systems like DES and 3DES in terms of encryption time, energy efficiency, and resistance to cryptographic attacks. Their study also pointed out that while RSA is often used for key exchanges, AES is more suitable for bulk data encryption in real-time systems like department portals.
Ali and Khan (2022) developed a smart departmental portal tailored for South Asian universities with integrated AES-based security. They combined AES encryption with a dynamic access level control feature, ensuring that only authorized personnel could access confidential modules such as financial records and staff evaluations. Their system saw a 60% decrease in reported access violations post-
Okoro and Adebayo (2023) proposed a multi-layered security approach using AES in conjunction with biometric verification for departmental portals in Nigerian universities. Their framework demonstrated enhanced login authentication accuracy and showed resilience against brute-force attacks.
Sharma and Gupta (2020) explored the use of AES encryption in web-based student information systems. Their research focused on securing login credentials, student records, and departmental reports through AES-128 and AES-256 encryption schemes. They observed that AES provided efficient performance with minimal impact on system response time, especially when implemented using optimized PHP and JavaScript libraries.
Zhang and Wang (2021), AES encryption was integrated into a cloud-based academic portal designed for multi-departmental access. The researchers emphasized that AES was ideal for encrypting academic transcripts and departmental communications, which are sensitive in nature. The study also introduced a smart key management system that automatically rotates encryption keys at regular intervals, reducing the risk of unauthorized access due to key compromise.
Ahmed et al. (2022) developed a decentralized university portal system using blockchain and AES encryption. In their architecture, blockchain recorded immutable logs of departmental access requests, while AES encrypted all data being transferred or stored. This hybrid approach ensured both traceability and confidentiality, demonstrating how AES can be effectively paired with emerging technologies for added security.
2.2	THE ROLE OF SECURITY IN EDUCATIONAL SYSTEMS
In today's digital age, the role of security in educational systems has become a critical aspect of ensuring the integrity and confidentiality of sensitive data. Educational institutions manage a vast amount of information, including student records, faculty details, financial data, and research findings, all of which are vulnerable to cyber threats. As schools and universities continue to digitize their processes, protecting this data from unauthorized access, corruption, or theft is of utmost importance.
i.   Protection of Sensitive Information: Educational systems house a wide variety of sensitive information such as student grades, personal details, financial records, and research data. With increasing reliance on technology for online learning, registration, and administrative functions, this data becomes an attractive target for cybercriminals. Security measures, including encryption, firewalls, and access control, are essential to protect this data from unauthorized access and to prevent potential breaches that could lead to identity theft, academic fraud, or loss of critical academic records.
ii.  Access Control and Authentication: Ensuring that only authorized users can access specific systems and data is another crucial aspect of security in educational settings. Secure login protocols, multi-factor authentication (MFA), and strong password policies are some common practices that educational institutions implement to control access. The implementation of biometric systems, such as fingerprint or facial recognition for user authentication, further enhances security by ensuring that only the right individuals can access sensitive areas of the system.
iii.  Cyber Threat Prevention : Educational institutions, especially those that offer online programs, are increasingly at risk of cyber threats such as malware, ransomware, phishing attacks, and denial-of-service (DoS) attacks. These cyberattacks can disrupt operations, compromise confidential data, and damage the reputation of an institution. As a result, it is essential for educational institutions to regularly update their security protocols, train staff and students on cybersecurity best practices, and invest in cybersecurity technologies to prevent such threats.
iv.  Regulatory Compliance and Legal Considerations: Many educational institutions are required to comply with national and international regulations regarding data protection and privacy. Laws such as the Family Educational Rights and Privacy Act (FERPA) in the U.S. or the General Data Protection Regulation (GDPR) in the European Union impose strict guidelines on how educational institutions must handle student data. Failure to comply with these regulations could lead to legal repercussions and damage the institution's reputation. Ensuring robust security systems is a key strategy for ensuring compliance with such regulations.
v.  Maintaining Trust and Reputation :Security breaches in educational systems can significantly damage an institution's reputation. If students, parents, and staff lose trust in the institution's ability to protect their data, they may withdraw from courses, seek other educational options, or refuse to provide sensitive personal information. A strong security posture is not just a technical necessity, but also a critical factor in maintaining an institution's trust and credibility.
2.3	AES ALGORITHM AND ITS APPLICATIONS
The Advanced Encryption Standard (AES) is a symmetric-key block cipher that is widely used across various industries and systems for encrypting sensitive data. AES was established as the encryption standard by the U.S. National Institute of Standards and Technology (NIST) in 2001, replacing the aging Data Encryption Standard (DES). AES is particularly popular due to its strong security, efficiency, and suitability for a wide range of applications.
2.3.1	OVERVIEW OF AES
AES operates on fixed block sizes (128 bits) and supports key sizes of 128, 192, and 256 bits. AES encryption is performed in multiple rounds of processing, where the data is transformed through a series of steps such as substitution, permutation, and mixing. The strength of AES lies in the number of rounds performed, which increases with the key size:
· AES-128: 10 rounds of encryption
· AES-192: 12 rounds of encryption
· AES-256: 14 rounds of encryption
Each round in the AES algorithm involves the following steps:
i. SubBytes: A substitution step where each byte in the block is replaced by another byte according to a substitution table (S-Box).
ii. ShiftRows: The rows of the block are shifted by varying amounts, ensuring the diffusion of data.
iii. MixColumns: This step mixes the data of the columns to provide further diffusion, ensuring that small changes in the input result in significant changes in the output.
iv. AddRoundKey: The encryption key is mixed with the data using bitwise XOR.
These operations together ensure strong encryption that resists cryptanalysis techniques.
2.3.2	APPLICATIONS OF AES
AES is widely utilized in many applications across different sectors. Its ability to provide secure encryption and its efficiency make it ideal for protecting sensitive data in a variety of scenarios. Below are some of the key areas where AES is applied:
i. Data Encryption in Communications AES is used in securing communications between devices over the internet. It is employed in protocols like HTTPS (Hypertext Transfer Protocol Secure), VPN (Virtual Private Network), and TLS/SSL (Transport Layer Security) to ensure secure data transmission. AES ensures that any data sent over these channels is encrypted and can only be decrypted by authorized users with the correct key.
ii. File Encryption AES is commonly used to encrypt files and data stored on devices, ensuring that even if the data is stolen or accessed without authorization, it remains unreadable without the correct decryption key. Many file encryption tools such as BitLocker, VeraCrypt, and AxCrypt use AES for encrypting files on hard drives, external storage, and in cloud storage solutions.
iii. Payment Systems and Financial Transactions AES is critical in protecting financial transactions and payment systems. It is used by banks, e-commerce platforms, and payment gateways to ensure secure communication between users and financial institutions. AES is also part of the encryption protocols in EMV (Europay, MasterCard, and Visa) chip cards, which are used for secure card payments.
iv. Wireless Communication (Wi-Fi and Cellular Networks) AES is a fundamental component in securing wireless communication. Wi-Fi Protected Access 2 (WPA2), the standard for securing Wi-Fi networks, relies on AES for encryption. Cellular networks also use AES in their protocols, such as LTE (Long-Term Evolution), to ensure the privacy and integrity of communication over mobile networks.
v. Cloud Storage As cloud storage grows in popularity, AES has become an essential tool in protecting data stored in the cloud. Services like Google Drive, Dropbox, and OneDrive rely on AES encryption to secure data before it is stored on remote servers. This ensures that even if the storage provider's infrastructure is compromised, the data remains secure as long as the encryption key is kept safe.
2.4	DESIGN OF PORTAL SYSTEMS IN EDUCATIONAL INSTITUTIONS
The design of portal systems in educational institutions is a key component in modernizing and streamlining the management of academic and administrative functions. These portals serve as a centralized platform, offering students, faculty, and administrative staff an easy-to-access interface for communication, data sharing, and collaboration. The system's design must take into account the needs and expectations of various users, including students, faculty, staff, and administrators, while also ensuring high levels of security, efficiency, and scalability.
2.4.1 Components of an Educational Portal System
i.  User Interface (UI) and User Experience (UX) Design: The user interface and experience are crucial aspects of any portal system. Educational portals must have an intuitive, user-friendly design that allows users to easily navigate between different features and services. The system should accommodate both novice and experienced users. To enhance the experience, responsive web design principles should be used, ensuring accessibility across various devices such as desktops, laptops, tablets, and smartphones.
ii.   Authentication and Security: Security is one of the most important aspects when designing portal systems for educational institutions. A secure login process, typically employing multi-factor authentication (MFA), should be used to protect sensitive data and user privacy. Role-based access control (RBAC) is essential to ensure that only authorized users have access to certain information or system functionalities. For instance, students should have access to their grades, assignments, and course materials, while administrators should have access to broader system settings and data.
iii. Course Management System (CMS): A Course Management System (CMS) allows faculty to upload course materials, manage assignments, communicate with students, and track student progress. Through the portal, students can access learning resources such as lecture notes, assignments, grades, and announcements. The design of this component should focus on ease of use and collaboration features, such as discussion boards or chat features for student-teacher and student-student interaction.
iv. Student Information Management: This component involves managing student records, including personal information, enrollment status, grades, transcripts, and attendance. The portal allows students to access their academic history and track their progress in real-time. The system should be able to integrate with other systems used by the institution (e.g., learning management systems, student management systems) for efficient data handling.
v.  Communication System: Effective communication between students, faculty, and administrators is essential for smooth functioning. The portal should include features such as notifications, email systems, and messaging boards for announcements. A robust communication system helps to bridge the gap between all stakeholders, ensuring that important updates or news are promptly delivered.









[bookmark: _Hlk188298559][bookmark: _Hlk190597706]CHAPTER THREE
RESEARCH METHODOLOGY AND ANALYSIS OF THE EXISTING SYSTEM
3.1	RESEARCH METHODOLOGY
This research adopts a software development-based experimental approach to design and implement a secure portal system integrated with the Advanced Encryption Standard (AES) algorithm. The methodology focuses on understanding the problem of data insecurity in portal systems, analyzing existing solutions, and building a more secure and efficient alternative using modern cryptographic techniques. The Waterfall Model was used for the system development process. This model follows a linear and structured sequence of stages, which include requirement analysis, system design, implementation, testing, deployment, and maintenance. Each phase was completed before moving to the next, ensuring that the project followed a well-defined path from conception to final product.
Data for the project was gathered through observation of existing portal systems, informal interviews with IT professionals and potential users, and review of relevant literature. These methods helped to identify key functional requirements and common security vulnerabilities that needed to be addressed.
3.1.1	Algorithm Adopted
The algorithm adopted for securing data within the portal system is the Advanced Encryption Standard (AES). AES is a symmetric key encryption algorithm, meaning the same key is used for both encryption and decryption processes. It was established by the U.S. National Institute of Standards and Technology (NIST) in 2001 and has since become the industry standard for secure data encryption due to its strength, efficiency, and resistance to most known cryptographic attacks.
AES operates on fixed block sizes of 128 bits and supports key lengths of 128, 192, or 256 bits. For this project, AES-128 was utilized due to its optimal balance between security and performance. The algorithm transforms plaintext into ciphertext through multiple rounds of substitution, permutation, mixing, and key addition operations. Specifically, AES-128 performs 10 rounds of these operations.
The integration of AES into the portal system ensures that sensitive user data—such as login credentials, personal details, and communication—is encrypted before being stored or transmitted. This protects against unauthorized access and data interception, thereby enhancing the overall security of the system.
The choice of AES is motivated by its proven reliability, wide adoption, and suitability for both hardware and software implementations. It is not only fast and efficient but also secure against brute-force attacks, making it ideal for use in web-based systems requiring robust data protection.

AES_Encrypt(plaintext, key):
    round_keys = KeyExpansion(key)
    state = plaintext XOR round_keys[0]

    for round = 1 to 9:
        state = SubBytes(state)
        state = ShiftRows(state)
        state = MixColumns(state)
        state = state XOR round_keys[round]

    Final Round:
        state = SubBytes(state)
        state = ShiftRows(state)
        state = state XOR round_keys[10]

    return state  // Ciphertext

3.2	ANALYSIS OF THE EXISTING SYSTEM
The existing portal systems currently in use, especially in educational and enterprise environments, typically provide basic functionalities such as user registration, login authentication, profile management, and access to resources. While these systems serve their intended purposes, a critical analysis reveals several shortcomings, particularly in the area of data security.
Most traditional systems rely on weak or outdated encryption techniques, and in some cases, no encryption at all is used for storing or transmitting sensitive information. Passwords and user data may be stored in plaintext or hashed with insecure algorithms, making them vulnerable to cyber-attacks such as brute-force, SQL injection, and data interception through man-in-the-middle (MITM) attacks.
Additionally, many existing systems do not support end-to-end encryption, meaning that data can be compromised during transmission between the user and the server. Session hijacking and unauthorized access are also common issues due to inadequate access control and lack of encryption in communication protocols.
3.3	PROBLEMS OF THE EXISTING SYSTEM
The existing portal systems in use today face a range of challenges, particularly in the area of data security and user privacy. The following are key problems identified:
i. Lack of Strong Encryption :Many existing systems do not implement modern encryption algorithms like AES. Sensitive data such as passwords and personal user information are often stored or transmitted in plaintext or with outdated hashing methods, making them vulnerable to unauthorized access.
ii. Data Breach Vulnerabilities: Without robust encryption and access control, existing systems are prone to cyber-attacks such as SQL injection, brute-force attacks, and data interception, leading to potential data leaks or identity theft.
iii. Insecure Communication Channels : Some systems fail to encrypt data during transmission, leaving it exposed to man-in-the-middle (MITM) attacks where attackers can intercept and manipulate data.
iv. Weak Authentication Mechanisms : Existing portals often rely on basic username and password login systems without multi-layer authentication or session security, increasing the risk of account compromise.
v. Poor User Awareness of Security: Users are rarely informed about the security status of their data. There are often no alerts or visual cues indicating encrypted or secure operations, leading to a false sense of safety.
3.4	DESCRIPTION OF THE PROPOSED SYSTEM
The proposed system is a secure web-based portal that integrates the Advanced Encryption Standard (AES) algorithm to ensure the confidentiality and integrity of user data. This portal is designed to address the major security flaws identified in existing systems by implementing robust encryption techniques, secure authentication, and encrypted data communication.
The system allows users to register, log in, manage their profiles, and access assigned resources through a user-friendly interface. Unlike traditional systems, all sensitive information such as passwords, personal details, and communication data is encrypted using AES before being stored in the database or transmitted over the network.
The AES encryption module is implemented on the server-side using PHP, ensuring that any data stored in the database is first transformed into ciphertext. This encrypted data can only be decrypted with a corresponding secure key known only to the system, making it virtually impossible for attackers to access meaningful information even if the database is compromised.
3.5 ADVANTAGES OF THE PROPOSED SYSTEM
The proposed portal system, enhanced with AES encryption, offers numerous advantages over traditional systems. These advantages contribute to improved security, usability, and system performance:
i. Enhanced Data Security: The integration of the Advanced Encryption Standard (AES) ensures that all sensitive user data is encrypted before storage and transmission. This significantly reduces the risk of unauthorized access, data leaks, or interception.
ii. Confidentiality and Integrity: By using AES encryption, the system guarantees the confidentiality of user data. Encrypted information remains unreadable to attackers even if it is accessed. It also ensures that data is not tampered with during storage or transfer.
iii. Secure Authentication: User credentials are encrypted before being stored or validated, providing a secure login process and protecting against brute-force and password theft attacks.
iv. Improved User Trust : The presence of visible security measures and encrypted communication increases user confidence in the system, encouraging regular and secure usage.
v. Protection Against Cyber Threats : The system is designed to resist common security threats such as SQL injection, session hijacking, and man-in-the-middle (MITM) attacks, thanks to its built-in encryption and input validation techniques.
CHAPTER FOUR
DESIGN, IMPLEMENTATION AND DOCUMENTATION OF THE SYSTEM
4.1	DESIGN OF THE SYSTEM
The proposed portal system follows a Client-Server model where the user interacts through a web interface, while the server handles encryption, decryption, and database operations. The frontend is built using HTML, CSS, and JavaScript, offering a responsive and user-friendly interface. On the server side, PHP handles requests, performs AES encryption for data security, and interacts with a MySQL database. The system uses AES-128 encryption to secure sensitive user information, including passwords and personal data, before storing it in the database. The database schema includes tables for storing user credentials, roles, session information, and logs. User authentication is achieved by securely comparing encrypted credentials during login. The system employs role-based access control (RBAC) to restrict access to specific resources based on user roles. The data transmitted between the client and server is encrypted using SSL/TLS to protect against interception. Session management ensures that users are automatically logged out after a period of inactivity. The system is designed for scalability, with easy integration and upgrade options. It provides a secure and efficient platform for managing user data while maintaining confidentiality, integrity, and availability.
4.1.1	OUTPUT DESIGN
The output design for the proposed portal system focuses on delivering clear, organized, and user-friendly outputs to ensure an optimal user experience. The outputs are designed to reflect the data that the system processes, such as user authentication results, error messages, and content delivery, in a secure and visually appealing manner.
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Figure 4.1: Output Design
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Staff Registration Page
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Staff Dashboard Page
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ADMIN Registration page
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Admin Login Page
4.1.2	INPUT DESIGN
The input design for the proposed portal system ensures that data is collected securely and efficiently from users. Key inputs come from the user registration, login forms, and profile management forms. Users are required to provide their username, password, email address, and other personal details. All passwords and sensitive data are encrypted using the AES algorithm before transmission to the server for storage. Input validation checks are implemented to ensure that the data entered is valid (e.g., correct email format, strong password requirements).
For the profile management functionality, users can update personal details, which are validated for correctness and completeness. As with login credentials, changes to sensitive information like passwords are encrypted before being stored in the database. Admin users also have inputs for managing user accounts and system settings, including creating or editing accounts and assigning roles, with new passwords encrypted prior to storage.
Security measures are implemented to protect against common threats like SQL injection and cross-site scripting (XSS) by sanitizing inputs and using prepared statements. Additionally, the system includes input validation for file uploads to prevent malicious files from being uploaded. Overall, the input design is focused on ensuring secure, accurate, and efficient data entry throughout the system.
[image: ]
Figure 4.1.2: Input Design

4.1.3	DATABASE DESIGN
The database design for the proposed portal system is structured to support secure storage, retrieval, and management of user data. The system uses a MySQL database to store essential information such as user credentials, roles, session data, and activity logs. The design ensures data integrity, security, and efficiency while supporting the AES encryption mechanism for sensitive data.
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Figure 4.1.3: Database Design
4.1.4	PROCEDURE DESIGN
The procedure design for the proposed portal system outlines the systematic processes involved in user registration, login, data handling, encryption, and interactions. Each procedure ensures secure handling of data and smooth system functionality while maintaining user privacy and system integrity. During user registration, users provide their username, password, and email. The system validates the input for email format and strong password criteria. Upon successful validation, the password is encrypted using the AES algorithm and stored in the database. Once registered, users are directed to the login page.
For user login, the system retrieves the encrypted password from the database and decrypts it using AES to compare it with the input password. If credentials match, authentication is successful, and a session token is generated, stored in the session table, and used for secure user interaction during the session. In profile management, users can update their personal information. Any sensitive data changes, such as passwords, are encrypted before being saved. Only authorized users can modify their profiles based on roles.
For session management, each user session is assigned a unique ID, tracked for security. Sessions automatically expire after a certain time of inactivity. When a user accesses sensitive data, the system decrypts and displays it securely.
4.2	IMPLEMENTATION OF THE SYSTEM
The implementation of the proposed portal system involves the actual development of the web application using the specified technologies and security measures. The system is built using a combination of frontend and backend technologies, with AES encryption applied to secure sensitive data. The implementation focuses on integrating the user interface, server-side logic, database, and encryption algorithm to ensure the system is secure, functional, and scalable.
The frontend is developed using HTML, CSS, and JavaScript, ensuring a responsive and intuitive interface. The user interface includes forms for user registration, login, and profile management, which are accessible across devices. JavaScript is used to enhance user interaction, including input validation and dynamic content loading. Frontend pages are designed to be simple, user-friendly, and aligned with modern web standards.
4.2.1	CHOICE OF PROGRAMMING LANGUAGE
The choice of programming languages for the development of the portal system was based on several factors, including security, performance, scalability, and ease of integration with the AES encryption algorithm. The selected programming languages are PHP, HTML, CSS, and JavaScript, which work together to provide an efficient, secure, and responsive web application.


4.2.2	HARDWARE REQUIREMENT
i. 	Server-Side Requirements
These are the hardware components needed to host and run the departmental portal.
· Processor: Intel Core i5 or higher (quad-core, 2.4 GHz minimum)
· RAM: Minimum 8 GB (16 GB recommended for smoother performance under multiple users)
· Hard Disk: 250 GB SSD or higher (for fast data access and storage)
· Network Interface Card (NIC): Gigabit Ethernet
· Backup Device: External HDD or cloud backup system (for data safety)
· Power Supply: UPS (Uninterruptible Power Supply) for power backup and protection
· Operating System: Linux (Ubuntu Server) or Windows Server 2016/2019
ii. Client-Side Requirements
These are the devices students, staff, and admins will use to access the portal.
· Processor: Intel Core i3 or higher / ARM processor for mobile devices
· RAM: Minimum 4 GB
· Storage: Minimum 100 GB HDD/SSD (for general use, not portal-specific)
· Browser: Modern web browser (Chrome, Firefox, Edge) with JavaScript support
· Network: Internet access (Wi-Fi or Ethernet)
iii. Networking Equipment (If Hosted Locally)
· Router: High-speed wireless router (dual-band recommended)
· Switch: 8–24 port switch (depending on number of users)
· Cabling: Cat5e or Cat6 Ethernet cables

4.2.3	SOFTWARE REQUIREMENT
Operating System – Windows 10 or higher, or any stable Linux distribution (e.g., Ubuntu 20.04) for both server and client systems. Linux is recommended for server environments due to its stability and performance.
Web Server – Apache HTTP Server (part of the XAMPP/WAMP/LAMP stack), used to host the web portal and manage HTTP requests.
PHP – Version 7.4 or higher, required for backend development and integration of AES encryption using the OpenSSL extension.
MySQL – A relational database management system used to store and manage user data, encrypted credentials, session logs, and more.
XAMPP/WAMP/LAMP – A local server stack that includes Apache, MySQL, and PHP. XAMPP is commonly used for development and testing on Windows platforms.
Web Browser – Modern browsers like Google Chrome, Mozilla Firefox, or Microsoft Edge are required for accessing and testing the portal's frontend interface.

4.3	DOCUMENTATION OF THE SYSTEM
4.3.1	PROGRAM DOCUMENTATION
The program documentation provides a detailed overview of the various components of the portal system, including how each part of the software operates, interacts, and ensures secure handling of user data through the implementation of the AES encryption algorithm. It serves as a guide for developers, system administrators, and future maintainers.
The system is developed using PHP for backend logic, MySQL for data storage, HTML and CSS for user interface design, and JavaScript for client-side interactions. Each module is carefully structured into separate files and functions, with clear comments and naming conventions to enhance readability and maintainability.
4.3.2	MAINTAINING THE SYSTEM
Maintaining the portal system is a critical aspect of ensuring its long-term functionality, security, and performance. System maintenance involves routine activities that prevent system failures, improve efficiency, and adapt to changing user or institutional requirements. Proper maintenance ensures that the portal continues to provide secure and reliable services to all users. One of the key aspects of maintaining this system is security maintenance. Since the system handles sensitive data encrypted with the AES algorithm, regular updates to encryption libraries and PHP versions are necessary to prevent vulnerabilities. Monitoring for potential breaches and ensuring that encryption keys are securely stored and rotated periodically is also essential.
Database maintenance involves regular backups, data integrity checks, and optimization. This prevents data loss and ensures smooth query performance. Old or inactive data may be archived or cleaned up to free storage space and maintain efficiency.














CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.1	SUMMARY
This project focused on the development of a secure and user-friendly portal system integrated with the Advanced Encryption Standard (AES) algorithm to ensure data confidentiality and protection. The study was motivated by the increasing need for secure digital platforms that handle sensitive user information such as login credentials, personal data, and administrative records.
The research began with an overview of existing portal systems, identifying their weaknesses in terms of security and user data protection. The limitations of these systems highlighted the need for a more secure architecture that integrates modern encryption techniques like AES.
The proposed system was designed and implemented using web technologies such as PHP, HTML, CSS, JavaScript, and MySQL. AES encryption was integrated through PHP's OpenSSL library to secure sensitive data during storage and transmission. Key features of the system include user registration, secure login, encrypted data management, session handling, and administrative control. Various components of the system such as input and output design, database structure, and encryption modules were thoroughly documented and tested. The system was successfully implemented and demonstrated to be functional, reliable, and secure against common threats such as data theft and unauthorized access.
5.2  CONCLUSION
In conclusion, the development of the portal system using the AES (Advanced Encryption Standard) algorithm has proven to be an effective approach to enhancing data security and user privacy in web-based applications. The integration of AES encryption ensures that sensitive user data such as passwords, personal information, and administrative records is securely stored and transmitted, minimizing the risks of unauthorized access, data breaches, and identity theft.
Throughout the course of this project, various phases including system analysis, design, implementation, and testing were successfully executed. The limitations identified in existing portal systems, particularly concerning data vulnerability and poor user management, were effectively addressed by the proposed system. The system was built using PHP, HTML, CSS, JavaScript, and MySQL, offering a secure, interactive, and user-friendly interface.
5.3 RECOMMENDATIONS  
Based on the findings of the study, the followings are recommended;
i. Regular Software and Security Updates: The system should be routinely updated to patch any newly discovered vulnerabilities in the underlying software, especially the PHP version, database, and OpenSSL library used for encryption.
ii.   Stronger Key Management Practices: AES encryption is only as secure as its key management. It is recommended to implement a secure method for storing and rotating encryption keys to prevent potential compromise.
iii.   User Training and Awareness: Users, especially administrators, should be trained on the importance of data security, password management, and how to identify suspicious activity within the portal.
iv.  Scalability Considerations: As the number of users increases, the system architecture should be upgraded to handle higher loads efficiently. This may include migrating from a local server to a cloud-based or dedicated hosting solution.
v.  Two-Factor Authentication (2FA): To further strengthen security, implementing a two-factor authentication mechanism is recommended for all user logins, especially for administrative roles.
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