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ABSTRACT
Encryption is of prime importance when confidential data is transmitted over the network. Varied encryption algorithms like AES, DES, RC4 and others are available for the same. The most widely accepted algorithm is AES algorithm. We have developed an application on android platform which allows the user to encrypt the messages before it is transmitted over the network. We have used the advanced encryption standards algorithm for encryption and decryption of the data. This application can run on any device which works on android platform. This application provides a secure, fast, and strong encryption of the data. There is a huge amount of confusion and diffusion of the data during encryption which makes it very difficult for an attacker to interpret the encryption pattern and the plain text form of the encrypted data. The application developed for end to end secure transmission of the SMS using advanced encryption standards algorithm. This application is developed on android platform and is one of a kind. Maintaining privacy in our personal communication is something everyone desires. Encryption is a means to achieve that privacy. It was invented for the very same purpose. As short message service (SMS) is now widely used as a business tool; its security has become a major concern for business organization and customers. This work shall be run online with the help of WAMP server using PHP, JavaScript, Ajax as programming language and Mysql as the database engine.
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CHAPTER ONE
 GENERAL INTRODUCTION
1.1 BACKGROUND TO THE STUDY
Today mobile phones are most important and habitual thing for each human being. Due to increasing use of smart phone, tablet, computer, growth of internet, multimedia technology in our society digital image and information security is the most critical problem. Criminal or thief is an unknown person who reads and changes the information while transmission occurs. So to protect such sensitive data has become demand of the day. Encryption is one of the technique uses to protect the sensitive data from the unauthorized person (Tayde, &Siledar, 2023).
There are two types of encryption algorithm Symmetric keys encryption and Asymmetric keys encryption. In Symmetric keys encryption or secret key encryption, only one key is used to encrypt and decrypt data. Key should be distributed before transmission between entities. Keys play important role. Various symmetric key encryption algorithms are DES, 3DES, AES, and Blowfish. In Asymmetric key encryption or public key encryption, two keys are used; private and public keys. Public key is used for encryption and private key is used for decryption. Because user tends to use two keys public this is known to public and private who is known to user.(E.g. RSA and Digital Signatures).There is no need for distributing them prior to transmission (Monika, &Pradeep, 2022).
Nowadays smart gadgets including smart phones and tablets are gaining huge popularity. Comparing with conventional computer, smart phone is easily carried out and provides much computer functionality, such as processing, communication, data storage as well as many computers services such as web browser, video or audio player, video call, GPS, wireless network. However, smart phone have to come long way in terms of security. Encryption is used for security of information in data storage and transmission process. Various encryption algorithms like DES, 3DES, Blowfish, RSA and others are available to secure the data. In DES, key size is too small. In 3DES, key size is increase but the process is slower than other methods. We have used Advanced Encryption Standard algorithm to overcome above problems. AES algorithm is not only for security but also for great speed. It can be implemented on various platforms especially in small devices like mobile phone. Everyday data is shared, transmitted, stored for many purpose like banking, production, research and development. Hence, we need securityfor information. Encryption can provide security. This application allows user to run this application on androidplatform to encrypt the file before it is transmitted over the network. It is used for all type of file encryption such astext, docx, pdf and image encryption. AES algorithm is used for encryption and decryption (Tayde, &Siledar, 2023).
Information is defined as a sequence of data that convey meaning to the person receiving it (Nwosu, 2019). It can be used to address the problem of decision making and reduces uncertainty. Information plays an important role in human life activities. Information distribution and accessibility have reduced the world to a global village. According to Meyer (2020), information is usually exchanged face to face in an oral culture tradition. Information cannot be passed on a long distances and therefore it remains within a boundary of a particular community.
Recent improvements in information technology, like the internet and electronic mail has made it possible for individual to exchange sensitive information across the globe with security. Internet, as a global interconnection of computers and computer networks, over the years is increasingly becoming an ubiquitous means for exchange of information (Adesanya, 2018; Ogbomo and Ogbomo, 2019), providing reliable and effective platform for communication, including conducting business remotely (Woherem, 2020; Ogbomo and Ogbomo, 2020). For instance, information, in the form of text messages, computer files, to mention but two, can be exchanged via electronic mail, also known as email (Nwosu, 2016; Ogbomo and Ogbomo, 2018).
However, in spite of all the benefits that these advances in IT offer for information exchange, there are attendant challenges. Messages on transit can be intercepted and accessed by an unauthorized agent. This phenomenon is known as loss of confidentiality. When the information is altered without necessary authorization, we say there is a loss of integrity. Information can also be made inaccessible to authorized users. This often occurs when the media used for the storage, processing or/and transiting the information is attacked.
The effect of disruption, loss, or damage to information and information systems are often invaluable to their proprietors. In many situations, the continuous survival of a business entity depends to a large extent on the security of its proprietary data and information. For example, in airline operations, a breach in the accuracy or security of data could lead to loss of lives.
1.2 STATEMENT OF THE PROBLEM
The underlying respective architecture of most IT systems, including the desktop computer and internet, does not guarantee security. Users with malicious intents have always found a way of exploiting one vulnerability or the other. An attack that affects the confidentiality of information often presents the platform for the integrity of such information to be compromised. Intercepted information on transit would make little or no sense to an interceptor if he is not able to decipher the content of the information. This explains why it is very necessary to ensure that even when an intruder or unauthorized user successfully obtains access to some information the confidentiality and integrity of the information remain uncompromised.
1.3 AIM AND OBJECTIVES
The main purpose of this research is to design a secure android application which protects user’s confidentiality and privacy through the uses of encryption and decryption. This implementation has the following specific objectives.
i. The implementation of an application that encrypts and decrypts plain text files using advanced encryption standard (AES) algorithm and utilizes digital signature technique to verify the integrity and authenticity of the information saved.
ii. The implementation will be carried out using Android studio IDE and Java Programming language.
iii. To protect information from unauthorized access, use, disclosure, disruption, modification, perusal, inspection, recording or destruction.
1.4 SIGNIFICANCE OF THE STUDY
With the current number of mobile users increasing and the corresponding increase in numbers of messages sent daily, the proposed application will come in handy for both the users and the researchers .To begin with ,the proposed mobile app will provide a secure messaging channel that will enhance the privacy of the users .with features such as encrypting the ‘drafts’, users will not be worried about anyone viewing their inbox or draft messages because the content of the messages will be encrypted. Only the users with the right keys will be able to access the messages. Secondly, the messages remain encrypted during the transit. When it goes to the wrong recipient, the recipients will not be able to read or decrypt and hence ensuring confidentiality and integrity of the message. 
1.5 SCOPE OF THE STUDY
The secure encryption and decryption application only runs on feature phones running Android 6.0 and above. The application does not run in Android 5 and below, Symbian or BlackBerry. However, the researcher intends to implement the same application in the mentioned operating systems. However, in spite of all the benefits that these advances in IT offer for information exchange, there are attendant challenges. Messages on transit can be intercepted and accessed by an unauthorized agent. This phenomenon is known as loss of confidentiality. When the information is altered without necessary authorization, we say there is a loss of integrity. Information can also be made inaccessible to authorized users. This often occurs when the media used for the storage, processing or/and transiting the information is attacked.

1.6 ORGANIZATION OF THE REPORT
Chapter one of this project deals with the general introduction to the work in the project. It also covers the statement of the problem, aim and objectives of the study, the significance of the study, the scope and limitation of the study, organization of the report.
Chapter two presents a review of literature. It discusses topical issues on software quality control. It also looks into review of past projects related to the project topic of study.
Chapter three covers the research methodology, analysis of the existing system, problems of existing system (procedure) itemized, the description of the proposed system and the basic advantages of the proposed system.
Chapter four contains the design, implementation and documentation of the system. The design involves the system design, output design form, input design form, database structure and the procedure of the system. The implementation involves the implementation techniques used in details, choice of programming language used and the hardware and software support. The documentation of the system involves the operation of the system and the maintenance of the system. 
Chapter five deals with the summary of findings, conclusion, recommendation and references.



















CHAPTER TWO
LITERATURE REVIEW
2.1	REVIEW OF RELATED WORK
The emergence of mobile technology services in the recent years extensively transformed mobile communication and information sharing. Among the most popular services is the Short Message services (SMS) in which billions of SMS‘s are sent daily across the world (Baron, Patterson, and Harris, 2023). Short messages service has not only been used for individual conversations but in corporate( mobile banking), social and the political world Stuart in 2024 .On the other hand, Studies have shown that the SMS channel is vulnerable for the man in the middle attacks and other hacking attacks. With billions of text messages sent in plain text, the integrity of the text messages and the privacy of the users is bound to be breached especially now with the availability of many software crackers available for free in the internet(Omwansa,2019). Several studies have been carried out with the aim of improving the SMS platform. At the same time, several studies have also shown the need for using encryption in the SMS platform. This chapter elaborates on these studies with the aim of clearly understanding the vulnerabilities and threats that exist in SMS services. The chapter discusses also elaborates on various aspects of SMS architecture and the advanced encryption method.
The best known types of symmetric encryption are the Data Encryption Standard (DES), Triple DES (3DES), the Advanced Encryption Standard (AES), and Rivest Cipher (RC4). The former three are block ciphers while RC4 is a true stream cipher (Risley, Roberts, &LaDow, 2023). The AES was developed as a replacement for DES and 3DES. It supports key lengths of 128, 192, and 256 bits and a variable block length. AES is based on the Rijndael encryption algorithm. Rijndael is a block cipher adopted as an encryption standard by the U.S. government, developed by Joan Daemen and Vincent Rijmen. It has been analyzed extensively and is now used widely worldwide as was the case with its predecessor, DES (Saylor, 2012; Risley, et.al 2023). During the evaluation of candidates for the AES standard, Rijndael was analyzed by some of the world’s best cryptanalysts. It has proven to be very effective against known attacks, very efficient, and simple to implement(Murphy, 2019). Rijndael supports a larger range of block and key sizes; AES has a fixed block size of 128 bits and a key size of 128, 192 or 256 bits, whereas Rijndael can be specified with key and block sizes in any multiple of 32 bits, with a minimum of 128 bits and a maximum of 256 bits. This proposed research paper uses the AES cipher algorithm to perform data encryption and decryption. The key sharing will be secured by the implementation of the public key algorithm, RSA. The use of AES cipher algorithm allows us to store the data in a compressed encrypted form which consequently results in a small-size database. This implementation, therefore, addresses some of the common issues raised in previous sending of plain text message from one mobile phone to another.
Smartphones’ market is growing exponentially as well as the operating systems like android and iOS, which run them. Regular updates are delivered to the users that provide services and security and keep them up to date in case of any new threat or breakthrough. Now communication is a big area itself and is of extreme importance considering military, governmental and political communication and also the daily personal information one don’t want to share with others; there comes the secure methods of transferring information like encryption so that no unwanted listener hear or read what you have to say or write. There are multiple encryption schemes and algorithms available all around like blowfish, RC4, but being considered the most secure and efficient is AES (Advanced Encryption Standard) and is widely used for military grade encryption and other secure communication purposes. There are three variants available of the AES i.e. AES-128, AES-192, AES-256. The number represent the bits and the higher the bits more befuddling and mingling of data happens. For the lightweight apps like SMS encryption AES 128 is quite sufficient to handle and it do provide the fool proof security.
Recent trends in enterprise mobility have made mobile device security an imperative. IDC reported in 2019 that for the first time smartphone sales outpaced PC sales. Faced by this onslaught of devices and recognizing the productivity and cost benefits, organizations are increasingly implementing bring-your-own device (BYOD) policies. Research firm J. Gold Associates reports that about 25%-35% of enterprises currently have a BYOD policy, and they expect that to grow to over 50% over the next two years. This makes sense as mobility evolves from a nice-to-have capability to a business advantage.
But the competitive edge and other benefits of mobility can be lost if smartphones and tablet PCs are not adequately protected against mobile device security threats. While the market shows no sign of slowing, IT organizations identify security as one of their greatest concerns about extending mobility. Therefore, various encryption techniques are used (Harb, Farahat, &Ezz, 2018). Encryption has long been used by militaries and governments to facilitate secret communication. Encryption is now commonly used in protecting information within many kinds of civilian systems. For example, the Computer Security Institute reported that in 2007, 71% of companies surveyed utilized encryption for some of their data in transit, and 53% utilized encryption for some of their data in storage (Soram, 2018). Encryption can be used to protect data "at rest", such as files on computers and storage devices (e.g. USB flash drives). In recent years there have been numerous reports of confidential data such as customers' personal records being exposed through loss or theft of laptops or backup drives. Encrypting such files at rest helps protect them should physical security measures fail. (Harb, et.al, 2022).  Digital rights management systems which prevent unauthorized use or reproduction of copyrighted material and protect software against reverse engineering (see also copy protection) are another somewhat different example of using encryption on data at rest.
In 2010, 6.1 trillion SMS text messages were sent. This translates into 192,192 SMS per second. SMS has become a massive commercial industry, worth over $81 billion globally as of 2006. The global average price for an SMS message is $0.11, while mobile networks charge each other interconnect fees of at least $0.04 when connecting between different phone networks.
The SMS industry being on such a great rise is vulnerable to attacks. Therefore it has now become more imperative to encrypt SMS before sending. Various algorithms for encryption and decryption are in place. Out of the entire group of algorithm AES is the most preferred one. AES require very low RAM space and it’s very fast. On Pentium Pro processors AES encryption requires only 18 clock cycles/byte equivalent to throughput of about 11Mib/s for 200MHz processor. This was the main reason why we decided to use AES algorithm for encryption and decryption. (Garza-Saldana & Perez, 2019).
The field of cryptography can be divided into several techniques of study. There are two types of techniques in cryptography which are asymmetric key algorithm and symmetric key algorithm. Asymmetric key algorithm or sometimes called public key algorithm is usually based on complex mathematical problems. Symmetric key algorithm can be broadly grouped into block ciphers and stream ciphers. Other symmetric key algorithms are cryptographic hash functions and Message Authentication Codes (MACs).
There are few SMS application on Google Play which encrypts the SMS using AES algorithm. We have programmed our application meticulously considering various factors which might benefit the user. With only less than 200Kb size it is feather weight which effectively makes it faster. It provides functionality like conversation view, Inbox, Draft, Backup and restore; all the functionality which a standard SMS application should provide. The main advantage is that it is very simple app, easy to understand and very easy to operate. User interface is so simple and light weight that main functionality of encryption and decryption of SMS is carried out very efficiently.
The symmetric key block cipher technique operates on the same block or fixed-length groups of bits. The encryption function in (1), denoted as E, is a process of enciphering information called Plaintext, denoted as P, using some secret codes called secret Key, denoted as K, into an unreadable form called Ciphertext, denoted as C. The P, as it goes through each round of the cipher, is referred to as the cipher-state, denoted as F.
Many authors have used different cryptography algorithms in the SMS encryption application to provide confidentiality in sending and receiving messages. Even though there are several authors (2 out of 8) used DES, 3DES and AES block cipher algorithms in their works but most of these works are asymmetric key encryption techniques. Therefore it is advisable that can develop SMS Encryption using symmetric key encryption.
Due to their growing relevance for security-critical applications, the security of Google Android and Apple iOS is also of increasing interest for the scientific community. A general comparison between Google Android and Apple iOS is for instance given by Goadrich et al. in (2019). However, their work focuses rather on differences in application development between these two platforms than on security issues. Security aspects of application development under Android have been discussed in more detail by Enck et al. in (2019). More general assessments of Android's security features have been provided by Shabtai et al. (2021) and by Pacatilu in (2020). Similar to the Android platform, also the security of the Ios platform has been discussed in literature. A comprehensive analysis of possible attacks on the iOS platform has for instance been provided by Pandya in (2018).
Most of the above mentioned publications have discussed, analyzed, and assessed the security of Google Android and Apple iOS on a rather general level. For our contribution, related work dealing with encryption systems for mobile devices is of special interest. Indeed, various authors have approached this topic from different perspectives so far. The relevance of encryption solutions on mobile devices and possible implications on jurisdiction have been discussed by Paul et al. in (2019). Proprietary encryption solutions for smart phone platforms have for instance been proposed in 2018 and 2019.
Interestingly, most related work on encryption systems on mobile devices focuses on the development of proprietary solutions. From an application developer's point of view, it is however more convenient to rely on encryption functionality provided by the underlying smartphone platform instead of implementing own encryption systems. Furthermore, implementing own encryption solutions carries the risk of making implementation errors that again can compromise security.
Due to these reasons, relying on integrated encryption systems provided by the underlying smartphone platform can be advantageous in most cases. However, reliance on provided encryption systems requires detailed knowledge of their capabilities and limitations.
2.2	REVIEW OF GENERAL TEXT
2.2.1	ENCRYPTION SYSTEM
Android uses a file system based encryption system based on the dm-crypt transparent disk encryption system that has been available in the Linux kernel since version 2.6. By using the Linux kernels's device-mapper functionality, the encryption layer can be added between the file-system and the actual block-device that stores the raw data.
Android derives the keys for the file-encryption system from the PIN/passcode of the user during system startup. In contrast to other platforms such as iOS, no secure element is involved in this key-derivation procedure. For more detailed information on the Android encryption system and design considerations the reader is referred to the Android documentation. In addition to this system, an additional system for the secure storage of private cryptographic keys is provided by Android. This secure storage is called Android KeyChain and is publicly accessible to third-party applications since Android 4.0. Keys stored in the Android KeyChain are encrypted with AES. The encryption key is derived from the user's PIN or passcode that is used to unlock the smartphone.
In general, external storage on Android devices (e.g. microSD cards) are not protected by the Android file-encryption system. Furthermore, there is no access control on these areas beyond the permissions, which are required to read or write to this storage. Some smartphone vendors have extended the functionality of Android to support encryption of external storage media.
As all used encryption keys for file-system encryption and KeyChain are derived from the user's PIN/passcode, these encryption systems are not vulnerable to jail breaking/rooting. Even if an attacker gains root access to the smartphone, the user's PIN/passcode that is required to derive encryption keys remains unknown.
2.2.2	KEY DERIVATION
As briefly mentioned above, the key derivation on Android is based on the PIN/passcode of the user. For the encryption and decryption process, the password of the user is combined with a salt value that is stored in the encryption footer of the file system. The resulting value is then used as input for thePBKDF2 function, which basically applies SHA1 repeatedly. The result represents a 128 bit AES key, which is used to decrypt the 128 bit AES master key for file-system encryption and for the protection of KeyChain entries.
Since Android does not include a secure element, the user's PIN/passcode is the only unknown in the key-derivation process. Thus, the key-derivation process is not bound to the mobile device and can also be out-sourced to external more powerful entities. This significantly facilitates the accomplishment of brute-force attacks on the user's PIN/passcode and potentially decreases the security of Android's key-derivation method.
2.2.3	ENCRYPTION ALGORITHMS
1. DES: DES (Data Encryption Standard) was designed by IBM in 1977.The algorithm encrypts a 64 bits plaintext block using 56 bit key and 16 cycle of each 48 bit sub keys are formed by permuting 56 bit key. Since that time, many attacks and methods recorded the weaknesses of DES, which made it an insecure block cipher.
1. 3DES: 3DESis a modified version of the DES algorithm that improves the security power of the DES by applying the algorithm three times in succession with three different keys. Encryption method is same as original DES but applied 3 time to increase the encryption level so the process was too slow than other methods.
1. Blowfish: Blowfish uses 64-bits block size, and a variable key size ranges from 32-bits to 448-bits.It is a 16 round fiestel cipher that uses the large key size. Since the key size is larger it is complex to break the code in the blowfish algorithm. Moreover it is vulnerable to all the attacks except the weak key class attack
1. RSA: RSA is widely used Public-Key algorithm. RSA firstly described in 1977. The RSA Algorithm is public key cryptography and it ensures that whilst an encryption key is publicly revealed, it does not reveal the corresponding decryption key.
1. AES: AES was developed by two scientists Joan and VincentRijmen in 2000. It is fast, compact, and has a very simple mathematical structure.AES is a symmetric block cipher with a block size of 128 bits. Key lengths can be 128 bits, 192 bits, or 256 bits; called AES-128, AES-192, and AES-256, respectively. AES-128 uses 10 rounds, AES-192 uses 12 rounds, and AES-256 uses 14 rounds. AES performs the following functions: 1. SubBytes () 2. ShiftRows () 3. MixColumns () 4. AddRoundKey ().
1. Substitute bytes – The sub byte step replace each state data byte with an entry in fix lookup table.
2. Shift rows – The shift rows step rotates the four bytes of state data in each row in state data matrix.
3. Mix column – The mix columns step performs a transformation on the four bytes of state data in each column in state data matrix.
4. Add round key – The add round key step is a transformation that combines the current state data block and the round key corresponding to specific round using XORed function.


2.2.4	TREND IN MOBILE TECHNOLOGY
Mobile phones are very handy devices and are widely used by people around us for day-to-day functionalities, (Sreenarayan, 2021). Mobile phones have become an integral part of the modern world, providing human connectivity in a way never before possible (Jeff B., Bill S., and Vetter .R, 2022). A recent United Nations report estimated that the total number of mobile phone subscribers in the world now exceeds 2.68 billion. It is estimated that around 80% of the world‘s population has mobile phone coverage, with 90% coverage forecast by 2019 (Njenga, 2019).Other Studies have also shown that ‗people are becoming more and more dependent on mobile phones for performing critical functionalities like bank transactions (Omwansa T., 2009). Needless to say, when people depend more on phones, for faster processing, a lot of sensitive data are stored in the phone and a considerable amount is also transmitted to the server. Other studies informs us that the technological trend is drastically moving from large personal computers to digitized mobile handsets (Nysveen, H., Pedersen, P.E., &Thorbjornsen, H. 2025). With the emergence of mobile technology, various business models and security architectures have been developed to ensure secure communication as in the case of mobile banking (Herzberg, 2023).
Newer versions of security protocols have been developed to make the system resilient to attacks such as fraud. Some of the technology that have been deployed in this channel include; the WAP (Wireless Application Protocol) over GPRS (General Packet Radio Service) and SMS (Short Message Service) using the WIG (Wireless Internet Gateway), (Herzberg, 2023)
The ever growing number of mobile phone users has provided a wide platform for both corporate organizations and government institutions to provide services to their clients (Njenga, 2020). The report presented by GSM demonstrated that one feature that users have begun to fully exploit in recent years is the short message service or text messaging for GSM in 2007.
2.2.5	MOBILE MALWARE AND VULNERABILITIES
Information security has long been thought to be inclusive of only personal computers and networks. However, with the technological trend shifting from computers to mobile devices, malicious attackers are now targeting mobile devices and their users as observed by Andrew, (Andrew, 2011). Studies like the one carried out by PC world, show that smart phones and to a larger extent mobile devices are more vulnerable to attacks because consumers of these devices are oblivious of the eminent threats that faces them.
According to Mocana Group, Mobile devices have become critical business, military and industrial production tools, carrying valuable data well worth destroying, corrupting and, most importantly, stealing (Mocana, 2019). It is incontrovertible that mobile phone have become very instrumental in our day to day lives. Most of our personal information is stored in the phone memory and messages. We, for example, have technically moved from traditional banking to mobile banking and a lot of our personal information is stored up on our mobile devices. It is for these reasons that various mobile malware have emerged to ruin us. Studies have shown that most martial lawsuits that occur in the United States are as a result of phone spying using these malware by Macfee in 2022. Reports such as State of Mobile Security report have also demonstrated that that SMS fraud has steadily grown since July 2019. SMS hacking tool such as juju are known to have the abilities to spy on text messages, intercept send messages and replay the same short message to several recipients without the knowledge of the owner of the phone. One of the most common Trojan to attack Java enabled mobile devices is the Trojan. Red browser. This application sends premium-rate SMS message and ‗attempts to trick users into believing it is a legitimate application that allows users to visit WAP sites without using a WAP connection (Mocana, 2023).
The volume of malware designed for mobile devices is a direct response to the speed at which the technology is being adopted, according to Eset's report. “If the market grows and technology is enhanced, then as long as users who use these devices to store an increasing amount of sensitive information do not adopt the necessary measures, it is logical to expect cybercriminals to create computer threats to profit from this situation”(Erastus, 2021).
However, it is expedient to note that mobile malware is still evolving as compared to PC malware. As the business of mobile malware evolves, a significant number of criminals have settled on apps that secretly bill victims for premium text services, a new study shows.
Security and anti-malware firm Trend Micro indicated in its third quarter 2022 report that mobile malware on the Android OS had swelled approximately six fold from April to September, when the number of attacks rose from 11,000 to more than 175,000. These include spambots and spyware; toll ware that surreptitiously send text messages to services that charge a fee; and apps that secretly record phone calls and intercept texts used to authenticate financial transactions. Although a lot of research is still being carried on to improve on transmission of the text messages, for now, text messages are sent in plain texts and even an amateur can retrieve and intercept them. As demonstrated by Wang, "Many organizations don't have even basic security such as encryption and DLP [data loss prevention] in place. They also don't spend adequate time educating employees about risks." There is therefore a need for secure encryption applications for mobile SMS services.
Wireless transactions, for example mobile banking which falls under cellular communication is very important in today‘s business and will not enjoy the maximum benefits unless it is taken a step further in terms of security (Chepken K., 2024).













CHAPTER THREE
RESEARCH METHODOLOGY AND ANALYSIS OF THE EXISTING SYSTEM
3.1	RESEARCH METHODOLOGY
The Methodology used in this research work is Diffie Hellman (DH) key exchange algorithm, which is a method for securely exchanging cryptographic keys over a public communications channel. Keys are not actually exchanged – they are jointly derived. It is named after their inventors Whitfield Diffie and Martin Hellman.
HOW DIFFIE HELLMAN  ALGORITHM WORKS
If Alice and Bob wish to communicate with each other, they first agree between them a large prime number p, and a generator (or base) g (where 0 < g < p).

Alice chooses a secret integer a (her private key) and then calculates g^a mod p (which is her public key). Bob chooses his private key b, and calculates his public key in the same way.

Bob knows b and g^a, so he can calculate (g^a)^b mod p = g^ab mod p. Therefore both Alice and Bob know a shared secret g^ab mod p. An eavesdropper Eve who was listening in on the communication knows p, g, Alice’s public key (g^a mod p) and Bob’s public key (g^b mod p). She is unable to calculate the shared secret from these values.

In static-static mode, both Alice and Bob retain their private/public keys over multiple communications. Therefore the resulting shared secret will be the same every time. In ephemeral-static mode one party will generate a new private/public key every time, thus with this approach a secure internet transfer system is been developed.
3.2   ANALYSIS OF THE EXISTING SYSTEM
The existing system of enhanced data security in cloud computing in any organisation has been strictly oriented. Cloud Computing has been considered as the next-generation architecture of IT Enterprise, and this new paradigm makes many new security challenges. Therefore, the security issues that are related to static and dynamic data in cloud computing are investigated. Security on the cloud will be a major research topic in itself. Cloud computing increases some of security risks to the cloud users and businesses. It might be difficult for the user to effectively verify the data, managing the cloud provider and therefore, make sure that the data is being handled in a valid way. The greater damages in the cloud will often caused by malicious insider. The cloud architectures, which involve system administrators and security service providers, are extremely high-risk by their nature. Data breaches is the most important concerns facing the cloud computing users whether from inside or outside the cloud. Some data in this manner are sent through a channel which is sometimes hijacked by intruders who uses the information to cause damage to the authorized users.
3.3	PROBLEMS OF THE EXISTING SYSTEM
There are a lot of drawbacks that can be identified with the use of the existing system; especially as the number of people turning to text transfer in cloud computing is rapidly increasing. the department of computer science uses whatsapp as a means of sending and   information to student Some of these identified problems include: 
i. Data breaches: is a security incident in which sensitive, protected or confidential data is copied, transmitted, viewed, stolen or used by an individual unauthorized to do so. 
ii. Data loss/Leakage: is an error condition in information systems in which information is destroyed by failures or neglect in storage, transmission, or processing. Information systems implement backup and disaster recovery equipment and processes to prevent data loss or restore lost data. Account or Service hijacking, Insecure Application Programming Interfaces APIs, Malicious insiders and unknown risk Profile.
iii. Security and privacy concern: user data with whatsapp can raise privacy issue and it is also vulnerable to phishing.
iv. Misinformation and Disinformation: this involved the spreading of fake news from an unverified sources
v. Technical issue: connectivity problem message delivery issue.
3.4	ANALYSIS OF THE PROPOSED SYSTEM
	Diffie Hellman key exchange (DH) is a method of securely exchanging cryptographic keys over a public channel and was one of the first public-key protocols named after Whitfield Diffie and Martin Hellman. DH is one of the earliest practical examples of public key exchange implemented within the field of cryptography.
In public key cryptosystem, enciphering and deciphering are governed by distinct keys, E and D, such that computing D from E is computationally infeasible (e.g., requiring more than 10100 instructions). The enciphering key E can thus be publicly disclosed without compromising the deciphering key D. This was the main ideology behind Diffie Hellman Key Exchange Protocol. Each user of the network can, therefore, place his enciphering key in a public directory. This enables any user of the system to send a message to any other user enciphered in such a way that only the intended receiver can decipher it. As such, a public key cryptosystem is a multiple access cipher. A private conversation can therefore be held between any two individuals regardless of whether they have ever communicated before. Each one sends messages to the other enciphered in the receiver’s public enciphering key and deciphers the messages he receives using his own secret deciphering key.
[image: ]
Figure. 3.1 Illustration of idea behind Diffie Hellman
source: https://nevonprojects.com/secure-text-transfer-using-diffie-hellman-key-exchange-based-on-cloud/
Diffie Hellman key exchange establishes a shared secret between two parties that can be used for secret communication for exchanging data over a public network. The above conceptual diagram illustrates the general idea of the key exchange by using colors instead of very large numbers. The process begins by having the two parties, Alice and Bob, agree on an arbitrary starting color that does not need to be kept secret in this example the color is yellow. Each of them selects a secret color that they keep to themselves – in this case, orange and blue-green. The crucial part of the process is that Alice and Bob each mix their own secret color together with their mutually shared color, resulting in orange-tan and light-blue mixtures respectively, and then publicly exchange the two mixed colors. Finally, each of the two mixes the color he or she received from the partner with his or her own private color. The result is a final color mixture (yellow-brown in this case) that is identical to the partner's final color mixture. If a third party listened to the exchange, it would be computationally difficult for this party to determine the secret colors. In fact, when using large numbers rather than colors, this action is computationally expensive for modern supercomputers to do in a reasonable amount of time.
3.5 [bookmark: _GoBack]ADVANTAGES OF THE PROPOSED SYSTEM
The advantages of the new system over the existing system are presented below:
1. You can use it across a variety of devices
2.  It helps you stay safer when working remotely
3. Data encryption is a privacy safeguard
4. Using encryption technology for data protection could increase trust












CHAPTER FOUR
DESIGN, IMPLEMENTATION AND DOCUMENTATION OF THE SYSTEM
4.1	DESIGN OF THE SYSTEM
This is the process of designing the input, output and the processing steps to meet the user’s requirement identified in the system analysis. It starts with logical design, which produces a specification of major features of the system. These include the data, input, output, processing storage and other control requirements.
4.1.1	OUTPUT DESIGN
[image: Description: C:\Users\USER\Documents\FIRST SCREENSHOTS\SECURE TEXT TRANSFER\Screenshot_20201206-223624.png]
Figure 4.1: Splash screen: This is the first screen of the program which is called show splash screen

[image: Description: C:\Users\USER\Documents\FIRST SCREENSHOTS\SECURE TEXT TRANSFER\Screenshot_20201206-223749.png]
Figure 4.2: Encryption : This is showing the page to send text to be encrypted.
4.1.2	INPUT DESIGN
[image: Description: C:\Users\USER\Documents\FIRST SCREENSHOTS\SECURE TEXT TRANSFER\Screenshot_20201206-223652.png]
Figure 4.4: Decryption: This is showing the page to input text to be encrypted.
4.1.3	PROCEDURE DESIGN
This refers to the step by step method of using the proposed system. The proposed system comprises of the Splash Screen, Encryption page, Decryption page.
4.2	SYSTEM IMPLEMENTATION
The design system depends on the capabilities and power of the computer on which the application system is installed. However, selecting a choice of application support (Hardware and Software) depends much on:
1. How readily the user is to interfere with the computer
1. Cost and benefits
1. Managements support for changes
Hence, choosing the appropriate hardware and software will enhance the performance of the system.
A most important requirement on which the running of the program basically depends on is the provision of internet facility. So any system that must run this program must be internet ready.
4.2.1	CHOICE OF PROGRAMMING LANGUAGE
The programming language used in the proposed system is Xml. Xml meaning (eXtensibleMarkup Language) is a Markup language for UI design.  It is an open source  language that has taken mobile-based development to a new level of sophistication. The XML scripting engine is well optimized for the response times needed on Mobile applications.
If it were only a matter of improving the speed of the scripts, then JAVA will be one of many solutions. But there is more to the JAVA equation than that. There is the simplicity and robustness of the language and the scripting engine. There is the connectivity to an ever increasing number of database servers, the shorter development cycles and the ease (encouraged by the syntaxes and constructs) of creating modular and reusable components.
4.2.2	HARDWARE SUPPORT
The hardware that is required in the successful completion of this project includes monitor, CPU, keyboard, mouse, printer and an uninterrupted power supply (UPS) and an internet access.
1. An appropriate hard disk storage of at least 120 GB (for the dynamically expandable database)
1. A minimum of 2.50 GHz processor
1. Random access memory (RAM) of at least  8 GB
1. An effective display unit (VGA monitor)
1. A suitable printer
1. Standard input devices such as keyboard, mouse, etc.
1. CD-ROM drive or DVD-ROM drive (since the installation would be made through this medium)
1. An uninterrupted power supply (UPS) unit (to prevent abrupt interruption due to power failure)
1. A network modem (for internet connection).
4.2.3	SOFTWARE SUPPORT
The software required are basically android studio, WampServer and a network service, be it wired or wireless.
1. A network operating system windows NT from Microsoft, Novell Netware.
1. A DBM either PhpMyAdmin
1. MySQL as the query language to query the database.
1. Wambserver

4.2.4	IMPLEMENTATION TECHNIQUES
The system will be implemented using the parallel approach. This approach is considered because it ensures that the new system is tested along side with the old system to ensure the effectiveness and efficiency of the system.
4.3	SYSTEM DOCUMENTATION
It has to do with the installation and usage of the new system.
After the program has been well tested with input that the output has already been known, the next is to install the software in to the computer system for use.
The process of installing are been stated below 
1. Insert the CD into the system through the CD-ROM after the computer is switch on 
1. Locate the CD drive directory in my computer and click it to open 
1. After open, locate setup.exe, and then click to install the program by following the necessary step in installing the program.
1. Ensure full installing of the software for effective operation of the system.
After the program has been fully install. The next thing  is to locate the package install to put it into operation, to locate the package for expiration purpose the following  step are to be  taking
v.	Click on start menu from task bar. Then select all program
4.3.1	PROGRAM  DOCUMENTATION
1. SPLASH SCREEN: This is an introduction page which reveals information about what the program is talking about and the developer
1. ENCRYPTION: This module provides mobile code privacy without providing any tamper-resistant hardware. It is where message is been initiated by encrypting it with code before it get to the other end which is the receiver
1. DECRYPTION: This module converts encrypted data (a binary byte stream) to its original source format, and returns a MEMPTR containing the decrypted data. 
4.3.2	OPERATING THE SYSTEM
1. Click on the start button
1. Click on control panel
1. Click add/remove program
 After the configuration, the folder called Secure Text will be created in the local disk.
4.3.3	MAINTAINING OF THE SYSTEM
1. Keeping the system free from virus so as not to corrupt the program installed on the system.
1. Having an updated anti-virus. 


CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATION
5.1	SUMMARY
Encryption is the technique of hiding private or sensitive information within something that appears to be nothing usual. If a person views that cipher text, he or she will have no idea that there is any secret information. What encryption essentially does is exploit human perception; human senses are not trained to look for files that have information inside of them. What this system does is, it lets user to send text as secrete message and gives a key or a password to lock the text, what this key does is, it encrypts the text, so that even if it is hacked by hacker it will not be able to read the text. Receiver will need the key to decrypt the hidden text. Cloud security is one of the main concerns in the cloud computing domain. Storing personal and sensitive information on a third-party storage medium poses serious risks of data theft and data misuse by any person with malicious intent. The main significance of this study is that it helps cloud users to send files in a more secured manner without the threat of being used by any unauthorized person. The system was developed using Web Technology.

5.2	CONCLUSION
This project gives an introduction to Cloud computing and background of various secure data transfer mechanisms to manage the authenticity, confidentiality and integrity of messages. In this work a secure data transfer mechanism has been proposed which uses Diffie Hellman key exchange algorithm. 

5.3	RECOMMENDATION
I recommend that we can implement a secured data transfer via two tier authentication using OTP and HMAC which protect data against different attacks like On-Line guessing, Eavesdropper, Verifier impersonation and Man-in-the-middle. I will recommend that we adopt this method in our future work for more security of data in cloud.
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