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ABSTRACT

Phishing attacks pose a significant threat to the security and integrity of voting systems,
which are critical components of democratic societies. These attacks can manipulate voters
into disclosing sensitive information or casting fraudulent votes, undermining the
democratic process. To address this challenge, the concept of Visual Cryptography (VC)
emerges as a potential solution. This abstract explores the use of Visual Cryptography
techniques to prevent phishing attacks on voting systems. Visual Cryptography is a
cryptographic technique that involves splitting a secret image into multiple shares, which
individually reveal no information about the original image. When the shares are stacked
or overlaid together, the secret image becomes visible. This inherent property of Visual
Cryptography makes it suitable for safeguarding sensitive information, as it requires no
complex computations for decryption and minimizes the risk of information leakage. In the
context of voting systems, Visual Cryptography can be applied to protect voter credentials
and choices. During the authentication phase, the voter's authentication credentials, such
as voter ID and password, can be divided into shares using Visual Cryptography. These
shares can be distributed to the voter through separate communication channels,
minimizing the chances of an attacker obtaining both shares. Only when the voter presents
both shares will the authentication information become apparent, preventing phishing
attacks that attempt to steal credentials. Furthermore, Visual Cryptography can be
employed to secure the voter's choice. When a voter casts their vote, the chosen candidate's
details can be encoded into shares using Visual Cryptography. These shares can be
transmitted separately to the voting system, eliminating the possibility of a single share
revealing the complete vote. The voting system can then combine the shares to obtain the
final vote count without exposing individual choices, thus thwarting attempts to manipulate
or intercept votes. In conclusion, the application of Visual Cryptography in voting systems
presents a promising approach to prevent phishing attacks. By leveraging the inherent
properties of Visual Cryptography, such as secret sharing and secure reconstruction,
voting systems can enhance their security measures against phishing attempts. However,
practical implementation considerations, user experience, and potential scalability
challenges should be thoroughly evaluated before deploying such a system on a large
scale.

Keywords: Phishing attack, Voting system, Visual Cryptography, Security, Authentication,
Credential protection, Secret sharing, Voter choice, Information security, Democratic
process, Fraud prevention, Cryptographic techniques.
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CHAPTER ONE
INTRODUCTION
1.1  Background to the Study

In recent years, the use of digital systems for voting has gained popularity due to
its convenience and efficiency. However, the increasing reliance on technology in the
electoral process also introduces new risks and vulnerabilities. One significant threat is
phishing attacks, which can compromise the integrity and security of voting systems.
Phishing attacks have become a significant concern in the digital age, posing a threat to the
security and integrity of various systems, including voting systems. Phishing involves the
fraudulent attempt to obtain sensitive information, such as usernames, passwords, or
financial details, by disguising oneself as a trustworthy entity. (YYao and Tang, 2016).

In the context of voting systems, phishing attacks can lead to unauthorized access,
manipulation of votes, and compromised election results. To address this issue, the study
proposes the use of visual cryptography as a preventive measure against phishing attacks
in voting systems. Phishing attacks involve deceptive tactics to trick individuals into
revealing sensitive information or performing unintended actions. In the context of voting
systems, attackers may send fraudulent emails or messages disguised as official
communication from election authorities, political parties, or candidates. (Dharshini and
Vinothina, 2017).

These messages often contain links to fake websites that mimic legitimate
platforms, prompting voters to enter their confidential information such as login credentials
or personal identification details. Once the attackers obtain this information, they can gain
unauthorized access to the voting system, manipulate votes, or even impersonate legitimate
voters to cast fraudulent ballots. The consequences of such attacks can undermine the
democratic process, erode public trust, and compromise the legitimacy of election results.
Traditional security measures, such as firewalls, encryption, and user authentication, can
provide some level of protection against phishing attacks. However, they may not be
foolproof, as attackers constantly evolve their techniques to deceive users and exploit
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system vulnerabilities. Therefore, there is a need for innovative and robust preventive
measures to counter phishing attacks in voting systems. (Jhaveri and Shah, 2018).

Visual cryptography offers a promising approach to enhance the security of voting
systems against phishing attacks. It is a cryptographic technique that involves splitting a
secret image or information into multiple shares, which individually reveal no meaningful
information. Only when these shares are properly combined or overlaid, the secret image
becomes visible. This property of visual cryptography makes it suitable for preventing
unauthorized access and ensuring the integrity of sensitive information. By leveraging
visual cryptography, a voting system can protect confidential data, such as voter credentials
and ballot information, by distributing them among multiple visual shares. (Abhishek and
Bansal, 2019).

This approach introduces an additional layer of security, as attackers would need to
obtain all the shares and correctly combine them to gain access to the sensitive information.
As a result, phishing attacks targeting voting systems can be significantly mitigated,
safeguarding the integrity and authenticity of the electoral process. This study aims to
explore the use of visual cryptography as a preventive measure against phishing attacks in
voting systems. By developing and evaluating a secure voting system that employs visual
cryptography techniques, this research seeks to contribute to the advancement of secure
and trustworthy electronic voting systems. (Desoky and Ghonaimy, 2020).

1.2  Statement of the Problem

The problem at hand is the vulnerability of voting systems to phishing attacks,
which can compromise the security and accuracy of elections. Traditional security
measures like strong passwords and two-factor authentication may not be sufficient to
protect against phishing attacks. Therefore, there is a need for an alternative approach that
leverages visual cryptography to enhance the security of the voting system and prevent

unauthorized access.



1.3  Aim and Objectives
The aim of this study is to explore and implement visual cryptography as a
preventive measure against phishing attacks in voting systems. The specific objectives are
as follows:
1. To develop a system that shall be user friendly application that allow user to vote
swiftly.
2. To design and develop a system that shall monitor the voting processes and avoid
manipulations.
3. To provide recommendations for the integration of visual cryptography into
existing voting systems.
4. To implement the system using PHP.
1.4  Significance of the Study
The study's findings and proposed preventive measures are significant in several
ways. By leveraging visual cryptography, the study aims to mitigate the risks posed by
phishing attacks, thereby ensuring the integrity and confidentiality of the voting process.
By implementing robust security measures, voters can have increased confidence in the
accuracy and fairness of election results. The study contributes to the existing body of
knowledge on voting system security and explores the practical implementation of visual
cryptography for preventing phishing attacks. The outcomes of this study can serve as a
foundation for further research and development of advanced security measures in voting
systems.
1.5  Scope of the Study
The study focuses on the prevention of phishing attacks in voting systems using
visual cryptography. It involves an analysis of current vulnerabilities, the design and
implementation of a secure voting system, and the evaluation of its effectiveness. However,
the study does not delve into other potential security threats or comprehensive assessments

of the entire voting infrastructure.



1.6 Organization of the Report

This report is organized as follows. Chapter one discusses the general introduction
and overview of the whole project. It also discusses the statement of the problem, aim and
objectives of the proposed system, significance of the study, scope and limitations of the
project, organization of the report and the definition of technical terms used. Chapter two
deals with the literature review, it reviews related topic to the project, discussion of related
aspect of the project topic relative. Chapter three deals with analysis of the system which
include the data collection method employed, the description of the existing system and its
problems and the description of the proposed system and possible advantages it will
provide the will solve problems encountered in the existing manual system. Chapter four
deals with the design, implementation and the description of the proposed system. It covers
description of the output design, input design, database design and procedure design.

The implementation techniques used, the programming language used in
developing the new system and system requirements for running the system. And also talks
about the program documentation as well user documentation. Lastly chapter five presents
a brief summary of the work done, experience gained and problems encountered in the
course of the project, conclusion and recommendation. Other appendices included after the
references used are; algorithm, system flowchart, program flowchart, program source

listing and generated computer output.



CHAPTER TWO
LITERATURE REVIEW
2.1  Review of Related Work

Anmyinray et al., (2016). Online voting using visual cryptography, aimed in
casting vote for critical and confidential internet co-operate decision, using Pixel encoding
scheme method and RSA Algorithm using visual cryptography model, to overcome the
limitation of existing traditional voting system by providing security and less timer. The
study lack internet facilities in some remote area.

Kayal et al., (2014). Malicious website detection using visual cryptography and
OTP. This research aim to cross verify website identify and prove it is genuine using
malicious link verifiable technique with Visual cryptography and OTP algorithm it result
was Preventing and detecting phishing web page. The current existing system might as for
vital details with the help of phishing website without authentication.

Adewale et al., (2020). Visual semegram an enhanced technique for confidentiality
requirement of electronic voting system. Aimed to design a technique that would conceal
the sensitive message toward achieving a confidentiality requirement of e-voting system
and to formulate mathematical equating for concealing sensitive message. Insertion of
enhanced semagram and an advanced encryption standard method with Visual semagram
algorithm. Confidentiality security requirement of the electronic voting system. The
transition of a sensitive message through public and unprotected network could be a
cheaper avenue for the fraudster to attack.

Jyoti and Vikram, (2015). Visual cryptography for image privacy protection using
diverse image media. This research aim to present it customer secure information storage
media using Secret sharing technique and Visual cryptography and diverse image media
algorithm. It provide perfect secrecy and secure decryption. It increase computer hackers
and power abuses.

Lauretha et a., (2017). Online voting system based on image steganography. The
research aimed to provide more secured election than the paper base election using Image
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stegamography and visual cryptography algorithm. It Improved version of the existing and
to end verifiable voting system. The system was insecure traditional voting system.

Trihasti and Rinald, (2019). Secure E-payment method based on visual
cryptography. Security online payment using visual cryptography. Using Secret sharing
scheme method and Visual cryptography algorithm. It result was Detecting and preventing
phishing and identify theft. Credit card frauds over the internet due to security weakness.

Nisha, (2016). Secured authentication for internet voting in co-operate companies
to prevent phishing attacks. The aim of this research is to verify that you are not an
imposture. Encryption of information and decryption method with Visual cryptography
algorithm. There was improvement in the voting system. The system has time consuming
both capture and low tally speed.

Nisha and Neela, (2016). Prevention of phishing attack in voting system using
visual cryptography. Aimed to prevent phishing attack using Visual cryptography
algorithm. In the system there was improved in Number of voters. It has problems of online
voting such as security risk.

Abhishek et al., (2015). An anti-phishing framework using visual cryptography.
The aim of this research is to prevent online users from phishing attack. Extended visual
cryptography scheme and balanced block replacement (BBR) advanced encryption
standard (ACS). It result has Web application security. Rampart phishing attack on web
based application.

Dhanashree et al., (2015). An efficient approach for phishing website detection
using visual cryptography (VC) and Quick Response Code (QR code). This research aim
at preventing website from phishing and securing confidential information. Encryption and
decryption of shares and Threefold algorithm. Quick response code and visual
cryptography are merged which prevent password and other information from phishing

website. In the existing system visual cryptography and QR code are used separately.



2.2

Overview of Phishing Attacks

Phishing attacks are a prevalent form of cybercrime that aim to deceive individuals

and obtain sensitive information, such as usernames, passwords, or financial details.

Attackers often disguise themselves as trustworthy entities, such as banks, social media

platforms, or government agencies, to trick users into revealing their confidential

information or performing unintended actions. Phishing attacks have severe consequences,

including financial loss, identity theft, and unauthorized access to sensitive systems. They

can also pose a significant threat to e-voting systems by compromising the integrity and

security of the electoral process. (Dhamija et al., 2006).

Phishing attacks typically involve the following characteristics and techniques:

2.3

Email Spoofing: Attackers send fraudulent emails that appear to be from legitimate
sources, using spoofed email addresses and logos to deceive recipients. (Jakobsson
and Myers, 2007).

Deceptive Websites: Phishers create fake websites that closely resemble the
legitimate websites of banks, online services, or e-commerce platforms. These
websites often trick users into entering their login credentials or personal
information. (Dhamija and Dusseault, 2008).

Malicious Attachments: Phishing emails may contain malicious attachments, such
as infected documents or executable files. When users open these attachments,
malware is installed on their devices, allowing attackers to gain unauthorized
access. (Whitty, 2011).

Social Engineering: Phishers employ psychological manipulation techniques to
exploit human vulnerabilities. They create a sense of urgency, fear, or curiosity to
persuade users to take immediate action without proper verification. (Herley,
2015).

Description of E-Voting System

E-voting systems refer to the use of electronic platforms and technologies to

facilitate the casting, counting, and tallying of votes in elections. These systems aim to
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enhance the efficiency, accuracy, and accessibility of the voting process. E-voting systems
aim to improve accessibility for voters, reduce errors in the vote counting process, and
provide more efficient election administration. However, they also face challenges related
to security, privacy, and ensuring trust in the system. (Kantarcioglu and Clifton, 2004).
E-voting systems typically consist of the following components:

1. Voter Interface: This component provides the interface through which voters
interact with the e-voting system. It can be a web-based application, a dedicated
electronic voting machine, or a mobile application. The voter interface allows
voters to authenticate themselves, view candidate information, and cast their votes
securely. (Groza and Vancea, 2013).

2. Election Authority System: The election authority system manages the overall
operation of the e-voting system. It includes functionalities such as voter
registration, candidate registration, ballot creation, and result tabulation. The
election authority system ensures the integrity, confidentiality, and accuracy of the
voting process. (Teague and Yu, 2010).

3. Voting Infrastructure: The voting infrastructure encompasses the hardware,
software, and network infrastructure required to support the e-voting system. It
includes servers, databases, communication networks, and security mechanisms.
The voting infrastructure should be robust, reliable, and scalable to handle the
voting load and protect against potential security threats. (Hao and Ryan, 2004).

4. Security Measures: E-voting systems implement various security measures to
protect against unauthorized access, tampering, and data breaches. These measures
include encryption of sensitive data, secure authentication mechanisms, digital
signatures, and auditing capabilities. Security protocols are designed to ensure the
confidentiality, integrity, and availability of the voting system. (Sandler and
Wallach, 2004).

E-voting systems typically consist of the following processes:



. Voter Registration: Before participating in an e-voting system, eligible voters
need to register their information, such as their name, address, and identification
details. This step ensures that only authorized individuals are allowed to vote.
(Benaloh and Tuinstra, 1994).

. Authentication and Authorization: E-voting systems employ various
mechanisms to authenticate and authorize voters. This may involve using unique
identifiers, such as voter ID cards or biometric information, to verify the identity of
voters and ensure that they are eligible to cast their votes.

Ballot Creation: E-voting systems generate digital or electronic ballots that
include the names of candidates or issues being voted upon. These ballots are
designed to be user-friendly, ensuring that voters can easily navigate and make their
selections. (Groza and Vancea, 2013).

Casting Votes: Voters can cast their votes electronically using different methods.
This may include using web-based platforms, mobile applications, or dedicated
electronic voting machines. Voters typically make their choices by selecting
options on a screen or through touch interfaces.

. Vote Encryption: To ensure the confidentiality and integrity of votes, e-voting
systems employ encryption technigues. Votes are encrypted before transmission to
prevent unauthorized access or tampering. Encryption algorithms and secure
communication protocols are used to protect the votes during transmission and
storage. (Teague and Yu, 2010).

. Vote Tabulation: Once the voting process is complete, e-voting systems aggregate
and tabulate the votes. This may involve counting the votes electronically, checking
for errors or discrepancies, and generating final reports or results.

. Auditing and Verification: E-voting systems often include auditing and
verification mechanisms to ensure the accuracy and integrity of the voting process.

These mechanisms may involve conducting post-election audits, comparing digital



2.4

records with physical ballots, or allowing for recounts in case of disputes. (Sandler
and Wallach, 2004).

Overview of Visual Cryptography Algorithm

Visual cryptography is a cryptographic technique that allows for the secure sharing

of secret information through the use of visual images. It provides a means of distributing

and reconstructing secret data without the need for complex computations or cryptographic

keys. Visual cryptography algorithms can be categorized into different types, such as XOR-

based algorithms, additive algorithms, and visual secret sharing schemes. Each type has its

own characteristics and suitability for specific applications. (Naor and Shamir, 1994).

Visual cryptography algorithms typically operate as follows:

Secret Sharing: The secret data is divided into shares, each encoded as a visual
image. These shares are distributed to different participants involved in the
communication or authentication process. (Shamir, 2017).

Pixel Expansion: The visual cryptography algorithm expands the pixel resolution
of the shares to create additional noise-like pixels. This ensures that individual
shares do not reveal any information about the secret unless combined with other
shares. (Wu and Guo, 2019).

Reconstruction: To recover the secret data, the participants overlap or
superimpose their shares using a specific reconstruction procedure. The
superimposed shares reveal the secret information when visually combined, while

individual shares remain visually meaningless. (Naor and Shamir, 1995).

Visual cryptography algorithms aim to provide the following properties:

Perfect Secrecy: The secret information remains confidential even if some shares
are compromised.

Security without Computation: The reconstruction of the secret data does not
require any computational operations.

Easy Verification: The authenticity and correctness of the reconstructed secret can

be easily verified visually.
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CHAPTER THREE
METHODOLOGY AND ANALYSIS OF SYSTEM

3.1 Research Methodology

In this chapter, we will discuss the research methodology used to prevent phishing
attacks on a voting system using visual cryptography. The methodology outlines the steps
and processes undertaken to analyze the existing system, identify its problems, propose a
new system, and highlight the advantages of the new system over the existing one.
The research methodology followed for this study consists of the following steps:

i.  System Requirements: Define the specific requirements of the voting system,
including the number of voters, level of security needed, and any regulatory or legal
constraints that must be adhered to.

ii.  Threat Analysis: Conduct a thorough analysis of potential phishing attacks on the
voting system. ldentify the different attack vectors, such as email or website
spoofing, social engineering, or malware distribution.

iii.  Visual Cryptography: Visual cryptography is a method of encrypting an image
into multiple shares, which can be distributed to different participants. Each
participant will hold one share, and the original image can only be revealed when
the shares are combined.

iv. Image Encoding: Determine the format and structure of the voting system's
images, such as ballots or voter identification cards. Define the encoding scheme
that will be used to convert the image into shares for visual cryptography.

v.  Share Distribution: Establish a secure process for distributing the shares to the
voters. This can involve physical distribution of printed shares or secure electronic
transmission. Ensure that the distribution method is resistant to interception and
tampering.

vi.  Share Verification: Implement a mechanism for voters to verify the authenticity
and integrity of the shares they receive. This could involve cryptographic

techniques such as digital signatures or hash functions.
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Vii.

viii.

Xi.

Vote Casting: Design the voting interface to incorporate the visual cryptography
shares. Voters will need to combine their shares to reveal the original image and
cast their votes. Implement appropriate security measures to prevent tampering or
manipulation during this process.

Verification and Counting: Develop a secure mechanism for verifying and
counting the cast votes. Ensure that the process is transparent and auditable,
providing a reliable tally of the votes while maintaining voter privacy.

Phishing Prevention: Integrate security measures to prevent phishing attacks. This
may include multi-factor authentication, secure communication protocols, user
awareness training, and monitoring mechanisms to detect and respond to phishing
attempts.

Testing and Evaluation: Thoroughly test the system to ensure it functions as
intended and is resistant to various types of attacks, including phishing attempts.
Conduct security audits and evaluations to identify any vulnerabilities and address
them before deploying the system.

Deployment and Maintenance: Once the system has been thoroughly tested and
deemed secure, deploy it for use in actual voting scenarios. Continuously monitor
the system, update security measures as needed, and address any emerging threats

or vulnerabilities.
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Fig. 3.1: Methodology flow chart
3.2  Analysis of the Existing System

The existing voting system is vulnerable to phishing attacks due to several factors,
such as weak authentication mechanisms, lack of encryption of sensitive data, and
susceptibility to spoofed websites. Phishing attacks can result in unauthorized access to
sensitive data, including voter information and election results, which can compromise the

integrity and confidentiality of the voting system.

3.3 Problems of the Existing System
Based on the analysis of the existing system, several problems and vulnerabilities
were identified that make the system prone to phishing attacks. These problems include:
I. Lack of Strong Authentication: The existing system may rely on weak
authentication mechanisms, such as simple username-password combinations,

which can be easily compromised by phishing attacks.
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3.4

Vulnerable Communication Channels: The communication channels used in the
system may not be adequately secured, allowing attackers to intercept and
manipulate data during transmission.

User Interface Design: The user interfaces provided by the system may not
incorporate sufficient visual cues or indicators to help users detect phishing
attempts. This can make it easier for attackers to deceive voters and collect their
sensitive information.

Lack of Voter Education: The system may not provide sufficient voter education
or awareness about phishing attacks, making users more susceptible to falling for
fraudulent schemes.

Limited Transparency: The existing system may lack transparency, making it
difficult for voters to verify the integrity of their votes and ensuring that their votes
are counted accurately.

Analysis of the Proposed System

The proposed system aims to address the problems identified in the existing system

and provide a secure environment for voting by leveraging visual cryptography techniques.

This section analyzes the proposed system design and its key components.

The analysis of the proposed system includes:

Visual Cryptography: An explanation of how visual cryptography works and how
it can be applied to secure the voting process. This involves the generation and
sharing of cryptographic shares that contain encoded information.

System Architecture: The architecture of the proposed system, including the
integration of visual cryptography techniques into the existing voting system
components. This analysis highlights the modifications required to implement
visual cryptography effectively.

Enhanced Authentication: The proposed system incorporates stronger
authentication mechanisms, such as multi-factor authentication or biometric

verification, to prevent unauthorized access and phishing attacks.
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3.5

Improved User Interfaces: The user interfaces of the proposed system are
designed to include visual indicators and cues that help users detect and avoid
phishing attempts. This analysis focuses on the usability and effectiveness of these
visual elements.

Voting Process with Visual Cryptography: An overview of how the voting
process is modified to integrate visual cryptography techniques. This analysis
explains how cryptographic shares are generated, distributed, and combined to
retrieve the original vote.

Advantages of the New System over the Existing System

The proposed system offers several advantages over the existing system in terms of

preventing phishing attacks on the voting system. These advantages include:

Increased Security: The use of visual cryptography enhances the security of the
voting system by protecting voter information and preventing phishing attacks. The
cryptographic shares make it extremely difficult for attackers to obtain meaningful
information from intercepted data.

Improved User Awareness: The visual indicators and cues incorporated into the
user interfaces of the proposed system help educate and alert users about potential
phishing attempts. This increases user awareness and reduces the likelihood of
falling victim to fraudulent schemes.

Transparent Verification: Visual cryptography allows voters to verify the
integrity of their votes through the combination of cryptographic shares. This
transparency ensures that votes are accurately counted and eliminates doubts about
tampering.

Enhanced Privacy: The use of visual cryptography techniques ensures the privacy
of voters by distributing sensitive information across multiple shares. This prevents

any single entity from accessing complete voter data, thus protecting voter privacy.
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v.  Mitigation of Phishing Attacks: By leveraging visual cryptography, the proposed
system effectively mitigates phishing attacks, as it becomes significantly harder for
attackers to manipulate or intercept voter data without detection.

Overall, the new system provides a robust defense against phishing attacks on the

voting system, ensuring the integrity, security, and privacy of the voting process.
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CHAPTER FOUR
DESIGN AND IMPLEMENTATION OF THE SYSTEM

4.1 Design of the System

This is the process of designing the input, output and the processing steps to meet the user’s
requirement identified in the system analysis. These include the data, input, output, processing
storage and other control requirement.
4.1.1 Output System

In response to an event initiated by the users, the system generates appropriate output. All
event or interaction with the system is through the keyboard. The important output of the proposed
system is the display of selected department by the admin at a particular point in time. The

following interface are the application views.

M Inbox (10,844) - satop X | 4l localhost/127.00.1/ X Login x Voting System using ¢ X | [ wwwhbasedashcom X | 2 sqisever-Howtoa X | + v =

< C @ localhost/votesystem/log_in/login.html - @ ¥ % 09
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through the cryptography password
& mayurik

PASSWORD

[ l&' B eeeeeenne

Fdkk__ |
|
|

Don’t have an account? Register here

Figure 4.1. Home Page: This is the output of the operation page showing title of the web page
and page for user login.

17
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Figure 4.2. Cryptography Share Image Page: This is the output of the cryptography security
image share page user have to choose some case sensitive images for security in other to access
his or her page.
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% Election Title
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Figure 4.3. Admin Dashboard Page: This is the output of the Admin Dashboard of the system.
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M Inbox (10,844) - satop X | 4k localhost / 127001/ X | Login x Voting x [ wwwbasedashcom X | & sqlserver-Howtoal X | + &2 - X
< C @ localhostivotesystem/admin/positions.php - 2 % O9
Voting System = @ codeprojects
Code Projects Positions & Home - Positions
Online
Dashboard
asiboar Show| 10 v entries Search:
Votes
Description Maximum Vote Tools

R—— : e | mosee |

Voters

= Positions

Showing 1 to 2 of 2 entries Previous - Next
Candidates
3 Ballot Position
Election Title
©2018 Brought To You By Code-Projects Voting System

Figure 4.4. Candidates Position Page: This is the output of the list of candidate’s position.

M Inbox (10849) - satop X | 4g localhost/127.00.1/ x| Login x x [ wwwhasedashcom x| & sqlsever-Howtoa. x | + v -
rs C @ localhost/votesystem/admin/candidates php ~ @ v 0@
Voting System ] (@) codeProjects
Code Projects Candidates List @ Home - Candidates
Online
@& Dashboard Show  1p ~ entries Search:
& Votes
Position Photo Firstname Lastname Flatform Tools
Best Villian - MCU Actors @ Josh Brolin m m
Best Villian - MCU Actors Z Tom Hiddleston m m
Best Villian - MCU Actors [#  James Spader m m
B Candidates
Best Villian - MCU Actors @ cate Blanchett m m
Best Villian - MCU Actors @ Michael B Jordan
B e = =
& ElectionTitle Best Villian - MCU Actors £ Hugo Weaving m m
Best Villian - MCU Actors @ Tom Vaughan m m
sample & Mark Doe m
sample # Bruno Jr m

Figure 4.5. List of Candidates Page: This is the output of the list of candidates page.
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M Inbox (10849) - satop X |y localhost/127.00.1/ X [E] Voting System using | X [E] Voting System using © X | (@ Basedash|Theadmin X | & sqlserver-Howtoau X | + v - X

< C @ localhost/votesystem/home.php e 2w O9@
Voting System SATOPHILIP B LOGOUT

BEST ARTIST ELECTION

You have already voted for this election.

View Ballot

©2018 Brought To You By Code-Projects Voting System

Figure 4.6. Vote Result Page: This is the output of the vote result page.

M Inbox (10844) - satop X | s localhost/ 127001/ % | Login x  [E votingSystemusing T X [[] wwwhasedashcom X | & sqlserver-Howtoau X | + ~ - a X
<« C @ localhost/votesystem/admin/votes.php o 2w O@
Voting System = @) codeProjects
Code Projects Votes & Home - Votes
Online
s Rboand show| 10 v entries Search
& Votes
Position Candidate Voter
Best Villian - MCU Actors Josh Brolin Harry Den
i Vaters Best Villian - MCU Actors Tom Hiddleston Harry Den
Positions Best Villian - MCU Actors Cate Blanchett Harry Den
IO Candidates Best Villian - MCU Actors Tom Vaughan Harry Den
Best Villian - MCU Actors Josh Brolin Tony Jr
. Best Villian - MCU Actors Tom Hiddleston Tony Jr
Bi Ballot Position
Best Villian - MCU Actors Josh Brolin Danny Hill
3 Election Title
Best Villian - MCU Actors Tom Hiddleston Danny Hill
Best Villian - MCU Actors Michael B Jordan Danny Hill
Best Villian - MCU Actors Josh Brolin Tom Led
Showing 1to 10 of 48 entries Previous n 2 3 4 5 Next

Figure 4.7. List of votes Page: This is the output of the votes page.
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4.1.2 Input Design

Data can be supplied to the new system from two source, namely from standard keyboard
device and/or from a disk file. When data is supplied from the keyboard, the software has a standard
text input and editing box where the user can type, delete, copy, paste and perform all other usual
text creation and editing operations. Inputs to the system consists of usual characters found on a
standard. The data input box can handle up to 64kb of plain text data.

M Inbox (10349) - satop X | i localhost/127.001/ x  [E] Voting System using© x  [E] Voting Systemusing © x| [J Basedash | The admin x | & sqlserver-Howtoaw x | + ~ - X

<« C @ localhost/votesystem/index1.php « @ w v O@ :

Voting System using Visual Cryptography

Sign in to start your session

#Sign In

Figure 4.7. Login Page: This is the input interface of voter’s login then he can access the voting
web page here.

127001/ x [ signu X [E Voting System using ¢ x| [E] Basedssh | The sdmir X sqlserver - Howtoa. X | + v - 8 X

jistration/signup.htm| o Q 2 % 0@ i
Voting System using Create New Account
visual cryptography U AU

EMALL

Figure 4.8. Registration Page: This is the input interface for user registration, new patients can
register on the page.
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M Inbox [10849) - sstop X | s localhost /127001 /x| [E] Voting System using  x Vating System using - x  [E] Basedash | The admin X | S sqlsemver-Howtoa x | + v = X

& C @ localhost/votesystem/admin/index.php o a 2 w 0O ‘\ i

Voting System

Sign in to start your session

) Sign In

Login Details Are Provided Inside README .txt File

Figure 4.9. Admin Login Page: This is the input interface for Admin login so he can access the
dashboard of the system.
4.1.3 Database Design

The coding of the program development used for this project help us to have access to the
MY SQL which happens to be our database and which is used in storing the required information.

Table 1: Output for report showing the data of all appointments in the Doctor Appointment
Management System.
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Table 2: Output of report showing the data all pages.
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4.1.4 Procedure Design
The structure of the program that is designed in this new system is such that it provides for
various option in the different menu available for easy accessibility and manipulation of records.
In this project work, there are four major procedures used, they are:
1. Registration form: This is used to accept new applicant data filed like name, matriculation
number, place of attachment etc.
2. Search Record: To retrieve the applicant record and to know the content of the file of a
particular record and no amendment can be made here.
3. Report: To know the general report of houses that have been registered on the system.
4.2 System Implementation
The design system depends on the capabilities and power of the device on which the
application system is installed. However, selecting a choice of application support (Hardware and
Software) depends much on;
e Cost and benefits
e Managements support for changes.
The most important requirement on which the running of the program basically depends on is the
provision of internet facility. It can run on any laptop and mobile devices of any operating system.
4.2.1 Choice of Programming Language
The system was developed using lonic Framework, packed and installable in android

operating system. lonic was chosen because it is a due to the following reasons:

1. SQLite is easy to understand during designing.
2. It supports modular programming.
3. It can be easily manipulate in other to design a user friendly environment.
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4. It can be used to access android built-in system to capture GPS control.
4.2.2 Hardware Support

The hardware requires for the effective running of the system are as follows:

1. Any phone that runs on all operating system irrespective of version be it laptop, tablet,

iPad and other mobile devices.

2. GPS ready
4.2.3 Software Support

This application is basically designed for laptop and mobile phones with GPS capability.

Android Studio was used to design the interface, code environment as well as building the
installable .apk file.
4.2.4 Changeover Techniques

The system will be implemented using the parallel approach. This approach is considered
because it ensure that the new system is tested alongside with the old system to ensure the
effectiveness and efficiency of the system. With this system, as soon as results are analyzed and
computed using a computerized method, the existing system will serve as backup in case there is a
deficiency in the system.
4.3 System Documentation

After the program has been fully install. The next thing is to locate the installed application
to put it into use.
4.3.1 Program Documentation

This is the detailed description of the proposed system. It is important because it helps to

design and implement a system that would allow students both old and new to experience web rich
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content on any of their devices. It also helps to design and implement an application that works on
android operating system.
4.3.2 System Maintenance

On the system maintenance aspect, all the network system components should be
maintained and managed as the operation continues. Maintenance of a system is to enable the
continuos performance of the system as expected and if includes:-

e Hardware Maintenance:- These involves all the activities carried out on the computer
and network hardware in order to anticipate the outset of incipient faults on the hardware.
Hardware technology, engineers or information technology professionals.

e Software Maintenance:-  These include all the activities carried out in updating and
modifying the programs in order to suit future challenges in software development.

e Adaptive Maintenance:- These involve the changes and modifications in the programs
to suit the operating environment.

e Corrective Maintenance:- These involve the process of detecting bugs in the programs

and other faults and the subsequent removal functioning and operation.
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CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATION
5.1 Summary

In this chapter, we provide a summary of the research conducted on the prevention
of phishing attacks on a voting system using visual cryptography. The chapter highlights
the key findings, conclusions, and recommendations based on the research conducted.
First, we discussed the research methodology followed, which involved conducting a
literature review, analyzing the existing system, identifying its problems, proposing a new
system using visual cryptography, and analyzing the advantages of the new system over
the existing one.

Next, we analyzed the existing voting system to understand its architecture,
components, and processes. This analysis helped in identifying the vulnerabilities and
weaknesses that make the system susceptible to phishing attacks. We then presented the
proposed system, which incorporates visual cryptography techniques to enhance the
security of the voting system. The proposed system design addressed the problems
identified in the existing system, such as weak authentication, vulnerable communication
channels, and lack of user awareness. Based on the analysis, we highlighted the advantages
of the new system over the existing system. These advantages included increased security
against phishing attacks, improved user awareness through visual indicators, transparent
verification of votes, and enhanced privacy protection.

52  Conclusion

In conclusion, this research focused on the prevention of phishing attacks on a
voting system using visual cryptography. The analysis of the existing system revealed
vulnerabilities that make it prone to phishing attacks, such as weak authentication and
vulnerable communication channels. These vulnerabilities can compromise the integrity of
the voting process and undermine the trust of voters. The proposed system, utilizing visual
cryptography techniques, offers a solution to these vulnerabilities. By encoding the secret
information into multiple shares, the proposed system enhances the security of the voting
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system. The visual indicators incorporated in the user interfaces help users detect and avoid

phishing attempts, increasing user awareness and reducing the risk of falling victim to

fraudulent schemes.

Furthermore, the proposed system provides transparent verification of votes,

allowing voters to ensure the accuracy and integrity of their votes. The use of visual

cryptography also enhances privacy protection by distributing sensitive information across

multiple shares, preventing unauthorized access to complete voter data.

5.3

Recommendation

Based on the research conducted, the following recommendations are proposed:

Implementation and Testing: It is recommended to implement and test the
proposed system in a controlled environment, simulating real-world voting
scenarios. This will help validate the effectiveness and performance of the system
in preventing phishing attacks and ensuring the integrity of the voting process.
User Education: It is crucial to provide comprehensive user education and
awareness programs to voters, election officials, and administrators. This education
should focus on the risks associated with phishing attacks, how to identify and
avoid them, and the importance of secure voting practices.

Continuous System Monitoring: It is recommended to establish a system for
continuous monitoring and detection of phishing attacks on the voting system. This
can involve the use of intrusion detection systems, log analysis, and real-time
monitoring tools to identify and respond to any suspicious activities promptly.
Collaboration with Security Experts: Collaborating with security experts and
professionals in the field of visual cryptography can provide valuable insights and guidance
in further enhancing the security of the proposed system. Their expertise can help identify
potential vulnerabilities and suggest improvements to mitigate emerging threats.

By implementing these recommendations, the prevention of phishing attacks on
voting systems can be strengthened, ensuring the integrity and security of the

democratic process.
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APPENDIX 1
FLOWCHART
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