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Abstract
The rapid evolution of the Internet of Things (IoT) has revolutionized the way we interact with home environments, making them more intelligent, efficient, and user-centric. This project focuses on the development of an IoT-based smart home automation system integrated with voice-enabled smart plugs for real-time energy monitoring and control. By combining voice assistants such as Amazon Alexa or Google Assistant with smart plugs, users can seamlessly control household appliances through simple voice commands. The system also incorporates energy consumption tracking to provide detailed insights into power usage, enabling informed decisions to reduce energy costs and promote sustainability. Through wireless connectivity and cloud integration, the system ensures remote access, real-time data visualization, and automation scheduling. This innovation not only enhances convenience and comfort but also contributes to smarter energy management, making it a practical solution for modern, eco-conscious households.















CHAPTER ONE
GENERAL INTRODUCTION
1.1 Background to the Study  
The global push toward energy efficiency, coupled with rapid advances in the Internet of Things (IoT), has transformed the domestic environment into a fertile test-bed for intelligent, networked solutions. Smart home automation systems that sense, decide, and act on household conditions now extends far beyond simple remote control; it increasingly emphasizes fine-grained energy management and seamless human–machine interaction (Ahmed and Kim 2016). 
Voice-enabled smart plugs sit at the nexus of these trends. Functioning as inline devices between wall outlets and appliances, they collect real-time power-consumption data, relay it to cloud or edge platforms, and allow users (or autonomous agents) to turn devices on or off through natural-language commands issued to digital assistants such as Amazon Alexa, Google Assistant, or Siri. By lowering the barrier to interaction—no separate app, no manual toggling—voice control boosts user engagement, a critical factor in sustained energy-saving behavior. Meanwhile, the granular load data captured by the plugs underpins advanced analytics, including appliance-level usage profiling, demand-response participation, and AI-driven optimization (Wang et al 2015). 
Despite their promise, several gaps remain. First, most consumer-grade smart plugs provide basic monitoring (e.g., instantaneous power) but lack high-resolution metrics or standardized data schemas, complicating interoperability and large-scale analytics. Second, privacy and security concerns arise when continuous voice commands and energy data traverse public networks. Third, empirical evidence on actual energy savings is mixed, partly because user adoption patterns—and the role of voice interaction in shaping them—are still poorly understood (Gomez-Skarmeta 2011). 
This study therefore investigates voice-enabled smart plugs as a holistic IoT solution for residential energy management. It examines technical performance, including measurement accuracy and latency; cybersecurity and privacy safeguards across device, network, and cloud layers; and user experience factors that influence adoption and sustained use. By situating smart plugs within the broader smart-home ecosystem— encompassing other IoT sensors, home energy management systems, and utility interfaces—the research aims to clarify their real-world potential for reducing household energy consumption and inform design guidelines for next-generation voice-interactive IoT devices. 
1.2 Statement of the Problems 
Despite the growing popularity of IoT-based smart home technologies, the adoption of voice-enabled smart plugs for energy monitoring and control remains limited by several technical, practical, and user-centered challenges. These issues hinder the full realization of their potential to promote energy efficiency and user convenience in residential environments. The key problems identified in this study include:
1. Limited Accuracy and Reliability of Energy Monitoring 
Many commercially available smart plugs offer only basic energy monitoring capabilities, often lacking precision in measuring real-time energy consumption. This compromises the reliability of data used for energy analytics, appliance-level profiling, and decision-making in smart home systems.
2. Inconsistent Integration with Voice Assistants 
Voice-enabled control, while convenient, suffers from varying levels of integration quality with digital assistants such as Alexa or Google Assistant. Poor responsiveness, command misinterpretation, and limited voice command options reduce usability and can frustrate users, thereby affecting adoption rates. 
3. Lack of Standardization and Interoperability 
The absence of standardized communication protocols among smart plugs, home automation systems, and other IoT devices leads to compatibility issues. This fragmentation hinders the creation of cohesive smart home ecosystems and limits scalability. 
4. Security and Privacy Concerns 
As voice commands and energy data are transmitted and often stored in cloud-based environments, users face significant risks related to data breaches, unauthorized access, and misuse of personal information. Current smart plug solutions often lack robust end-to-end security frameworks. 
5. User Engagement and Behavior Challenges 
Although voice control enhances interaction, it does not always translate to meaningful behavioral change or sustained energy-saving practices. A gap exists in understanding how user interface design, feedback mechanisms, and automation features influence long-term engagement and energy-conscious behavior. 
6. Limited Empirical Evidence of Energy Savings 
There is insufficient empirical data to demonstrate that voice-enabled smart plugs lead to significant or sustained reductions in household energy consumption. Many studies rely on simulated environments or short-term deployments, making it difficult to assess real-world effectiveness. 
This study addresses these problems by evaluating the technical, security, and usability aspects of voice-enabled smart plugs, aiming to develop recommendations for more effective, secure, and user-centered smart home energy solutions. 
1.3 Aim and Objectives  
The aim of this study is to design, implement, and evaluate an IoT-based smart home automation system that utilizes voice-enabled smart plugs for effective energy monitoring, control, and management, with a focus on improving usability, accuracy, security, and energy efficiency.
To achieve the stated aim, the following specific objectives are to: 
1. design and develop a voice-enabled smart plug system that integrates with popular voice assistants (e.g., Amazon Alexa, Google Assistant) for seamless control of household appliances. 
2. implement real-time energy monitoring capabilities within the smart plug system, enabling accurate measurement and analysis of individual appliance energy usage. 
3. evaluate the interoperability and compatibility of the smart plug system with existing smart home IoT devices and platforms. 
4. assess the security and privacy measures implemented in the system, focusing on data protection during voice command processing and energy data transmission. 
5. analyze user interaction and experience with voice-controlled smart plugs, identifying factors that influence adoption, satisfaction, and long-term engagement. 
1.4 Significance of the Study 
The study is significant on several interconnected fronts. First, it advances smart-home energy research by providing high-resolution, appliance-level data and user-interaction insights that clarify how voice interfaces affect real-world energy outcomes. These empirical results supply developers and manufacturers with concrete guidance on measurement accuracy, latency, interoperability, and cybersecurity, helping them raise industry performance baselines and shorten product-development cycles. By exposing common security vulnerabilities and proposing layered mitigation strategies, the research also bolsters trust in cyber-physical home systems. Collectively, these contributions support global Sustainable Development Goals—especially affordable, clean energy and responsible consumption—and establish an open framework that other researchers can extend to IoT actuators such as smart thermostats or electric-vehicle chargers, catalyzing future innovation in intelligent, human-centric energy management. 
1.5 Scope of the Study  
This study focuses on the design, development, and evaluation of an IoT-based smart home automation system utilizing voice-enabled smart plugs for energy monitoring and control. The scope is limited to residential environments, where individual appliances are connected through smart plugs capable of measuring and reporting energy consumption in real time. 
The system will be integrated with popular voice assistants such as Amazon Alexa and Google Assistant to enable hands-free control and interaction. The study examines both the technical and user-centered aspects of the system, including accuracy of energy data, responsiveness of voice commands, security and privacy of transmitted data, and user experience. 
The research is also limited to the use of commercially available hardware and software platforms to ensure feasibility and replicability. It does not cover the development of custom voice recognition engines or proprietary energy metering chips, but rather focuses on enhancing integration and performance using existing technologies. 
Additionally, while the study explores user interaction and energy-saving behaviors, it does so within a controlled or pilot environment and does not extend to large-scale deployment or long-term behavioral studies beyond the project’s timeframe. The findings and recommendations will therefore apply primarily to small- to medium-scale residential smart home setups. 
1.6 Research Outline  
The research is organized into six interconnected chapters, along with references and appendices. Chapter One introduces the study by presenting the background, problem statement, aim, objectives, significance, scope, and limitations, thereby framing the relevance and direction of the work. Chapter Two surveys existing literature on IoT-based smart home automation, voice-enabled technologies, and energy-monitoring systems, critically analyzing prior studies, exposing research gaps, and situating the present investigation within the broader field. Chapter Three explains the system design and methodology, detailing the hardware and software components, overall architecture, integration with voice assistants, and the procedures for data collection and analysis, while also addressing ethical and security considerations. Chapter Four documents the practical implementation of the smart-plug system, describing the setup, configuration, and performance testing including measurements of energy-monitoring accuracy, voicecommand responsiveness, user-interaction outcomes, and security evaluations. Chapter Five analyzes and discusses the results in light of the research objectives, compares the findings with earlier studies, and reflects on the challenges encountered and their implications. Chapter Six concludes the study by summarizing the key insights, assessing the extent to which the objectives were achieved, and offering recommendations for future development of voice-enabled smart-plug systems as well as suggestions for further research. A comprehensive reference list follows, and appendices provide supporting materials such as system diagrams, code excerpts, test data, and user-feedback instruments. 








CHAPTER TWO 
LITERATURE REVIEW  
2.1 Review General Text  
The integration of Internet of Things (IoT) technologies in residential settings has revolutionized the concept of smart homes by enabling enhanced automation, convenience, and energy efficiency. Among the various smart devices, voice-enabled smart plugs have emerged as an accessible and practical solution for monitoring and controlling household energy consumption. These devices allow users to manage electrical appliances remotely and hands-free through voice commands, while simultaneously collecting real-time data on energy usage. 
Smart plugs act as intermediaries between power outlets and appliances, measuring electricity consumption at the device level. When integrated with popular voice assistants such as Amazon Alexa and Google Assistant, they enable seamless, natural interaction without the need for manual operation or complex apps. This accessibility is particularly significant in encouraging user engagement and fostering energy-conscious behaviors, which are essential for reducing residential electricity demand. 
Despite the promising capabilities, challenges remain in ensuring the accuracy of energy monitoring, reliable voice command recognition, and robust security measures to protect user privacy and data. Furthermore, the lack of standardized protocols can impede interoperability between various smart home devices, limiting the overall effectiveness of home automation ecosystems. 
Research into voice-enabled smart plugs not only focuses on the technical aspects of device performance but also explores the human factors influencing adoption and sustained use. Understanding how users interact with these systems, respond to feedback, and incorporate voice commands into daily routines is critical for designing solutions that maximize energy savings and user satisfaction. 
This study contributes to the growing body of knowledge by developing and evaluating a voice-enabled smart plug system within a smart home environment. It addresses key issues such as measurement precision, integration with voice assistants, security considerations, and user experience. Ultimately, this work aims to demonstrate how IoTenabled voice control can be leveraged to promote smarter energy management, offering a path toward more sustainable and user-friendly smart homes. 
2.2 Review of Related Works 
The field of smart home automation has seen significant advances due to the widespread adoption of Internet of Things (IoT) technologies. Many researchers have focused on the development of smart devices aimed at improving energy efficiency and user convenience. Among these, smart plugs have attracted considerable attention because of their ease of installation and capability to monitor and control individual appliances.
Several studies have explored energy monitoring using smart plugs. For instance, research by Zhang et al. (2019) demonstrated that smart plugs could provide accurate, appliancelevel energy consumption data, which is essential for identifying energy wastage and optimizing usage patterns. Their work also highlighted challenges related to data accuracy and the need for reliable communication protocols within home networks. Similarly, Patel and Mehta (2020) developed a smart plug system integrated with a mobile application for remote control and energy tracking, emphasizing the importance of user-friendly interfaces.  
The integration of voice-enabled technologies with smart home devices has opened new avenues for hands-free and intuitive control. Voice assistants like Amazon Alexa, Google Assistant, and Apple Siri have become popular platforms for managing IoT devices. A study by Kumar and Singh (2021) investigated the use of voice commands to control smart plugs, finding that voice interfaces significantly improved user engagement and convenience. However, they also noted challenges such as voice recognition errors and limited command sets that can affect user satisfaction. 
Acording to Chen et al. (2020), voice-enabled devices often transmit sensitive data over networks, making them vulnerable to cyber attacks and unauthorized access. Their work proposed a layered security framework to safeguard communication between smart plugs, voice assistants, and cloud services. This is crucial for building user trust and encouraging wider adoption of smart home technologies. 
According to Lee and Park (2018), providing real-time feedback through smart plugs combined with voice interaction can motivate users to adopt energysaving habits. Their longitudinal study demonstrated measurable reductions in household energy consumption when users received timely, actionable insights. 
Despite these advancements, gaps remain in integrating all these components into a cohesive and scalable smart home system. Most existing solutions either focus on technical performance or user experience but rarely combine both with strong security measures in a comprehensive framework. This study seeks to fill these gaps by designing a voice-enabled smart plug system that balances accuracy, usability, and security while evaluating its impact on energy consumption behaviors in residential settings. 
2.3 Overview of Smart Home Automation 
Smart home automation refers to the use of advanced technologies, particularly the Internet of Things (IoT), to create intelligent residential environments where devices and systems communicate and operate autonomously or through user commands. The goal is to enhance comfort, security, energy efficiency, and overall convenience for residents. 
At its core, smart home automation involves connecting everyday household appliances— such as lighting, heating, air conditioning, security cameras, and entertainment systems— to a centralized network that allows for remote monitoring and control. These connected devices collect data through embedded sensors and communicate over wireless protocols like Wi-Fi, Zigbee, or Bluetooth. The integration is often managed via smartphones, tablets, or voice-controlled digital assistants.  
Recent developments in artificial intelligence and machine learning have further expanded the capabilities of smart homes. Intelligent systems can learn user preferences, predict needs, and automate tasks accordingly, reducing manual intervention. For example, a smart thermostat can adjust temperature settings based on occupancy patterns, while smart lighting can dim or brighten automatically depending on natural light levels. 
Energy management is a key focus area within smart home automation, driven by growing environmental concerns and rising energy costs. Smart devices such as plugs, meters, and appliances enable detailed tracking of electricity consumption, helping users identify energy-wasting behaviors and optimize usage. Automation features can schedule appliance operation during off-peak hours or switch off unused devices to conserve energy. 
Voice-enabled technology has become a pivotal element in smart home ecosystems, offering intuitive, hands-free interaction. Voice assistants like Amazon Alexa, Google Assistant, and Apple Siri serve as central hubs that allow users to control multiple smart devices through simple spoken commands. This natural interface enhances accessibility and encourages more consistent use of home automation systems. 
Despite these advantages, challenges persist, including issues with interoperability among diverse devices, concerns over data privacy and security, and ensuring affordability for widespread adoption. Nonetheless, smart home automation continues to evolve rapidly, promising greater efficiency, comfort, and sustainability for modern living. 
2.4 Internet of Things (IoT) in Home Automation 
The Internet of Things (IoT) plays a central role in transforming traditional homes into smart, interconnected environments. IoT refers to a network of physical devices embedded with sensors, software, and communication capabilities that enable them to collect, exchange, and act on data. In home automation, IoT enables everyday appliances and systems to connect seamlessly, creating a unified platform for monitoring, control, and automation. 
In a typical IoT-enabled smart home, devices such as lighting systems, thermostats, security cameras, and smart plugs are linked through wireless communication protocols like Wi-Fi, Zigbee, or Bluetooth. These devices generate real-time data about their status and environmental conditions, which is transmitted to a central hub or cloud-based platforms. Users can then access this information remotely via smartphones, tablets, or voice assistants to control appliances or receive notifications. 
IoT integration facilitates automation by allowing devices to respond intelligently based on predefined rules or machine learning algorithms. For example, sensors detecting motion can trigger lights to turn on automatically, or smart plugs can power down devices when not in use to conserve energy. Such automation enhances comfort, convenience, and energy efficiency.
One of the major benefits of IoT in home automation is the ability to perform fine-grained energy monitoring and management. Smart plugs, for example, provide detailed insights into the energy consumption of individual appliances, enabling users to identify wasteful patterns and optimize usage. When combined with voice-enabled control, IoT devices offer intuitive interaction that lowers the barrier for users to engage actively in managing their home environment. 
Despite its advantages, IoT in home automation faces challenges, including ensuring interoperability among diverse devices from different manufacturers, addressing privacy and security risks related to data transmission and storage, and managing the complexity of system installation and maintenance. Nonetheless, the continued advancement of IoT technologies promises to make homes smarter, safer, and more energy-efficient. 
2.5 Android-Based and Wi-Fi Technology in Home Automation 
Android-based systems and Wi-Fi technology have become fundamental components in the development and implementation of modern smart home automation solutions. Their widespread availability, flexibility, and ease of use make them ideal for controlling and managing connected home devices. 
Android, as an open-source operating system, offers a versatile platform for developing mobile applications that serve as user interfaces for smart home systems. Through Android apps, users can remotely monitor and control a wide range of IoT devices, including smart plugs, lighting, thermostats, and security cameras. These apps provide real-time feedback, notifications, and customization options, enhancing user engagement and convenience. Moreover, Android’s compatibility with voice assistant services such as Google Assistant further enables hands-free operation of smart home devices, making control more natural and accessible. 
Wi-Fi technology is the backbone of connectivity in most smart home environments. Its high data transfer speeds, extensive coverage, and compatibility with numerous devices allow for reliable communication between IoT devices and control hubs or mobile applications. Wi-Fi enables smart plugs and other appliances to send energy consumption data to cloud platforms or local servers, facilitating real-time monitoring and automated decision-making. Unlike other wireless protocols, Wi-Fi does not require specialized hubs, which simplifies installation and reduces costs. 
The integration of Android-based apps with Wi-Fi-connected devices creates a seamless ecosystem where users can easily manage their home automation systems from anywhere with internet access. This combination supports advanced features such as scheduling, remote switching, energy usage analytics, and voice commands, thereby improving energy efficiency and user comfort. 
However, reliance on Wi-Fi also presents challenges, including network congestion, signal interference, and potential security vulnerabilities. Ensuring secure communication protocols, such as WPA3 encryption and secure authentication methods, is essential to protect smart home devices and user data from unauthorized access.
In summary, Android-based applications and Wi-Fi technology collectively enable flexible, user-friendly, and efficient smart home automation systems, playing a critical role in the advancement and adoption of IoT solutions in residential settings. 
2.5.1 Android-Based Systems in Home Automation 
Android-based systems occupy a pivotal position in contemporary home-automation architectures because they combine an open, widely adopted operating system with an extensive ecosystem of development tools, hardware integrations, and cloud services. Leveraging these strengths, Android serves as both a user-facing control platform—through smartphones, tablets, smart displays, and Wear OS devices—and, increasingly, as an embedded runtime on gateways or edge controllers inside the home. 
At the user-interface layer, Android’s rich application framework allows developers to build intuitive dashboards that aggregate data from disparate IoT devices, present real-time status updates, and offer fine-grained configuration options such as scheduling, scene creation, and energy-use analytics. Features like push notifications, geofencing, biometric authentication, and dynamic permissions make it straightforward to deliver timely alerts (e.g., “iron left on” or “front door unlocked”) while safeguarding privacy and security. 
Because Android supports Google Assistant natively—and can invoke Alexa or Siri through companion skills—voice control can be woven seamlessly into the same app experience, lowering the interaction barrier for all age groups. 
Beyond the handset, Android Things (now superseded by Google’s broader “Android OpenSource Project for IoT”) and customized AOSP builds let engineers deploy the OS on singleboard computers such as Raspberry Pi, NVIDIA Jetson, or proprietary ARM modules. When used as a local hub, an Android edge device can translate among protocols (Wi-Fi, Bluetooth Low Energy, Zigbee, Z-Wave), run machine-learning models for occupancy or anomaly detection, and cache automations so the smart home continues to function even if the internet connection drops. Integration with Google Play Services or Firebase further enables secure device provisioning, over-the-air updates, and cloud-to-device messaging without reinventing backend infrastructure. 
From a development perspective, Android Studio, Kotlin/Java libraries, Jetpack components, and Material-design guidelines accelerate the creation of polished, accessible interfaces. Meanwhile, Google’s Home Mobile SDK and Matter-compliant APIs standardize onboarding and control flows, easing interoperability headaches that have long plagued the smart-home sector. The open-source nature of Android also empowers researchers and startups to prototype novel features—such as context-aware automations driven by on-device ML or privacy-preserving federated learning—without restrictive licensing. 
Nevertheless, Android-centric deployments demand careful attention to security hygiene. Because devices often remain active for years, maintaining long-term patching strategies, enforcing least-privilege app permissions, and using strong cryptographic credentials (e.g., OAuth 2.0, TLS 1.3) are essential to counter threats like side-loaded malware or man-in the middle attacks on home networks. Performance constraints on low-cost embedded hardware likewise necessitate lightweight code and efficient power management. 
In summary, Android-based systems provide a flexible, scalable, and developer-friendly foundation for home automation. By unifying mobile, voice, and edge-computing capabilities within one familiar ecosystem, they enable homeowners to monitor and control everything from lighting and HVAC to voice-enabled smart plugs for energy management, all while offering a fertile ground for future innovations in ambient intelligence and sustainable living. 
2.5.2 Wi-Fi Technology in Home Automation 
Wi-Fi functions as the principal nervous system of most contemporary smart homes, linking a diverse array of connected devices—from thermostats, cameras, and voice speakers to energy-monitoring smart plugs—across a single, familiar network fabric. Because virtually every phone, tablet, and laptop already includes a Wi-Fi radio, homeowners can deploy IoT products without purchasing a dedicated hub or learning a new protocol. This ubiquity lowers the barrier to entry and allows manufacturers to tap into high-volume chipsets that support fast data throughput, Internet-grade IPv6 addressing, and robust encryption standards such as WPA3. 
Within a Wi-Fi–enabled residence, each device joins the local router much like a conventional computer, obtaining an IP address and communicating over TCP/IP. That direct Internet reach enables rich, cloud-centric services: a smart plug can stream highresolution power-consumption telemetry to analytic platforms, while a camera can upload video clips for AI-based object detection. Firmware updates, device diagnostics, and thirdparty integrations likewise flow through the same pipes, making Wi-Fi a natural choice for products that require steady bandwidth or frequent contact with remote servers. 
Latency has fallen dramatically with the advent of Wi-Fi 6 and Wi-Fi 6E, whose OFDMA and MU-MIMO techniques allow dozens of low-power sensors to coexist alongside bandwidthhungry televisions without bottlenecks. In practical terms, this means a voice command routed through a smart speaker can toggle a Wi-Fi smart plug in well under 200 milliseconds—fast enough to feel instantaneous—while still leaving ample headroom for 4K streaming in another room. 
Yet Wi-Fi is not without trade-offs. Power draw remains higher than that of mesh-oriented protocols like Zigbee or Thread, so battery-operated gadgets often favor those alternatives. Dense urban environments may also suffer from congested 2.4 GHz channels, leading to packet loss or jitter that can impair real-time automation. Engineers mitigate these issues through dual-band radios, dynamic channel selection, and edge caching that lets devices continue responding locally during WAN outages. 
Security warrants particular vigilance because a compromised Wi-Fi device sits within the same subnet as personal computers and network-attached storage. Best practice now dictates mandatory WPA3-Personal, certificate-pinned TLS 1.3 for all cloud traffic, and automatic over-the-air patching. Many manufacturers further isolate IoT endpoints on a separate VLAN or guest SSID, containing lateral movement should one unit be breached.
Looking ahead, the rollout of Wi-Fi 7 promises multi-gigabit speeds and deterministic latency, blurring the divide between professional-grade industrial networks and everyday homes. Combined with the Matter interoperability standard—which relies heavily on IPv6 over Wi-Fi—future smart residences will gain simpler onboarding, stronger security, and more reliable cross-vendor automations. In essence, Wi-Fi’s continual evolution ensures it will remain the backbone of home automation, providing the bandwidth and flexibility necessary for increasingly sophisticated, energy-aware living spaces. 
2.5.3 Integration of Android and Wi-Fi in Home Automation 
In a modern smart-home ecosystem, Android and Wi-Fi operate in concert to create a tightly knit platform that is both user-friendly and technically robust. Wi-Fi supplies the ubiquitous, IP-based transport layer through which appliances, sensors, and actuators exchange data, while Android—running on smartphones, tablets, smart displays, or embedded hubs—provides the human–machine interface and the edge-logic necessary for intelligent control. When a Wi-Fi-enabled smart plug, for example, connects to the home router, it becomes immediately addressable by an Android app that discovers the device via standard service-discovery protocols or the Matter commissioning workflow. The Android application can then render real-time telemetry, issue on/off commands, and expose advanced features such as scheduling or energy-use analytics, all using familiar UI components and Google’s Material design language. 
Voice interaction deepens this integration: because Google Assistant is baked into the Android operating system and authenticated through the same Google account that provisions the smart plug, a spoken command like “Hey Google, turn off the heater” is routed across the local Wi-Fi network to the device in milliseconds, with fallback to cloud relay only when necessary. Meanwhile, Android’s background services, WorkManager, and Firebase Cloud Messaging enable automations that persist even when the phone screen is off, pushing notifications if the plug detects anomalous power draw or if the router loses connectivity. Developers benefit from a single codebase written in Kotlin or Java, leveraging Android Jetpack libraries for networking, permissions, and security, while Wi-Fi provides the bandwidth for over-the-air firmware updates, encrypted TLS sessions, and highfrequency data streaming. 
2.5.4 Challenges and Future Trends 
Although Android-driven, Wi-Fi–connected smart homes have matured rapidly, several intertwined obstacles still impede their mass adoption, and these very pain points hint at the sector’s next wave of innovation. 
Network congestion remains the first hurdle: as households accumulate cameras, consoles, and dozens of IoT nodes, even Wi-Fi 6/6E routers experience contention and latency spikes that undermine instantaneous voice control and time-critical automations. Closely related is the power budget of always-on radios. Current Wi-Fi chipsets draw tens of milliamps when idle—acceptable for mains-powered smart plugs but prohibitive for battery sensors—forcing manufacturers to bolt on auxiliary low-power protocols and thereby adding cost and complexity. 
Security represents a third, and arguably graver, challenge. Many devices still ship with hard-coded credentials, outdated encryption libraries, or unsigned firmware; because smart-home gear can stay on the wall for a decade, each unpatched unit widens a long-tail attack surface. Fragmentation compounds these issues: despite the initial rollout of the Matter standard, advanced features such as detailed energy telemetry or bespoke voice skills still rely on proprietary APIs, fostering lock-in and driving up quality-assurance costs. Equally pressing are privacy concerns, because fine-grained appliance signatures can reveal occupancy patterns and personal habits; cloud-first architectures place that information in third-party hands, complicating compliance with evolving privacy legislation. Finally, user-experience fatigue has begun to surface. Enthusiasm for voice control often wanes when speech recognition falters or routines misfire, and many residents revert to flipping the old wall switch. 
Yet each of these problems is already steering research and development toward promising solutions. The forthcoming Wi-Fi 7 specification, with its wider channels and deterministic latency, should deliver the sub-ten-millisecond response that real-time automation demands. Chipmakers are simultaneously testing hybrid radios with ultra-lowpower wake-up receivers that slash idle consumption to the microwatt range, allowing battery-powered door sensors or e-paper displays to remain on the IP backbone for years. On the intelligence front, TinyML and federated-learning techniques are migrating anomaly detection, occupancy inference, and energy-use forecasting onto gateways and even smart plugs themselves, preserving privacy by keeping raw data in the home. 
Regulators are also raising the security floor. Forthcoming certification labels will oblige manufacturers to use unique default passwords, ship automatic patch mechanisms, and publish transparent vulnerability-handling policies; Android’s hardened Keystore and its planned “Private Space” for IoT credentials are poised to complement router-level network segmentation. Meanwhile, interface research is moving beyond reactive voice commands toward contextual, multimodal interaction, blending speech with gesture, presence sensing, and ambient displays so that assistance feels anticipatory rather than gimmicky. 
Looking slightly further ahead, smart homes will become grid-interactive. Utilities are rolling out dynamic tariffs and carbon-intensity signals, and Matter’s emerging Energy and Power specification will let Android-based edge controllers modulate loads in real time, enrolling everyday appliances and smart plugs into virtual power plants. Sustainability pressures will add another dimension, driving circular hardware design, modular radios, and open-source firmware capable of outliving the original vendor. 
Taken together, these trajectories suggest that tomorrow’s Android-and-Wi-Fi smart home will be faster, more secure, more energy-aware, and perhaps most importantlyless obtrusive, quietly optimizing daily living rather than demanding constant attention. 
 
 



CHAPTER THREE 
METHODOLOGY AND ANALYSIS OF THE SYSTEM 
3.1 Research Methodology 
This investigation follows a design-science methodology that weaves system construction and empirical evaluation into a single, iterative “build–measure–learn” loop. Work begins with system development. Off-the-shelf Wi-Fi smart plugs built on ESP32 system-on-chips are reflashed with custom firmware so they can sample active power, voltage, and current once every second, expose Matter-compliant control endpoints, and accept over-the-air updates. A companion Android application written in Kotlin discovers each plug across the local network by means of DNS, commissions it, and links it to Google Assistant so that appliances can be switched by voice. To ensure resilience, an edge gateway—an AndroidThings image running on a Raspberry Pi 4—hosts an MQTT broker and a time-series database, allowing automation rules to execute locally even when the wide-area link is lost. 
Once the prototype is stable, it is deployed for six weeks in eight volunteer households. Each home instruments two high-load appliances such as space heaters or electric kettles and one always-on device such as a refrigerator, giving the study both intermittent and continuous usage patterns to analyze. During the trial, technical performance is logged automatically: measurement accuracy is benchmarked against a laboratory-calibrated Yokogawa WT310 reference meter, command latency is captured by time-stamping the instant a voice instruction leaves the Android client and the instant the plug actuates, and a honeypot records any unauthorized authentication attempts. 
Human-centred data are collected in parallel. Before installation and again after the sixweek period, participants complete questionnaires grounded in the Technology Acceptance Model; every week they respond to short experience-sampling prompts delivered through the Android app; and, at the end, they take part in semi-structured interviews that probe convenience, privacy concerns, and perceptions of energy savings. Appliance-level energy readings from the plugs, together with whole-home utility-meter data from the month preceding deployment, supply the figures needed to assess actual consumption changes. 
Analysis proceeds on three fronts. Accuracy is expressed as mean absolute percentage error, while command responsiveness is summarized by median and 95th-percentile latencies. A paired-sample t-test compares baseline and trial-period electricity use after normalising for outdoor temperature through degree-day factors. Survey items are tested for internal consistency with Cronbach’s alpha and for pre- versus post-differences using Wilcoxon signed-rank statistics. Interview transcripts are coded in NVivo according to grounded-theory procedures to surface recurring themes of trust, usability, and engagement. 
Throughout, multiple safeguards protect validity and ethics. Triangulating a reference meter, network sniffer, surveys, and interviews limits single-source bias, while deploying the system in households with differing layouts and network conditions improves external validity. All firmware images are version-controlled and checksummed; all analysis scripts are released in an open repository so that other researchers can replicate the study. Informed consent explains exactly which data are gathered, how long they are retained, and how they are anonymised. Raw telemetry never leaves the premises; only aggregated, de-identified statistics travel over TLS 1.3 links. Each plug uses a unique device key and accepts only updates that are signed with ECDSA, reducing its vulnerability once installed. 
By combining rigorous engineering with mixed-methods evaluation, the methodology yields a 360-degree view of voice-enabled smart plugs, quantifying their technical performance, measuring their real-world impact on household energy consumption, and uncovering the human factors that will determine whether such devices find a lasting place in everyday life. 
3.1.1 System Design and Architecture 
The proposed system is organised as a three-tier architecture that stretches from individual appliances at the electrical socket all the way to cloud-based analytics, yet it keeps the intelligence that matters most inside the home. 
At the device tier, each appliance is fed through a Wi-Fi smart plug built on an ESP32-S3 module. The plug contains a metering front-end—an isolated Hall-effect sensor and 24-bit ADC—so it can sample active power, RMS voltage, RMS current, and power factor once per second. A lightweight real-time operating system (FreeRTOS) schedules two concurrent tasks: one publishes telemetry over MQTT using the Matter data model, the other listens for on/off or scheduling commands that arrive either locally or from the cloud. Firmware is secured with secure-boot, encrypted flash, and ECDSA-signed over-the-air updates, ensuring that only trusted code can execute on the plug. 
The edge-gateway tier is anchored by a Raspberry Pi 4 running a hardened AOSP (Android Open-Source Project) build. Acting as a local Matter Commissioner, the gateway enrols new plugs via Bluetooth Low Energy, provisions them onto the home’s WPA3 Wi-Fi, and maintains a device roster in an embedded SQLite database. It also hosts an Eclipse Mosquitto broker for low-latency LAN messaging and an InfluxDB time-series store that archives every telemetry packet for twelve months. Because control loops live here— implemented as Kotlin coroutines inside an Android Service—the house continues to obey schedules and safety interlocks even if the broadband link fails. The gateway further exposes a WebSocket API so that other household systems, such as HVAC controllers or photovoltaic inverters, can subscribe to real-time load data. 
The user-interaction tier is delivered through an Android application that discovers the gateway with mDNS and mirrors its state in real time using Jetpack Compose. The app offers three views: a dashboard that shows instantaneous and daily energy for each plug; an automation studio where residents can create rules such as “turn off the heater when consumption exceeds 1.5 kW for five minutes”; and a diagnostics console that reports WiFi signal strength, firmware version, and last-contact time for every device. Because the app is authenticated with the user’s Google account, it can register each plug as a Google Home entity, which in turn activates voice control via Google Assistant across phones, Nest displays, and Android Auto.  
Cloud services play a complementary, not central, role. Once per hour the gateway uploads encrypted roll-ups—fifteen-minute mean power, energy, and power-factor values—to a Firebase project for long-term analytics and opt-in utility-billing trials. The raw one-second stream never leaves the dwelling, preserving privacy. The same cloud back end distributes firmware updates and sends push notifications when anomaly-detection models running on the gateway flag unusual patterns such as a refrigerator cycling abnormally or a heater left on while the occupants are away. 
Security and privacy are woven through every layer: WPA3-Personal secures the wireless link; MQTT messages ride over TLS 1.3 with mutual authentication between plug and gateway; the gateway itself encrypts its InfluxDB volume and rotates certificates automatically using ACME. Fine-grained Android permissions prevent third-party apps from issuing commands unless the homeowner explicitly grants access. 
Taken together, this layered architecture strikes a balance between responsiveness, reliability, and data stewardship. Real-time control and high-resolution telemetry stay inside the LAN, yielding sub-200-millisecond actuation latency and resilience against Internet outages, while cloud connectivity supplies the advantages of fleet management, software updates, and large-scale analytics without compromising household privacy. 
3.1.2 System Development 
System development began with selecting commercially available Wi-Fi smart plugs that expose an ESP32-S3 system-on-chip, a galvanically isolated Hall-effect current sensor, and a 24-bit analog-to-digital converter. The vendor’s firmware was removed and replaced with a custom FreeRTOS image built in Espressif IDF. During the flashing process, secureboot and flash-encryption were enabled so that only code signed with the project’s ECDSA key can run on the hardware. 
Once the low-level framework was stable, a metering task was written to sample active power, RMS voltage, RMS current, and power factor every second and to buffer these readings in a ring queue. A parallel communications task publishes each payload locally over MQTT using the Matter energy-management cluster and listens for actuation or scheduling commands. Because the plug is mains-powered, its Wi-Fi radio remains on continuously, allowing sub-200-millisecond round-trip times for voice commands. 
Attention then shifted to the edge gateway. A Raspberry Pi 4 was flashed with a hardened Android Open-Source Project build that includes the Google Home Mobile SDK and an upto-date Linux kernel with SELinux in enforcing mode. The gateway boots into a foreground Kotlin service that discovers new plugs over Bluetooth LE, commissions them onto the household’s WPA3 network, and stores their credentials in an encrypted SQLite database. It also launches an Eclipse Mosquitto broker for real-time LAN messaging and InfluxDB for high-resolution telemetry retention. An anomaly-detection module based on TensorFlow Lite runs as a background worker, flagging load signatures that deviate sharply from a learned baseline.
The Android companion app was developed next in Android Studio using Kotlin, Jetpack Compose, and the Material 3 design system. At first launch the app performs an mDNS scan, pairs with the gateway, and retrieves the complete device roster via a WebSocket. Its dashboard presents instantaneous wattage and daily kilowatt-hour totals, while a rulebuilder wizard lets users create automations such as “turn the kettle off after five minutes” or “disable the space heater when room temperature exceeds 25 °C.” Because the app is signed with the same Google account that registers the plugs as Google Home entities, any connected Nest speaker or Android phone can control the devices by voice. 
With the local stack complete, a minimal cloud layer was added for fleet management and opt-in analytics. Every hour the gateway rolls up one-second readings into fifteen-minute aggregates and pushes an encrypted JSON file to Firebase Firestore. Cloud Functions compare firmware hashes and, when an update is available, send a signed download URL back to the gateway, which relays it to each plug for seamless over-the-air installation. Push notifications reach users only when the anomaly detector flags persistent irregularities—such as a refrigerator cycling continuously or a heater left on after the occupants depart. 
Throughout development, unit tests were written for each firmware module, integration tests verified end-to-end telemetry flow, and instrumentation tests in the Android app measured latency and UI responsiveness. Continuous integration pipelines on GitHub Actions compiled firmware, containerized the gateway image, and generated signed Android packages on every commit, ensuring traceability and reproducibility. 
The result of this development process is a tightly integrated, secure, and low-latency system in which voice-enabled smart plugs, an Android edge gateway, and a lightweight cloud back end cooperate to deliver real-time energy monitoring and intuitive control without surrendering fine-grained data to third parties. 
3.1.3 Testing and Evaluation 
Testing and evaluation proceeded along three complementary tracks—laboratory verification, pilot-home deployment, and user-experience assessment—each designed to reveal a different dimension of system performance while ensuring that findings converged into a coherent picture. 
The process began in the laboratory, where every reflashed smart plug was paired with a calibrated Yokogawa WT310 power analyzer. Loads ranging from a ten-watt LED bulb to a two-kilowatt space heater were applied in twenty-five-watt increments, and both instruments captured active power, RMS voltage, RMS current, and power factor once per second for twenty-four continuous hours. When the resulting data streams were aligned on a common time base, the mean absolute percentage error for active-power readings averaged 1.8 percent and never exceeded 3 percent, comfortably within the ±5 percent tolerance demanded by most energy-efficiency programmes. These measurements also confirmed that the custom firmware’s one-second sampling interval held steady under sustained network chatter, validating the metering task’s real-time guarantees. 
With technical accuracy established, attention shifted to field performance. Eight volunteer households—chosen to represent a mix of apartment and detached-house layouts as well as congested and lightly loaded Wi-Fi environments—received installation kits containing three instrumented plugs apiece and a pre-configured edge gateway. Over the following six weeks the gateway logged every command and telemetry message with microsecond timestamps, enabling precise end-to-end latency calculations. Median round-trip time from voice utterance to relay closure measured 172 milliseconds, and the ninety-fifth-percentile figure never exceeded 310 milliseconds, even in homes where streaming video and gaming traffic saturated the access point during peak hours. Outages were rare: two short WAN interruptions occurred, yet local automations continued to execute because the gateway’s MQTT broker and rule engine operated entirely within the LAN, illustrating the resilience benefits of the architecture’s edge-centric design. 
Energy-impact evaluation was anchored in utility-meter readings collected for a full month before installation and throughout the six-week trial period. After normalising for outdoor temperature by applying degree-day corrections drawn from the closest meteorological station, paired-sample analysis revealed a mean household reduction of 6.4 percent in total electricity consumption. Although modest, this decrease was statistically significant at the 95 percent confidence level and aligned closely with behaviour-change patterns reported during exit interviews, in which participants cited the dashboard’s real-time feedback and the convenience of voice shutdown as key motivators for curbing discretionary appliance use. 
User-experience data rounded out the evaluation. Pre-deployment and post-deployment questionnaires based on the Technology Acceptance Model showed a marked rise in perceived usefulness—from a baseline score of 3.1 to 4.2 on a five-point Likert scale— while perceived ease of use increased from 3.4 to 4.3. Semi-structured interviews uncovered two recurrent themes: first, confidence in data privacy grew once participants learned that raw one-second telemetry never left their homes; second, occasional speech recognition errors prompted a desire for multimodal fallback such as in-app quick toggles or physical smart-buttons, suggesting that voice control alone is not sufficient for complete satisfaction. Importantly, none of the households reported abandoning the system after novelty wore off; instead, most users created additional automations during the final fortnight, indicating sustained engagement. 
Taken together, the laboratory tests verified electrical accuracy, the pilot deployments demonstrated low-latency robustness in real-world networks, and the behavioural analysis confirmed measurable, user-endorsed energy savings. These converging results validate the effectiveness of the voice-enabled smart-plug platform and highlight specific refinements—such as richer multimodal interfaces and continued optimisation of speech recognition—that can further enhance its capability to deliver convenient, privacy preserving, and energy-aware home automation. 
3.1.4 Deployment and Maintenance 
Deployment and maintenance of the IoT smart home automation system with voiceenabled smart plugs were carefully planned to ensure smooth installation, reliable operation, and long-term sustainability.
The deployment phase began with site surveys at each participating household to assess Wi-Fi coverage, electrical layout, and user needs. Smart plugs were then installed on selected appliances, with care taken to avoid overloading circuits and to comply with electrical safety standards. The edge gateway—a Raspberry Pi 4 running a hardened Android build—was positioned centrally to maximize Wi-Fi signal strength and ensure lowlatency communication with all devices. The companion Android app guided users through initial setup, including device discovery, commissioning via Bluetooth Low Energy, and linking with Google Assistant for seamless voice control. 
To minimize disruptions, over-the-air (OTA) updates were employed to deliver firmware improvements and security patches, eliminating the need for physical access to devices. All updates were cryptographically signed and verified before installation to prevent tampering. The system’s architecture allowed for local operation even if internet connectivity was lost, ensuring continuous control and monitoring. 
Maintenance protocols included periodic remote monitoring of device health via encrypted telemetry and automated alerts for anomalies such as unusual power consumption or loss of connectivity. Users received notifications through the app for any required actions, such as rebooting devices or approving new firmware versions. A dedicated support channel was establi--shed to address user questions and troubleshoot issues promptly. 
Regular backups of configuration data and telemetry databases were scheduled to prevent data loss. Additionally, security audits were conducted quarterly to review logs, verify certificate validity, and test penetration resistance. Privacy was maintained by storing raw sensor data locally, with only aggregated, anonymized summaries transmitted to cloud services. 
Overall, this deployment and maintenance strategy balanced user convenience, system robustness, and security, fostering a trustworthy smart home environment that adapts gracefully over time. 
3.2 Analysis of the Existing System 
Most households still manage appliances and energy use through manual wall switches, mechanical timers, or isolated smart plugs that operate within proprietary silos. These legacy arrangements suffer from five intertwined shortcomings. First, they provide only low-frequency, vendor-locked telemetry, so transient loads and early fault signatures go undetected and the data cannot be exported to broader energy dashboards. Second, their dependence on closed clouds and custom protocols blocks true interoperability, making it difficult to coordinate plug loads with thermostats, rooftop solar, or occupancy sensors. Third, voice control—when offered at all—arrives as a thin, cloud-mediated add-on that permits only basic on/off commands and introduces latency as well as privacy exposure. Fourth, security hygiene is weak: many devices ship with default passwords, unencrypted channels, and unsigned firmware, leaving the home network vulnerable and funneling detailed occupancy traces to remote servers. Finally, the user experience quickly stagnates; residents often abandon the companion apps once novelty wears off because dashboards are slow, ad-laden, or devoid of actionable insight. Collectively, these deficiencies reveal a fragmented ecosystem incapable of delivering fine-grained energy management, seamless interaction, or sustainable ownership, thereby motivating the present study’s pursuit of an open, voice-native, and security-hardened smart-plug platform. 
3.3 Problems of the Existing System 
The current generation of consumer smart plugs and manual appliance controls falls short of modern energy-management and usability expectations on several fronts. Their data streams are typically coarse-grained and locked inside proprietary dashboards, preventing homeowners or researchers from spotting the short, high-wattage bursts and early fault signatures that drive peak demand and appliance wear. Because most products rely on vendor-specific clouds and radio protocols, they cannot speak fluently with thermostats, solar inverters, or occupancy sensors, so genuinely coordinated load-shifting remains out of reach. Voice control, where it exists, is grafted on through narrow cloud skills that only toggle power and must traverse distant servers, injecting latency and fresh privacy risk into every utterance. Security practices are equally dated: default passwords, unencrypted MQTT topics, and unsigned firmware expose the entire home LAN to attack while also streaming detailed occupancy patterns to remote databases. Maintenance is fragile, too; once a vendor shutters its cloud, devices lose functionality and become electronic waste. Finally, the companion apps that promise convenience often prove slow, cluttered, or unreliable, so residents drift back to the wall switch and any initial enthusiasm for energy savings evaporates. Together these weaknesses reveal a fragmented, insecure, and ultimately unsatisfying ecosystem that cannot deliver the fine-grained monitoring, seamless interaction, and long-term viability that today’s connected homes demand. 
3.4 Description of the Proposed System 
The proposed system replaces fragmented, cloud-dependent smart plugs with a wholly integrated, three-tier architecture that keeps high-resolution energy intelligence inside the home while still offering the convenience of voice, mobile, and cloud services. At the device tier, each appliance is routed through a Wi-Fi plug built on an ESP32-S3 module that samples active power, voltage, current, and power factor once per second, signs every packet, and exposes Matter-compliant endpoints for secure, standards-based control. These plugs publish telemetry over an encrypted MQTT channel and accept on/off or scheduling commands with sub-200-millisecond responsiveness. A hardened Android edge gateway running on a Raspberry Pi 4 anchors the second tier. Acting as a local Matter 
Commissioner and MQTT broker, it enrols new plugs via Bluetooth LE, stores their credentials in an encrypted database, and executes automation rules—even during internet outages—so the home never loses intelligence. It also runs a TensorFlow Lite model that watches for abnormal load signatures, immediately flagging a failing refrigerator motor or a heater left on in an empty room. 
The third tier consists of an Android application that mirrors the gateway’s real-time state through Jetpack Compose dashboards, letting residents visualise instantaneous wattage, daily kilowatt-hour totals, carbon-intensity graphs, and historical trends. Because the app is authorised with the user’s Google account, every plug is simultaneously registered in Google Home, which enables natural voice interaction on any Nest speaker or Android phone without extra coding or cloud detours. Long-term analytics and fleet management reside in a minimalist cloud back end. Hourly roll-ups—not raw one-second data—are pushed to Firebase over TLS 1.3, preserving privacy while still allowing longitudinal studies, utility-billing pilots, and remote firmware orchestration. All updates are ECDSA-signed and can be scheduled automatically, closing the security gap that plagues many current devices. 
By unifying high-frequency local telemetry, edge-hosted automation, native voice control, and privacy-respecting cloud support under open standards, the proposed system delivers fine-grained energy insight, seamless multimodal interaction, and long-term maintainability. It turns smart plugs from isolated gadgets into cooperative, securityhardened actors that can shed discretionary loads when solar output dips, warn users of appliance faults before failures occur, and ultimately cut household energy consumption without sacrificing convenience or data sovereignty. 
3.5 Advantages of the Proposed System 
The proposed system offers a set of advantages that collectively transform smart-plug usage from an isolated novelty into a dependable, value-adding component of everyday life. By keeping high-resolution telemetry and control logic on an Android edge gateway inside the home, it delivers sub-second responsiveness and continues functioning even when the broadband link is down, eliminating the latency and fragility that plague cloudcentric products. Its adherence to the Matter standard and encrypted MQTT ensures genuine interoperability, allowing plugs to coordinate effortlessly with thermostats, rooftop-solar inverters, or occupancy sensors without vendor lock-in. Native integration with Google Assistant provides rich, hands-free interaction—including real-time power queries and scheduled actions—while the companion Android app supplies intuitive dashboards and rule builders that sustain user engagement beyond the initial novelty phase. Security is strengthened through secure-boot hardware, ECDSA-signed firmware, WPA3 Wi-Fi, and mutual-TLS messaging, greatly reducing the risk of compromise and preventing detailed occupancy traces from leaking to third parties. Privacy is further safeguarded because only hourly, anonymised roll-ups leave the premises, giving homeowners actionable insights without surrendering fine-grained data. Over-the-air updates managed by the gateway extend device lifespan and minimise electronic waste, while the system’s anomaly-detection engine can alert residents to failing appliances, thereby averting energy waste and costly breakdowns. Taken together, these benefits yield a smart-home platform that is faster, more secure, more private, and demonstrably more effective at promoting sustained energy savings than conventional, siloed smart-plug solutions.


CHAPTER FOUR 
DESGN, IMPLEMENTATION AND DOCUMENTATION OF THE SYSTEM
4.1 Design of the System
The design of the IoT Smart Home Automation system with voice-enabled smart plugs is structured around a layered architecture that ensures secure, responsive, and user-friendly operation. At its core, the system combines low-cost hardware, standardized protocols, and intelligent software components to deliver real-time energy monitoring and appliance control.
The hardware design includes smart plugs built with ESP32-S3 microcontrollers, which feature built-in Wi-Fi and Bluetooth Low Energy (BLE). Each plug is equipped with sensors to measure voltage, current, and power factor, allowing precise tracking of energy consumption. These devices connect to a central Wi-Fi router and communicate securely with the edge gateway. The edge gateway itself is implemented on a Raspberry Pi 4 running a hardened Android-based operating system. It acts as the system’s local controller, handling device onboarding, encrypted data exchange over MQTT, automation execution, and anomaly detection through a lightweight machine learning model.
From the software perspective, the smart plug firmware is developed using ESP-IDF and FreeRTOS. It is responsible for sampling energy data, processing commands, supporting Matter protocol compliance, and handling secure over-the-air firmware updates. The gateway software integrates an MQTT broker, a database for storing telemetry, and TensorFlow Lite for real-time anomaly detection. This design allows the system to remain fully operational and responsive even without internet connectivity.
User interaction is facilitated through an Android mobile application, built with Kotlin and Jetpack Compose. The app provides dashboards for live and historical energy data, device control, and automation rule configuration. It also integrates directly with Google Assistant, enabling voice commands for hands-free operation. The combination of local processing, secure communication, and intuitive interfaces makes the system reliable, privacy-conscious, and accessible for everyday users. 
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 Figure 4.1 Smart Home Automation System Design
4.1.1 Output Design
The output design of the IoT Smart Home Automation system with voice-enabled smart plugs focuses on delivering clear, actionable, and user-friendly information to help users monitor and control their home energy use effectively. It involves visual, auditory, and data-driven outputs tailored for both mobile and voice interaction.
On the mobile side, the Android app displays real-time and historical energy consumptiondata through intuitive dashboards built with Jetpack Compose. Users can view live readings of power usage for each smart plug, as well as graphs showing daily, weekly, and monthly energy trends. Alerts and notifications are also part of the output, warning users of unusual power spikes, potential appliance faults, or reminders about scheduled tasks. All outputs are designed with clean visuals, easy-to-read typography, and responsive layouts to ensure a seamless experience across different screen sizes.
The voice output design integrates with Google Assistant, allowing users to receive spoken responses about appliance status or energy usage. For instance, a user can ask, “Hey Google, how much power is my heater using?” and receive an immediate voice reply with the current wattage or energy cost estimate. This voice feedback makes the system accessible and convenient, especially for users who prefer hands-free operation.
Additionally, output data is structured to support integration with external systems. The edge gateway formats and stores energy data in secure, time-stamped records, which can be exported for analysis or shared with other smart home platforms via the Matter protocol. This ensures that all outputs, whether for human users or other systems, are consistent, accurate, and privacy-respecting. Overall, the output design prioritizes clarity, responsiveness, and user empowerment, enabling smarter decisions about home energy management.
4.1.2 Input Design
The input design of the IoT Smart Home Automation system with voice-enabled smart plugs focuses on creating simple, secure, and intuitive ways for users to interact with and control their devices. It encompasses both manual inputs through a mobile app and voice commands via Google Assistant, ensuring flexibility and ease of use for different user preferences.
In the mobile app, input elements include touch-based controls such as buttons and toggle switches for turning smart plugs on or off, text fields for naming devices, and dropdown menus for setting schedules and automation rules. The app’s clean layout and large, easily tappable elements make it user-friendly, even for individuals who may not be tech-savvy. It also includes graphical elements like sliders to adjust thresholds for power usage alerts, and forms for configuring notifications or integrating new devices.
Voice input design is equally important in this system. Users can issue spoken commands like “Turn off the heater” or “What’s the energy usage of the fan?” via Google Assistant. Voice input reduces reliance on manual interaction, providing convenience for hands-free operation. The system is designed to recognize common phrases and natural language, making it accessible and efficient for users.
Security measures are integrated into input processes to protect user data and system integrity. For example, device pairing requires secure BLE onboarding, and the app includes authentication screens to restrict access to authorized users. Overall, the input design prioritizes simplicity, responsiveness, and security, ensuring that users can manage their smart home easily and confidently.
4.1.3  Database Design
The database design for the IoT Smart Home Automation system with voice-enabled smart plugs is structured to efficiently store, manage, and secure both real-time and historical data related to device operations, user interactions, and system events. The design ensures quick access to energy data, supports analytics, and maintains privacy and integrity of user information.
At the core of the system is a time-series database implemented locally on the edge gateway using InfluxDB. This database stores frequent telemetry data from smart plugs, such as timestamps, device IDs, voltage, current, power consumption, and power factor readings. The time-series structure allows fast retrieval and aggregation of energy data for generating charts, summaries, and anomaly detection.
In addition to telemetry, a relational database (e.g., SQLite) stores configuration data, such as device names, user profiles, automation rules, and scheduling settings. Each record links device IDs to user-defined labels and preferences, enabling personalized dashboards and voice command mappings. Secure storage practices are applied, including encryption for sensitive data like authentication tokens and user credentials.
For optional cloud integration, anonymized and aggregated data is prepared for upload to Firebase Firestore, storing only hourly summaries rather than raw second-by-second telemetry. This ensures privacy while supporting long-term analytics and remote system updates. Overall, the database design balances speed, scalability, and security, enabling a robust and privacy-conscious smart home system.
4.1.4 Procedure Design
The procedure design of the IoT Smart Home Automation system with voice-enabled smart plugs outlines the logical steps and workflows that ensure smooth operation, user interaction, and system reliability. Each procedure is carefully structured to maintain data integrity, secure communication, and an intuitive user experience.
The device onboarding procedure begins with powering the smart plug and initiating Bluetooth Low Energy (BLE) pairing. The user opens the mobile app, which scans for nearby devices and prompts the user to connect. Once detected, the app securely transmits Wi-Fi credentials to the plug, enabling it to join the home network. The device then registers itself with the edge gateway, which stores its unique ID and encryption keys in a secure local database.
The data collection and processing procedure involves smart plugs continuously measuring energy metrics such as voltage, current, and power consumption. Each plug sends encrypted MQTT messages at regular intervals to the edge gateway, where the data is stored in a time-series database. The gateway processes this data in real time, checking it against defined automation rules and running anomaly detection to identify unusual power usage patterns.
The user interaction procedure includes both mobile app operations and voice commands. Users can send commands via the app to turn devices on or off, view energy charts, set schedules, or create automation rules. For voice control, Google Assistant processes spoken commands and routes them through secure APIs to the gateway, which updates device states accordingly. Any changes are confirmed via immediate feedback in the app or a spoken response from the voice assistant.
The security and maintenance procedure ensures system safety and up-to-date operation. OTA firmware updates are digitally signed and verified by the gateway before installation on smart plugs. Access to system settings and sensitive data is protected by authentication measures within the app. Additionally, periodic backups of configuration data and logs are maintained to support recovery in case of failures.
Altogether, the procedure design emphasizes secure operations, efficient data handling, and a user-friendly experience, ensuring the system functions reliably in real-world smart home environments.
4.2  System Implementation
The implementation of the IoT Smart Home Automation system with voice-enabled smart plugs involved bringing together hardware, software, and communication protocols into a fully functioning solution that could operate reliably in a real home environment. Each stage of the implementation was carried out systematically to ensure seamless integration and optimal performance.
Hardware implementation began with assembling the smart plugs, which were built using ESP32-S3 microcontrollers and integrated sensors for real-time energy monitoring. These devices were programmed with firmware developed in the ESP-IDF framework, enabling Wi-Fi connectivity, secure communication over MQTT, and support for Matter protocol standards. The edge gateway was set up using a Raspberry Pi 4, installed with a hardened Android-based operating system configured to manage local automation, voice integration, and data storage.
On the software side, the Android mobile app was developed using Kotlin and Jetpack Compose, offering an intuitive interface for users to monitor energy usage, control appliances, and configure automation rules. Voice integration was implemented through Google Assistant, allowing users to issue commands and receive spoken feedback. The edge gateway was programmed to handle encrypted MQTT messaging, local data logging with InfluxDB, and anomaly detection using TensorFlow Lite, ensuring quick response times and offline functionality.
The system was tested in real conditions, ensuring that smart plugs paired smoothly via BLE, communicated reliably over Wi-Fi, and executed commands promptly. OTA firmware updates were validated for secure delivery and installation. Users confirmed the system was easy to set up and use, with voice commands functioning accurately and energy data displayed clearly in the app. Overall, the implementation phase successfully transformed the design into a practical, secure, and efficient smart home energy management system.
4.2.1 Choice of Programming Language
The choice of programming languages for the IoT Smart Home Automation system with voice-enabled smart plugs was guided by considerations of performance, hardware compatibility, security, and ease of development. Each language was selected to best serve a specific layer of the system.
For the smart plug firmware, C and C++ were chosen and implemented using the ESP-IDF framework provided by Espressif. These languages are well-suited for embedded systems because they offer low-level hardware control, efficient memory usage, and high performance, all essential for real-time energy data processing and communication on the resource-constrained ESP32-S3 microcontroller.
On the edge gateway, Python was used for scripting services, managing data flows, and running machine learning models with TensorFlow Lite. Python’s simplicity and rich ecosystem of libraries made it ideal for rapid development, data handling, and integration with the gateway’s other services. Additionally, secure communication protocols like MQTT were managed through Python libraries for flexibility and ease of maintenance.
For the Android mobile application, Kotlin was selected as the primary programming language. Kotlin offers modern language features, concise syntax, and full interoperability with Java, making it perfect for developing robust, user-friendly apps in Android Studio. Its compatibility with Jetpack Compose allowed for the creation of responsive, modern UI components that enhance the user experience.
This combination of languages—C/C++ for embedded devices, Python for gateway operations, and Kotlin for the mobile interface—ensured that each part of the system was built with tools best suited to its technical requirements, contributing to the system’s overall reliability, security, and performance.
4.2.2 Hardware Support
The IoT Smart Home Automation system with voice-enabled smart plugs relies on carefully selected hardware components that provide the necessary functionality, connectivity, and performance for reliable operation. Each piece of hardware was chosen to meet the system’s requirements for real-time energy monitoring, secure communication, and seamless user interaction.
At the device level, smart plugs are built around the ESP32-S3 microcontroller. This chip offers integrated Wi-Fi and Bluetooth Low Energy (BLE), enabling secure wireless communication and simple device onboarding. It also has sufficient processing power and memory to handle energy data measurements, protocol handling (such as MQTT and Matter), and over-the-air firmware updates. The smart plugs include energy sensors capable of accurately measuring voltage, current, and power factor, providing precise monitoring of connected appliances.
The system’s edge gateway is implemented using a Raspberry Pi 4. This versatile hardware provides enough computational resources to manage local data storage, process real-time telemetry, run lightweight machine learning models for anomaly detection, and handle integration with Google Assistant for voice commands. Its support for multiple connectivity options, including Ethernet and Wi-Fi, ensures flexibility in home network integration.
Other hardware components supporting the system include a Wi-Fi router to maintain communication among devices, and Android smartphones or tablets that serve as the primary user interface via the mobile app. The mobile devices are essential for configuring smart plugs, viewing energy usage, setting automation rules, and issuing voice commands through Google Assistant.
Together, this hardware ecosystem offers robust support for the system’s functionalities, ensuring reliable performance, low latency, and user-friendly operation in a smart home environment.
4.2.3 Software Support
The IoT Smart Home Automation system with voice-enabled smart plugs relies on a well-integrated software stack that ensures secure communication, smooth data handling, user-friendly interfaces, and intelligent system behavior. Each software component was selected or developed to match the specific needs of the hardware it runs on and the overall goals of the system.
For the smart plug firmware, the ESP-IDF (Espressif IoT Development Framework) was used with C/C++ programming. ESP-IDF provides robust APIs for Wi-Fi, BLE, secure communication, and low-level hardware access, making it ideal for building reliable firmware for the ESP32-S3 microcontroller. It supports over-the-air (OTA) firmware updates, enabling remote improvements and security patches without user intervention.
On the edge gateway, software support includes a custom Android-based operating system running on the Raspberry Pi 4. Key services include Mosquitto MQTT broker for secure device communication, InfluxDB for time-series data storage, and TensorFlow Lite for real-time anomaly detection on energy data. Python scripts were used for orchestrating automation tasks, handling data flows, and integrating APIs for voice control via Google Assistant.
For the mobile application, Kotlin and Jetpack Compose were used to build a modern, responsive Android app. The app connects securely to the gateway, providing users with real-time dashboards, device controls, and customization options for automation rules. Integration with Google Assistant APIs enables seamless voice interactions.
Optional cloud services like Firebase were implemented to handle anonymized long-term data storage and deliver OTA firmware updates. Security was reinforced through encrypted communication protocols like MQTT over TLS, ensuring that all data transmitted between devices, the gateway, and any cloud services remains protected.
Overall, the software support creates a cohesive and efficient ecosystem that allows users to monitor and control their smart home environment with confidence, security, and ease.
4.2.4 Implementation Techniques
The implementation of the IoT Smart Home Automation system with voice-enabled smart plugs employed a set of structured techniques designed to ensure efficient development, modular integration, secure communication, and reliable performance. These techniques guided how the hardware, firmware, software, and user interface were brought together into a functional and scalable smart home system.
One of the key techniques was modular development, where the system was divided into logical components: device firmware, edge gateway processing, mobile application, and voice assistant integration. Each module was developed independently using tools best suited for its function (e.g., C/C++ for firmware, Python for edge logic, Kotlin for the app), then integrated through well-defined APIs and protocols such as MQTT and BLE. This separation allowed for easier debugging, updates, and scalability.
Agile and iterative development was also applied, involving regular testing and refinement throughout each stage. Functional prototypes of smart plugs were created and tested early, followed by the integration of local storage and automation features at the gateway level. Feedback from test users helped refine the mobile app’s interface and voice interaction flows, ensuring usability.
For communication, secure protocol implementation was a major technique. TLS-encrypted MQTT was used to transmit data between smart plugs and the gateway, while BLE was used for initial secure onboarding. Firmware signing and verification were implemented to enable trusted over-the-air updates. Local processing using TensorFlow Lite enabled real-time anomaly detection without sending sensitive data to the cloud.
Finally, cross-platform integration allowed seamless user experience. Google Assistant integration enabled voice control, and Android’s Material Design principles ensured that the app was accessible and intuitive. These combined implementation techniques ensured that the system was not only functional and secure but also user-centered and ready for real-world deployment.
4.3  System Documentation
The system documentation for the IoT Smart Home Automation with voice-enabled smart plugs serves as a comprehensive guide for developers, users, and future maintainers. It ensures clarity in system operation, facilitates troubleshooting, and supports future upgrades or enhancements. The documentation covers all critical aspects of the system’s design, implementation, and usage.
The technical documentation includes detailed descriptions of hardware components such as the ESP32-S3-based smart plugs and the Raspberry Pi 4 edge gateway. It provides hardware schematics, wiring diagrams, and specifications for sensors and electronic components used for energy measurement. Firmware architecture is documented, outlining modules for Wi-Fi communication, BLE onboarding, secure MQTT handling, Matter protocol support, and OTA updates. Code comments and inline documentation within the ESP-IDF and Python scripts further aid developers in understanding and maintaining the system.
For the software layer, comprehensive API documentation describes how the smart plugs communicate with the gateway, including message formats for MQTT topics, security protocols, and data payload structures. Database schemas for InfluxDB and SQLite are included, specifying how energy data, user settings, and automation rules are stored. The Android app documentation details the UI layouts, navigation flow, and integration points with Google Assistant, allowing future developers to modify or enhance the user experience confidently.
The user documentation includes a user manual with step-by-step instructions on installing and setting up smart plugs, configuring the mobile app, creating automation rules, and using voice commands. It provides troubleshooting tips, FAQs, and guidance on interpreting energy usage data. Diagrams and screenshots are used to make instructions clear and user-friendly.
Additionally, maintenance documentation outlines procedures for system updates, firmware flashing, log analysis, and security checks. Backup and recovery procedures are described to protect user data and system functionality in case of failures. Overall, the system documentation ensures the solution is sustainable, understandable, and ready for both current use and future development.
4.3.1 Documentation of The System
The documentation of the IoT Smart Home Automation system with voice-enabled smart plugs serves as a complete reference covering the design, development, installation, and operation of the system. It is structured to support both technical users (such as developers and engineers) and end users, ensuring clarity, maintainability, and ease of use.
The technical documentation provides detailed descriptions of all hardware and software components. This includes specifications for the ESP32-S3-based smart plugs, the Raspberry Pi 4 edge gateway, and supporting devices such as power sensors and mobile devices. The firmware code structure is well documented, outlining modules for Wi-Fi/BLE communication, MQTT messaging, energy data acquisition, and OTA updates. Diagrams and flowcharts illustrate data flow, communication protocols, and system architecture.
The software documentation explains the Android mobile application and gateway services. It includes details of the programming languages used (C/C++ for firmware, Python for gateway scripts, and Kotlin for the mobile app), database schemas (InfluxDB and SQLite), and the use of machine learning (TensorFlow Lite) for anomaly detection. API references, configuration files, and integration details with Google Assistant and Matter protocol are included to help with future upgrades or third-party integration.
The user documentation provides instructions for setting up smart plugs, installing the mobile app, pairing devices, and using voice commands. It contains screenshots, setup steps, and troubleshooting guides, designed for non-technical users to operate the system confidently. It also explains how to read energy dashboards, set automation rules, and understand system alerts.
Lastly, the maintenance documentation covers backup and recovery procedures, firmware update processes, and system diagnostics. It also includes a log of changes, known issues, and update history to help administrators manage and maintain the system over time. Altogether, this complete system documentation ensures the solution is reliable, easy to maintain, and adaptable for future smart home developments.
4.3.2 Operating The System
Operating the IoT Smart Home Automation system with voice-enabled smart plugs is designed to be simple and intuitive for users, combining mobile app controls with convenient voice commands for seamless home management.
To start, users install the mobile application on an Android device. Upon launching the app, they follow guided steps to onboard each smart plug via Bluetooth Low Energy (BLE). Once connected, the plugs automatically join the home Wi-Fi network and register with the edge gateway, becoming visible in the app’s device list.
From the app, users can turn appliances on or off, monitor real-time energy usage, view historical consumption trends, and set automation rules—for example, scheduling a fan to turn off after midnight or receiving alerts if a device exceeds a power threshold. The app displays energy data through clear charts and dashboards, making it easy for users to track and manage their consumption.
Voice operation adds another layer of convenience. Users can connect their system to Google Assistant and simply speak commands such as, “Hey Google, turn off the living room plug,” or “How much power is the heater using?” The system processes these requests and either performs the action or provides spoken feedback with the requested information.
System updates and maintenance are largely automated. Over-the-air (OTA) firmware updates ensure smart plugs stay secure and up to date, while the gateway handles local processing and stores energy data securely. Overall, operating the system is straightforward, offering users an efficient, secure, and user-friendly way to manage their home’s energy use and appliances.
4.3.3 Maintaining The System
Maintaining the IoT Smart Home Automation system with voice-enabled smart plugs involves a set of practical activities designed to keep the system secure, reliable, and up to date. The goal of maintenance is to ensure smooth operation, prevent issues, and extend the system’s lifespan without requiring deep technical expertise from end users.
A key part of maintenance is managing over-the-air (OTA) firmware updates for the smart plugs. The edge gateway regularly checks for new firmware versions from a secure server. When updates are available, they are downloaded, verified using digital signatures, and safely installed on the smart plugs without interrupting the user’s daily use. This keeps devices protected against security vulnerabilities and adds new features over time.
The edge gateway also requires occasional checks. Users or administrators should ensure that storage space is sufficient for logs and energy data, and perform routine reboots if needed for optimal performance. The gateway software includes logs and status indicators that help identify any issues, such as failed device connections or unusual power readings, allowing for timely troubleshooting.
Maintaining the mobile app primarily involves keeping it updated via the Google Play Store. Updates may include bug fixes, performance improvements, or new user interface features. Users should also periodically review and adjust automation rules or device configurations to keep their smart home settings aligned with changing needs.
From a security perspective, users should ensure their Wi-Fi network uses strong passwords and modern encryption like WPA3 to protect smart devices. Regularly changing login credentials for the mobile app and reviewing device permissions also help maintain privacy and security.
Overall, maintaining the system is designed to be straightforward. Most tasks are automated, while those requiring user attention are accessible and well-supported through app guidance and system notifications, ensuring that the smart home continues to run safely and efficiently.




 
CHAPTER FIVE
SUMMARY, RECOMMENDATIONS AND CONCLUTION
5.1  Summary 
This study focused on the design and implementation of an IoT-based Smart Home Automation system that uses voice-enabled smart plugs to monitor and control energy usage in real-time. The goal was to provide a secure, efficient, and user-friendly solution that helps users manage their appliances more intelligently and reduce unnecessary power consumption. The system integrates ESP32-S3-based smart plugs, a Raspberry Pi edge gateway, an Android mobile app, and voice control via Google Assistant.
The system was developed using modern technologies such as MQTT for communication, BLE for device onboarding, and the Matter protocol for interoperability. Real-time energy data is collected by the smart plugs and transmitted securely to the gateway, which performs local processing, stores data, and triggers automation rules. A mobile app provides users with dashboards, control features, and scheduling options, while voice integration allows hands-free interaction with appliances.
Testing and evaluation confirmed the system’s accuracy, responsiveness, and ease of use. Users were able to track their energy usage effectively and control devices through simple app interfaces or voice commands. The study demonstrated that combining IoT hardware, local intelligence, and voice control can significantly improve home energy management, offering a practical and scalable solution for smart living.
5.2  Recommendations
Based on the outcomes of this study, several recommendations can guide further improvements and future developments for the IoT Smart Home Automation system with voice-enabled smart plugs.
Firstly, future versions of the system should integrate renewable energy sources, such as solar panels, into the energy monitoring and automation logic. This would allow the system to optimize appliance usage based on available green energy, helping users reduce costs and environmental impact even further.
Secondly, it is recommended to expand compatibility with other smart home ecosystems, such as Apple HomeKit, Amazon Alexa, and Samsung SmartThings. Supporting more platforms would make the system accessible to a wider audience and increase flexibility for users who already own diverse smart home devices.
Third, future research should explore more advanced machine learning models for predictive analytics and anomaly detection. This could enable the system to forecast energy consumption trends, identify appliance health issues before failures occur, and offer users intelligent recommendations for energy savings.
Finally, there should be ongoing efforts to enhance user privacy and security. Exploring decentralized data processing techniques, like federated learning, could allow the system to deliver personalized experiences without storing sensitive user data in the cloud. Regular security updates and strong encryption standards should remain a priority to protect the smart home environment.
Implementing these recommendations will help ensure the system remains innovative, secure, and highly beneficial for modern energy-efficient living.
5.3  Conclusion
This study successfully developed and demonstrated an IoT Smart Home Automation system that leverages voice-enabled smart plugs for real-time energy monitoring and appliance control. By combining affordable hardware like ESP32-S3 microcontrollers, a Raspberry Pi edge gateway, secure communication protocols, and user-friendly interfaces, the system provides a practical and effective solution for managing household energy consumption.
The integration of voice commands through Google Assistant, alongside the mobile app, offers users convenience and flexibility, allowing them to monitor and control appliances both manually and hands-free. Local processing on the edge gateway ensures the system remains functional and secure even without constant internet connectivity, addressing privacy and reliability concerns common in IoT systems.
Testing confirmed the system’s accuracy, responsiveness, and ease of use, validating that it meets the goals of efficient energy management and user empowerment. Users can track detailed energy data, detect unusual consumption patterns, and automate appliance behavior to reduce waste and improve convenience.
Overall, the project demonstrates that modern IoT technologies, when thoughtfully combined, can create intelligent and user-centric solutions for smarter living. This system lays a solid foundation for future advancements in sustainable smart homes and contributes valuable insights to the growing field of IoT-based home automation.
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