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ABSTARCT
[bookmark: _GoBack]"Fake News" is a term used to represent fabricated news or propaganda comprising misinformation communicated through traditional media channels like print, and television as well as non-traditional media channels like social media. The general motive to spread such news is to mislead the readers, damage the reputation of any entity, or gain from sensationalism. It is seen as one of the greatest threats to democracy, free debate, and the Western order. The idea of fake news is not a novel concept. Notably, the idea has been in existence even before the emergence of the Internet as publishers used false and misleading information to further their interests.  This project is concerned with identifying a solution that could be used to detect and filter out sites containing fake news for purposes of helping users to avoid being lured by click baits. Such solutions must be identified as they will prove to be useful to both readers and tech companies involved in the issue. Fake news can come in many forms, including unintentional errors committed by news aggregators, outright false stories, or stories that are developed to mislead and influence readers’ opinions. While fake news may have multiple forms, the effect that it can have on people, government and organizations may generally be negative since it differs from the facts.  The research methodology for designing and implementing a fake news detection system using selected deep learning algorithms, including CNN, RNN, and Bidirectional LSTM. Clean and preprocess the collected dataset. By removing irrelevant information, handling missing values, tokenizing the text, removing stop words, and performing other text normalization techniques. Additionally, convert the text data into a suitable numerical representation for input to the deep learning models, such as word embeddings.
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CHAPTER ONE
INTRODUCTION
1.1 Background to the Study
"Fake News" is a term used to represent fabricated news or propaganda comprising misinformation communicated through traditional media channels like print, and television as well as non-traditional media channels like social media. The general motive to spread such news is to mislead the readers, damage the reputation of any entity, or gain from sensationalism. It is seen as one of the greatest threats to democracy, free debate, and the Western order (Thota, 2018).  The idea of fake news is not a novel concept. Notably, the idea has been in existence even before the emergence of the Internet as publishers used false and misleading information to further their interests. 
Following the advent of the web, more and more consumers began forsaking the traditional media channels used to disseminate information for online platforms. Not only does the latter alternative allow users to access a variety of publications in one sitting, but it is also more convenient and faster. The development, however, came with a redefined concept of fake news as content publishers began using what has come to be commonly referred to as clickbait (Aldwairi & Alwahedi, 2018). Fake news detection has recently attracted growing interest from the general public and researchers as the circulation of misinformation online increases, particularly in media outlets such as social media feeds, news blogs, and online newspapers. 
For instance, a recent report by Jumpshot Tech Blog1 found that Facebook referrals accounted for 50% of the total traffic to fake news sites and 20% of the total traffic to reputable websites. Since the majority of U.S. adults –62%– get news on social media (Jeffrey & Elisa, 2016), being able to identify fake content in online sources is a pressing need. To date, computational approaches for fake news detection have relied on satirical news sources such as “The Onion” and fact-checking websites such as ” PolitiFact” and ”Snopes”. However, the use of these sources poses several challenges and potential drawbacks. For instance, using satirical content as a source for fake content can bring underlying confounding factors into the analysis, such as humor and absurdity. 
For instance, in October of 2008, a journalist posted a false report that Steve Jobs had a heart attack. This report was posted through CNN’s iReport.com, which is an unedited and unfiltered site, and immediately people retweeted the fake news report. There was much confusion and uncertainty because of how widespread it became in such a short amount of time. The stock of Job’s company, Apple Inc., fluctuated dramatically that day due to one false news report that had been mistaken for authentic news reporting (Rubin, 2017).
1.2 Statement of the Problem
This project is concerned with identifying a solution that could be used to detect and filter out sites containing fake news for purposes of helping users to avoid being lured by click baits. Such solution must be identified as it will prove to be useful to both readers and tech companies involved in the issue. Fake news can come in many forms, including unintentional errors committed by news aggregators, outright false stories, or stories that are developed to mislead and influence readers’ opinions. While fake news may have multiple forms, the effect that it can have on people, government and organizations may generally be negative since it differs from the facts. 
The very task of defining fake news is a challenge in itself and is open to interpretations. The core task of detecting fake news involves identifying the language (set of words or sentences) which is used to deceive the readers. The idea of classifying fake news by learning word-level meaning is a very challenging task under the skin.
1.3	Aim and Objectives
The aim of this study is to develop a machine learning model for detecting fake news. The specific objectives are:
1. To review existing literature on fake news detection and machine learning techniques.
2. To collect and preprocess a dataset of news articles, categorizing them as real or fake.
3. To design and implement various machine learning algorithms for fake news detection.
4. To evaluate the performance of these algorithms in terms of accuracy, precision, recall, and F1-score.



1.4	Significance of the Study
Fake news can have serious consequences, leading to public confusion, misinformation-driven decisions, and erosion of trust in media sources. A detection system helps to maintain the integrity of information by separating factual news from fabricated or deceptive content. In democratic societies, access to accurate information is crucial for citizens to make informed decisions. Fake news can manipulate public opinion, influence elections, and undermine the democratic process. 
A detection system helps to identify and expose deceptive tactics, safeguarding the democratic discourse. Misinformation can have real-world consequences, ranging from health risks (e.g., false medical advice) to social tensions (e.g., misinformation leading to hate crimes). A reliable fake news detection system can minimize the harm caused by misleading information by alerting users and providing accurate alternatives. The proliferation of fake news has contributed to a growing distrust in traditional media and online platforms. By implementing effective detection systems, media organizations, and online platforms can demonstrate their commitment to promoting accurate information, thus rebuilding trust among their audiences.
1.5	Scope of the Study
The project issue concerned with fake news includes the use of a tool that can identify and remove fake sites from the results provided to a user by a search engine or a social media news feed. The tool can be downloaded by the user and, subsequently, be appended to the browser or application used to receive news feeds. The project is concerned with identifying a solution that could be used to detect and filter out sites containing fake news for purposes of helping users to avoid being lured by click baits. Such solutions must be identified as they will prove to be useful to both readers and tech companies involved in the issue.


1.6	Organization of the Study
For easy study and proper understanding of this project write-up, It is planned and organized into five chapters. The description of what each chapter contains is explained below:
Chapter One: This chapter contains an Introduction to the whole write-up, statement of the problem, aim and objectives of the study, significance of the study, scope and limitation of the study, and organization of the report.
Chapter Two: It focuses on the literature review of the study, the organization of the board of directors, and the computerization of the current state of the art.
Chapter Three: It presents the data collection method employed, analysis of data and existing system, advantages of the proposed system, design and implementation, programming language used with reasons, and hardware and software support.
Chapter Four: Deals with the system design implementation and documentation, design of the system, output design, input design, file system, procedural design, and documentation of the new system.
Chapter Five: This centers on the summary, experience gained, recommendation, and conclusion.





CHAPTER TWO
LITERATURE REVIEW
2.1   Review of Related Works
According to Thota et al, (2018), fake news is defined as a made-up story to deceive or to mislead. In this paper, we present the solution to the task of fake news detection by using Deep Learning architectures. Gartner research predicts that “By 2022, most people in mature economies will consume more false information than true information”. The exponential increase in the production and distribution of inaccurate news presents an immediate need for automatically tagging and detecting such twisted news articles. However, automated detection of fake news is a hard task to accomplish as it requires the model to understand nuances in natural language. Moreover, the majority of the existing fake news detection models treat the problem at hand as a binary classification task, which limits the model’s ability to understand how related or unrelated the reported news is when compared to the real news. To address these gaps, we present neural network architecture to accurately predict the stance between a given pair of headlines and the article body. Our model outperforms existing model architectures by 2.5% and we can achieve an accuracy of 94.21% on test data.
According to Aldwairi and Alwahedi (2018), fake news and hoaxes have been there prior to the advent of the Internet. The widely accepted definition of Internet fake news is: fictitious articles deliberately fabricated to deceive readers”. Social media and news outlets publish fake news to increase readership or as part of psychological warfare. In general, the goal is to profit through click baits. Clickbaits lure users and entice curiosity with flashy headlines or designs to click links to increase advertisement revenues. 
This exposition analyzes the prevalence of fake news in light of the advances in communication made possible by the emergence of social networking sites. The purpose of the work is to come up with a solution that can be utilized by users to detect and filter out sites containing false and misleading information. We use simple and carefully selected features of the title and post to accurately identify fake posts. The experimental results show a 99.4% accuracy using the logistic classifier.
Social media for news consumption is a double-edged sword. On the one hand, its low cost, easy access, and rapid dissemination of information lead people to seek out and consume news from social media. On the other hand, it enables the wide spread of “fake news”, i.e., low-quality news with intentionally false information. The extensive spread of fake news has the potential for extremely negative impacts on individuals and society. Therefore, fake news detection on social media has recently become an emerging research that is attracting tremendous attention. Fake news detection on social media presents unique characteristics and challenges that make existing detection algorithms from traditional news media ineffective or not applicable. 
First, fake news is intentionally written to mislead readers to believe false information, which makes it difficult and nontrivial to detect based on news content; therefore, we need to include auxiliary information, such as using social engagements on social media, to help decide. Second, exploiting this auxiliary information is challenging in and of itself as users’ social engagements with fake news produce data that is big, incomplete, unstructured, and noisy. Because the issue of fake news detection on social media is both challenging and relevant, we conducted this survey to further facilitate research on the problem. 
In this survey, we present a comprehensive review of detecting fake news on social media, including fake news characterizations on psychology and social theories, existing algorithms from a data mining perspective, evaluation metrics, and representative datasets. We also discuss related research areas, open problems, and future research directions for fake news detection on social media (Shu et al., 2017).
To date, there are three important lines of research into the automated classification of genuine and fake news items. First, on a conceptual level, a distinction has been made between ’three types of fake news (Rubin et al., 2015): serious fabrications (i.e. news items about false and non-existing events or information such as celebrity gossip), hoaxes (i.e. providing false information via, for example, social media to be picked up by traditional news websites) and satire (i.e. humorous news items that mimic genuine news but contain irony and absurdity). Here, we focus on the first category, serious fabrication, in the two domains of general news (in six different categories), as well as on celebrity gossip.
Stahl (2018) opined that due to the exponential growth of information online, it is becoming impossible to decipher the true from the false. Thus, this leads to the problem of fake news. This research considers previous and current methods for fake news detection in textual formats while detailing how and why fake news exists in the first place. This paper includes a discussion on Linguistic Cue and Network Analysis approaches, and proposes a three-part method using Naïve Bayes Classifier, Support Vector Machines, and Semantic Analysis as an accurate way to detect fake news on social media.
2.2 Review of General Studies
What is fake news? Fake news is the deliberate spread of misinformation via traditional news media or social media. False information spreads extraordinarily fast. This is demonstrated by the fact that, when one fake news site is taken down, other ones will promptly take its place. In addition, fake news can become indistinguishable from accurate reporting since it spreads so fast. People can download articles from sites, share the information, and re-share with others and by the end of the day, the false information has gone so far from the original site that it becomes indistinguishable from real news (Rubin, Chen, & Conroy, 2016).
A look at contemporary scholarly work shows that the issue of fake news has been a major concern amongst scholars from various backgrounds. Instead, the problem is increasingly being regarded as part of the responsibilities associated with the information technology (IT) department. Traditionally, it was believed that the two departments mentioned above were the ones to deal with any implications arising from the dissemination of misleading news related to an organization. However, current research indicates that fake news is considered to be a threat to information security. The involvement of the IT department, therefore, is premised on the idea that it would help avert the various risks associated with the problem (Thota, 2018).

Similarly, other authors have noted that the participation of IT professionals in resolving matters concerning fake news is paramount considering the demands of the contemporary corporate environment. Rather than as was the case a few years ago when perpetrators of such gimmicks were motivated by just attracting web traffic, the practice has evolved into a matter that includes the involvement of hackers. Specifically, some content publishers have resorted to including material that contains malicious code as part of the content provided on their web pages, leading those who visit such sites to click the links and download the malware without their knowledge. Such developments, according to scholars, have exposed modern companies to further risk of cyber intrusion as the perpetrators of the fake news tend to target employees of certain organizations to exploit the latter’s curiosity (Rubin, 2016).
Data integrity has also been singled out as being one of the information security implications associated with fake news. In the current business world, data is increasingly being considered as being a valuable asset and, as such, companies must put in place all the necessary measures that would help secure sensitive information from being accessed by unauthorized persons. However, the prevalence of content publishers keen on using fake news serves to negate such efforts. 
It is against this background that organizations are investing more resources to facilitate the invention and formulation of more effective solutions to be used in countering the ramifications that arise from using click baits to attract users into providing their information. Nonetheless, employees continue to visit such sites even after being discouraged from doing so, thereby, placing their firms at risk of cyber-attacks. On the other hand, some scholars have argued that fake news can sometimes result in positive implications. 
For instance, there have been cases whereby companies listed in the stock market have experienced an increase in the price of their shares as a result of fake news. As more and more users share the link to the site containing information that is seemingly related to an organization, prospective investors gain interest in the firm's operations and, consequently, its share price increases considerably. Such changes, however, are bound to result in worse consequences as a majority of the individuals who buy the shares based on the misinformation end up being disappointed (Conroy, 2019).
2.2.1 Fake News on Traditional News Media 
Fake news itself is not a new problem. The media ecology of fake news has been changing over time from newsprint to radio/television and, recently, online news and social media. We denote “traditional fake news” as the fake news problem before social media had important effects on its production and dissemination. Next, we will describe several psychological and social science foundations that describe the impact of fake news at both the individual and social information ecosystem levels. 
2.2.2	Psychological Foundations of Fake News 
Humans are naturally not very good at differentiating between real and fake news. Several psychological and cognitive theories can explain this phenomenon and the influential power of fake news. Traditional fake news mainly targets consumers by exploiting their vulnerabilities. Two major factors make consumers naturally vulnerable to fake news: 
i. Naıve Realism: consumers tend to believe that their perceptions of reality are the only accurate views, while others who disagree are regarded as uninformed, irrational, or biased; and 
ii. Confirmation Bias: consumers prefer to receive information that confirms their existing views. Due to these cognitive biases inherent in human nature, fake news can often be perceived as real by consumers. 
Moreover, once the misperception is formed, it is very hard to correct it. Psychology studies show that the correction of false information (e.g., fake news) by the presentation of true, factual information is not only unhelpful to reduce misperceptions but sometimes may even increase misperceptions, especially among ideological groups. 
2.2.3	Social Foundations of the Fake News Ecosystem 
Considering the entire news consumption ecosystem, we can also describe some of the social dynamics that contribute to the proliferation of fake news. Prospect theory describes decision-making as a process by which people make choices based on relative gains and losses as compared to their current state. This desire for maximizing the reward of a decision applies to social gains as well, for instance, continued acceptance by others in a user’s immediate social network. 
As described by social identity theory and normative influence theory, this preference for social acceptance and affirmation is essential to a person’s identity and self-esteem, making users likely to choose “socially safe” options when consuming and disseminating news information, following the norms established in the community even if the news being shared is fake news.  This rational theory of fake news interactions can be modeled from an economic game theoretical perspective by formulating the news generation and consumption cycle as a two-player strategy game. 
For explaining fake news, we assume there are two kinds of key players in the information ecosystem: publisher and consumer. The process of news publishing is modeled as a mapping from original signals to a resultant news report with an effect of distortion bias b, i.e., s b−→ a, where b = [−1, 0, 1] indicates [left, no, right] biases take effects on the news publishing process. Intuitively, this is capturing the degree to which a news article may be biased or distorted to produce fake news. The utility for the publisher stems from two perspectives: 
i. Short-term utility: the incentive to maximize profit, which is positively correlated with the number of consumers reached;  
ii. Long-term utility: their reputation in terms of news authenticity. 
The utility of consumers consists of two parts: 
i. Information utility: obtaining true and unbiased information (usually extra investment cost needed); 
ii. Psychology utility: receiving news that satisfies their prior opinions and social needs, e.g., confirmation bias and prospect theory. 
Both publisher and consumer try to maximize their overall utilities in this strategy game of the news consumption process. We can capture the fact that fake news happens when the short-term utility dominates a publisher’s overall utility and psychological utility dominates the consumer’s overall utility, and an equilibrium is maintained. This explains the social dynamics that lead to an information ecosystem where fake news can thrive. 
2.3 Fake News on Social Media
 In this subsection, we will discuss some unique characteristics of fake news on social media. Specifically, we will highlight the key features of fake news that are enabled by social media. Note that the aforementioned characteristics of traditional fake news are also applicable to social media.

2.3.1	Malicious Accounts on Social Media for Propaganda. 
While many users on social media are legitimate, social media users may also be malicious, and in some cases are not even real humans. The low cost of creating social media accounts also encourages malicious user accounts, such as social bots, cyborg users, and trolls. A social bot refers to a social media account that is controlled by a computer algorithm to automatically produce content and interact with humans on social media. Social bots can become malicious entities designed specifically with the purpose to harm, such as manipulating and spreading fake news on social media. Studies show that social bots distorted the 2016 U.S. presidential election online discussions on a large scale and that around 19 million bot accounts tweeted in support of either Trump or Clinton in the week leading up to election day (Kelly, 2018). 
Trolls, real human users who aim to disrupt online communities and provoke consumers into an emotional response, are also playing an important role in spreading fake news on social media. For example, evidence suggests that there were 1,000 paid Russian trolls spreading fake news about Hillary Clinton. Trolling behaviors are highly affected by people’s moods and the context of online discussions, which enables the easy dissemination of fake news among otherwise “normal” online communities. 
The effect of trolling is to trigger people’s inner negative emotions, such as anger and fear, resulting in doubt, distrust, and irrational behavior. Finally, cyborg users can spread fake news in a way that blends automated activities with human input. Usually, cyborg accounts are registered by humans as camouflage and set automated programs to perform activities in social media. The easy switch of functionalities between humans and bots offers cyborg users unique opportunities to spread fake news. In a nutshell, these highly active and partisan malicious accounts on social media become powerful sources and a proliferation of fake news (Aldwairi, 2018).
2.3.2	Echo Chamber Effect 
Social media provides a new paradigm of information creation and consumption for users. The information-seeking and consumption process is changing from a mediated form (e.g., by journalists) to a more disinter-mediated way. Consumers are selectively exposed to certain kinds of news because of the way news feeds appear on their homepage in social media, amplifying the psychological challenges to dispelling fake news identified above. For example, users on Facebook always follow like-minded people and thus receive news that promotes their favored existing narratives. Therefore, users on social media tend to form groups containing like-minded people where they then polarize their opinions, resulting in an echo chamber effect (Khanam 2021). 
The echo chamber effect facilitates the process by which people consume and believe fake news due to the following psychological factors: 
1. Social credibility, which means people are more likely to perceive a source as credible if others perceive the source is credible, especially when there is not enough information available to access the truthfulness of the source; and 
2. Frequency heuristic, which means that consumers may naturally favor information they hear frequently, even if it is fake news. 
Studies have shown that increased exposure to an idea is enough to generate a positive opinion of it, and in echo chambers, users continue to share and consume the same information. As a result, this echo chamber effect creates segmented, homogeneous communities with a very limited information ecosystem. Research shows that homogeneous communities become the primary driver of information diffusion that further strengthens polarization.
1. Social credibility, which means people are more likely to perceive a source as credible if others perceive the source is credible, especially when there is not enough information available to access the truthfulness of the source; and 
2. Frequency heuristic, which means that consumers may naturally favor information they hear frequently, even if it is fake news. Studies have shown that increased exposure to an idea is enough to generate a positive opinion of it, and in echo chambers, users continue to share and consume the same information. As a result, this echo chamber effect creates segmented, homogeneous communities with a very limited information ecosystem. Research shows that homogeneous communities become the primary driver of information diffusion that further strengthens polarization.
2.3.3	Contributors of Fake News 
While many social media users are very much real, those who are malicious and out to spread lies may or may not be real people. There are three main types of fake news contributors: social bots, trolls, and cyborg users (Shu et al., 2017). Since the cost to create social media accounts is very low, the creation of malicious accounts is not discouraged. If a social media account is being controlled by a computer algorithm, then it is referred to as a social bot. A social bot can automatically generate content and even interact with social media users. 
Social bots may or may not always be harmful but it entirely depends on how they are programmed. If a social bot is designed with the sole purpose of causing harm, such as spreading fake news in social media, then it can be a very malicious entity and contribute greatly to the creation of fake news. For example, “studies show that social bots distorted the 2016 US presidential election discussions on a large scale, and around 19 million bot accounts tweeted in support of either Trump or Clinton in the week leading up to the election day,” which demonstrates how influential social bots can be on social media (Shu et al., 2017).
2.3.4	Fake News Datasets 
As highlighted earlier, the datasets used in previous work have either relied on satirical news (e.g., “The Onion”), which also have confounds such as humor or irony; or used fact-checking websites (e.g., “PolitiFact” or “Snopes”), which are typically focused on only one domain (generally politics). We thus decided to construct two new datasets of fake news that cover several news domains and specifically model the deceptive property of fake news without major confounds. One dataset is collected via crowdsourcing, and covers six news domains; the second dataset is obtained directly from the web and covers celebrity fake news (Perez-Rosas et al., 2017).
2.3.5	Guidelines for a Fake News Corpus
In building a fake news dataset, we adhered to the nine requirements of a fake news corpus proposed by Rubin et al., (2016). Specifically, the authors suggested that such a corpus should (1) include both fake and real news items, (2) contain text-only news items, (3) have a verifiable ground truth, (4) be homogeneous in length and (5) writing style, (6) contain news from a predefined time frame, (7) be delivered in the same manner and for the same purpose (e.g. humor, breaking news) for fake and real cases, (8) be made publicly available, and (9) should take language and cultural differences into account. In our work, to the extent possible, we aimed to address all of the above guidelines. As outlined in the following, the ground truth remains challenging since we cannot verify with absolute certainty whether all the content of real news items is true.
2.4	Overview of Deep Learning Algorithm
Deep learning algorithms are a class of machine learning algorithms that are inspired by the structure and function of the human brain's neural networks. They are designed to automatically learn and extract features from data by building multiple layers of interconnected artificial neurons, also known as artificial neural networks (ANNs). These algorithms have gained significant attention and popularity in recent years due to their ability to solve complex problems across various domains, including image recognition, natural language processing, speech recognition, and more.


2.4.1	Classification of DL Approaches
DL techniques are classified into three major categories: unsupervised, partially supervised (semi-supervised), and supervised. Furthermore, deep reinforcement learning (DRL), also known as RL, is another type of learning technique, which is mostly considered to fall into the category of partially supervised (and occasionally unsupervised) learning techniques.
2.4.2	Deep supervised learning
Deep supervised learning refers to the training of deep learning models using labeled data to perform specific tasks. In this paradigm, a deep neural network is trained on a large dataset where each data sample is associated with a corresponding label or target value. The network learns to map input data to their respective output labels through an iterative optimization process. Next, the network parameters are repeatedly updated by the agent to obtain an improved estimate for the preferred outputs. Following a positive training outcome, the agent acquires the ability to obtain the right solutions to the queries from the environs. 
For DL, there are several supervised learning techniques, such as recurrent neural networks (RNNs), convolutional neural networks (CNNs), and deep neural networks (DNNs). In addition, the RNN category includes gated recurrent units (GRUs) and long short-term memory (LSTM) approaches. The main advantage of this technique is the ability to collect data or generate a data output from prior knowledge. However, the disadvantage of this technique is that the decision boundary might be overstrained when the training set doesn’t own samples that should be in a class. Overall, this technique is simpler than other techniques in the way of learning with high performance.
2.4.3	Deep semi-supervised learning
In this technique, the learning process is based on semi-labeled datasets. Occasionally, generative adversarial networks (GANs) and DRL are employed in the same way as this technique. In addition, RNNs, which include GRUs and LSTMs, are also employed for partially supervised learning. One of the advantages of this technique is to minimize the amount of labeled data needed. On other the hand, One of the disadvantages of this technique is irrelevant input features present training data could furnish incorrect decisions. Text document classifier is one of the most popular examples of an application of semi-supervised learning. Due to the difficulty of obtaining a large amount of labeled text documents, semi-supervised learning is ideal for text document classification tasks.
2.4.4	Deep unsupervised learning
This technique makes it possible to implement the learning process in the absence of available labeled data (i.e. no labels are required). Here, the agent learns the significant features or interior representation required to discover the unidentified structure or relationships in the input data. Techniques of generative networks, dimensionality reduction, and clustering are frequently counted within the category of unsupervised learning. Several members of the DL family have performed well on non-linear dimensionality reduction and clustering tasks. 
These include restricted Boltzmann machines, auto-encoders, and GANs as the most recently developed techniques. Moreover, RNNs, which include GRUs and LSTM approaches, have also been employed for unsupervised learning in a wide range of applications. The main disadvantages of unsupervised learning are unable to provide accurate information concerning data sorting and are computationally complex. One of the most popular unsupervised learning approaches is clustering.
2.5	Convolutional Neural Networks (CNNs)
Convolutional Neural Networks (CNNs) are a type of deep learning architecture specifically designed for processing structured grid-like data, such as images or time series data. CNNs have proven to be highly effective in various computer vision tasks, including image classification, object detection, and image segmentation (Kudande, 2021).
Here are some key components and concepts of CNNs:
Convolutional Layers: Convolutional layers are the building blocks of CNNs. They consist of multiple filters, also known as kernels or feature detectors, which slide across the input data, performing a convolution operation. This operation computes the dot product between the filter and a small region of the input, producing a feature map that highlights important patterns and features.
Pooling Layers: Pooling layers are often inserted between convolutional layers to reduce the spatial dimensions of the feature maps. The most commonly used pooling operation is max pooling, which downsamples the input by selecting the maximum value within each pooling window. Pooling helps to make the representation more robust to variations and reduces the computational complexity of the network.
Activation Functions: Activation functions introduce non-linearity into the network, allowing it to model complex relationships between inputs and outputs. Common activation functions used in CNNs include the rectified linear unit (ReLU), sigmoid, and hyperbolic tangent (tanh).
Fully Connected Layers: After several convolutional and pooling layers, CNNs typically end with one or more fully connected layers. These layers connect every neuron in the previous layer to the subsequent layer, enabling the network to learn complex combinations of features and make predictions based on the extracted features.
Loss Function: The loss function measures the discrepancy between the predicted outputs of the network and the true labels. In classification tasks, commonly used loss functions include categorical cross-entropy and softmax loss. For regression tasks, mean squared error (MSE) is often used.
2.5.1	Recurrent Neural Networks (RNNs)
Recurrent Neural Networks (RNNs) are a type of deep learning architecture that is designed to process sequential and time-series data. Unlike feedforward neural networks, RNNs have connections that allow information to flow in a loop, allowing them to capture temporal dependencies and context over time (Kudande, 2021).
Here are some key components and concepts of RNNs:
Recurrent Connections: RNNs have recurrent connections that allow information to be passed from one step to the next. Each step in the sequence takes into account the current input as well as the information from the previous step, creating a form of memory in the network.
Hidden States: At each step of the sequence, RNNs maintain a hidden state, which acts as the memory of the network. The hidden state is updated based on the current input and the previous hidden state, capturing the information and context from previous steps.
Activation Function: Similar to other neural networks, RNNs use activation functions to introduce non-linearity. Commonly used activation functions in RNNs include the hyperbolic tangent (tanh) and the rectified linear unit (ReLU).
Long Short-Term Memory (LSTM): RNNs can suffer from the vanishing gradient problem, which makes it difficult for them to capture long-term dependencies in the data. LSTM is an extension of RNNs that addresses this issue. LSTM cells have additional gates, including the input gate, forget gate, and output gate, which allow the network to selectively remember or forget information over time.
Gated Recurrent Unit (GRU): GRU is another variant of RNNs that also addresses the vanishing gradient problem. It combines the memory and hidden state into a single vector and uses gates to control the flow of information. GRUs have fewer gates than LSTMs, making them computationally lighter.


CHAPTER THREE
RESEARCH METHODOLOGY AND ANALYSIS OF THE SYSTEM
3.6 Research Methodology
This section presents the methodology used for the classification. Using this model, a tool is implemented for detecting the fake articles. 
The research methodology for designing and implementing a fake news detection system using selected deep learning algorithms, including CNN, RNN, and Bidirectional LSTM, involves the following steps:
Data Collection 
I Gathered a dataset of labeled news articles comprising both real and fake news. This dataset would be diverse, representative, and cover various topics and sources. Consider incorporating existing benchmark datasets for fake news detection.
Data Preprocessing 
Clean and preprocess the collected dataset. By removing irrelevant information, handling missing values, tokenizing the text, removing stop words, and performing other text normalization techniques. Additionally, convert the text data into a suitable numerical representation for input to the deep learning models, such as word embeddings.
Model Selection 
In this case, CNN, RNN, and Bidirectional LSTM are selected. These models are effective in capturing sequential dependencies and contextual information in the text data.
Model Development 
Implement the selected deep learning models using appropriate deep learning frameworks such as TensorFlow. I define the architecture of each model, including the number of layers, activation functions, and input/output dimensions also train the models using the preprocessed dataset.


Comparative Analysis 
Compare the performance of the CNN, RNN, and Bidirectional LSTM models. Analyze the strengths and weaknesses of each model in terms of their ability to detect fake news accurately. Consider factors such as training time, computational requirements, and interpretability of the models.
Figure 3.1 describes the proposed system methodology. The methodology is based on conducting various experiments on dataset using the algorithms described in the previous section named CNN, RNN, and Bidirectional LSTM models. The experiments are conducted individually on each algorithm, and on combination among them for the purpose of best accuracy and precision.
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Figure 3.1. Describes the Proposed System Methodology



The following steps will be used to evaluate the precision of the news. 
i. Liar-dataset is preprocessed 12.8K 
ii. The texts in multiple contexts is taken from POLITIFACT.COM and is labelled manually. Then it is transformed from TSV format into CSV format using Python. 
iii. The next step is to clean the noise using NLP NLTK libraries and SAFAR v2 library. The noise involves ids, dots, commas, quotations, and by stemming terms, delete the suffix. The next step is to use POS (Part of speech) which will turn the dataset into tokens and statistical values. 
iv. Perform feature extraction by choosing lexical features, Such as word count, average word length, length of article, number count, number of sections of speech (adjective).
v. Extract unigram and bigram features by using Tfidf Vectorizer function of python sklearn. Feature extraction library to generate TF-IDF n-gram features.
vi. Divide the dataset into 70% for train and 30% for test using python sklearn. 
vii. Produce classification model ipynb file after applying all the algorithms. 
viii. Test model precision on the test portion of dataset and produce confusion matrix. 
ix. Evaluate accuracy, precision, recall, and f1-score for fake and real news. 
x. Design the interface to be used for testing unseen news by user.

3.2 Analysis of the Existing System
The existing systems for fake news detection have employed different approaches and techniques to identify and classify fake news articles. These systems typically utilize machine learning or deep learning algorithms to analyze textual content, metadata, and user engagement features. The existing systems often involve the creation of a labeled dataset comprising both real and fake news articles. Various features, such as linguistic patterns, textual characteristics, and social network interactions, are extracted from the news articles. These features are then used to train a classification model, which can distinguish between real and fake news. Some existing systems also consider additional factors such as the credibility of news sources, cross-referencing with external fact-checking databases, or analysis of user comments and feedback. 


3.3 Problems of the Existing System
Despite the progress made in fake news detection, the existing systems face certain challenges and limitations:
i. Feature Engineering: The existing systems heavily rely on handcrafted features, which can be time-consuming and may not capture all the relevant information effectively.
ii. Generalization: Fake news detection systems may struggle to generalize well to new and emerging types of fake news. They may be less effective in detecting sophisticated techniques such as deep fakes or highly deceptive misinformation.
iii. Dataset Bias: The quality and diversity of the labeled datasets used for training can significantly impact the performance of the systems. Biased or unrepresentative datasets may lead to inaccurate and biased detection results.
iv. Scalability: The existing systems may face challenges in handling the large-scale and high-velocity nature of online news. The systems need to process a vast amount of data in real-time to keep up with the dynamic nature of fake news dissemination.
3.4 Description of the Proposed System
The proposed system for fake news detection aims to address the limitations of the existing systems. It incorporates advancements in machine learning, deep learning, and natural language processing to improve accuracy and robustness. The new system will leverage deep learning models, such as transformer-based architectures like BERT or GPT, to capture the contextual information and linguistic nuances of news articles. These models can learn representations from large amounts of data and generalize well to different types of fake news. Instead of relying solely on handcrafted features, the proposed system will explore techniques such as transfer learning and self-supervised learning to automatically learn relevant features from the data. This approach reduces the dependency on manual feature engineering and improves the adaptability of the system. Furthermore, the new system will consider the integration of external data sources, such as fact-checking databases or credibility scores of news sources, to enhance the detection process. It will also incorporate real-time analysis of user feedback and engagement patterns to adapt and update the detection models.
3.5 	Advantages of the New System over the Existing System
i. Improved Accuracy: By leveraging advanced deep learning models and techniques, the new system can achieve higher accuracy in detecting fake news, including emerging types of misinformation.
ii. Reduced Dependency on Feature Engineering: The new system automates the feature extraction process through transfer learning and self-supervised learning, reducing the manual effort and potential bias associated with handcrafted features.
iii. Enhanced Generalization: The use of transformer-based architectures and large-scale pretraining enables the new system to better understand the context and linguistic nuances, improving generalization to different types of fake news.
iv. Integration of External Data: The new system considers the integration of external data sources, such as fact-checking databases or credibility scores, to augment the detection process and provide additional context for decision-making.
v. Real-time Adaptability: The new system incorporates real-time analysis of user feedback and engagement patterns, allowing for continuous model updating and adaptation to the evolving landscape of fake news.




CHAPTER FOUR
DESIGN AND IMPLEMENTATION OF THE SYSTEM
4.1	Design of The System
This is the process of designing the input, output and the processing steps to meet the user’s requirement identified in the system analysis. These include the data, input, output, processing storage and other control requirement.

4.1.1	Output System
In response to an event initiated by the users, the system generates appropriate output. All event or interaction with the system is through the keyboard. The important output of the proposed system is the display of selected department by the admin at a particular point in time. The following interface are the application views.	
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Figure 4.1. Search News: This is the output of the search operation page where various search option of the app selection can be made.
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Figure 4.2: Admin Dashboard
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Figure 4.3. News Page: This is the output of the created news from which history of news line is made.
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Figure 4.4: Admin All Posted News Page
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Figure 4.5. Admin Post News Page


4.1.2	Input Design
Data can be supplied to the new system from two source, namely from standard keyboard device and/or from a disk file. When data is supplied from the keyboard, the software has a standard text input and editing box where the user can type, delete, copy, paste and perform all other usual text creation and editing operations. Inputs to the system consists of usual characters found on a standard. The data input box can handle up to 64kb of plain text data.
[image: ]
Figure 4.6: News Page: This is the input interface of user login a user student can access the application here.
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Figure 4.7. Contact us Page: This is the input interface for user read news headline or search new news  on the application
[image: C:\Users\hp\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\TempState\15A6586915A39B3E6A3DEC1029364B55\WhatsApp Image 2024-05-22 at 14.47.48_2013e3f5.jpg]
Figure 4.8. Login page: This module allow user to create new news and update the system.
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Figure 4.9: Upload Page
4.1.3	Database Design
The coding of the program development used for this project help us to have access to the MYSQL which happens to be our database and which is used in storing the required information.

Table 4.1: Output for report showing the data of student registered in the computer science department.
[image: ]

Table 4.2: Output of report showing the data.
[image: ]

4.1.4	Procedure Design
The structure of the program that is designed in this new system is such that it provides for various option in the different menu available for easy accessibility and manipulation of records.
In this project work, there are four major procedures used, they are:
i. Registration form: This is used to accept new applicant data filed like name, matriculation number, place of attachment etc.
ii. Search Record: To retrieve the applicant record and to know the content 	of the file of a particular record and no amendment can be made here.
iii. Payment: this allow all payment to be made on the system.
iv. Report: To know the general report of student that have use of the system.


4.2	System Implementation					
The design system depends on the capabilities and power of the device on which the application system is installed. However, selecting a choice of application support (Hardware and Software) depends much on;
i. Cost and benefits
ii. Managements support for changes.
The most important requirement on which the running of the program basically depends on is the provision of internet facility. It can run on any laptop and mobile devices of any operating system.
4.2.1	Choice of Programming Language 			
The system was developed using Ionic Framework, packed and installable in android operating system. Ionic was chosen because it is a due to the following reasons:
i. SQLite is easy to understand during designing.
ii. It supports modular programming.
iii. It can be easily manipulate in other to design a user friendly environment
iv. It can be used to access android built-in system to capture GPS control.
4.2.2	 Hardware Support 		
The hardware requires for the effective running of the system are as follows:
i. Any phone that runs on all operating system irrespective of version be it laptop, tablet, iPad and other mobile devices.
ii. GPS ready
4.2.3	Software Support
This application is basically designed for laptop and mobile phones with GPS capability.
Android Studio was used to design the interface, code environment as well as building the installable .apk file.

4.2.4	Changeover Techniques
The system will be implemented using the parallel approach. This approach is considered because it ensure that the new system is tested alongside with the old system to ensure the effectiveness and efficiency of the system. With this system, as soon as results are analyzed and computed using a computerized method, the existing system will serve as backup in case there is a deficiency in the system.

4.3	System Documentation
After the program has been fully install. The next thing is to locate the installed application to put it into use. 
4.3.1	Program Documentation
This is the detailed description of the proposed system. It is important because it helps to design and implement a system that would allow students both old and new to experience web rich content on any of their devices. It also helps to design and implement an application that works on android operating system. 
4.3.2	System Maintenance 
On the system maintenance aspect, all the network system components should be maintained and managed as the operation continues. Maintenance of a system is to enable the continuos performance of the system as expected and if includes:-
i. Hardware Maintenance:-  These involves all the activities carried out on the computer and network hardware in order to anticipate the outset of incipient faults on the hardware. Hardware technology, engineers or information technology professionals.
ii. Software Maintenance:-     These include all the activities carried out in updating and modifying the programs in order to suit future challenges in software development.
iii. Adaptive Maintenance:-   These involve the changes and modifications in the programs to suit the operating environment.
iv. Corrective Maintenance:-  These involve the process of detecting bugs in the programs and other faults and the subsequent removal functioning and operation.



CHAPTER FIVE
SUMMARY, CONCLUSION, AND RECOMMENDATIONS
5.1 Summary
In this study, the design and implementation of a fake news detection system was explored. This research began by introducing the problem of fake news and its implications in today's digital age. The aim and objectives of the study were defined, focusing on the development of a reliable and automated fake news detection system. Related work in the field of fake news detection were reviewed, highlighting the use of machine learning, deep learning, and the integration of metadata and contextual information. Several studies showcased the effectiveness of different approaches in detecting fake news and provided insights into the advancements made in the field. Next, the existing previous systems for fake news detection, outlining their approaches, limitations, and challenges were also discussed. 
The problems of the existing systems were identified, including the reliance on handcrafted features, generalization issues, dataset bias, and scalability concerns. To address these limitations, I proposed a new system for fake news detection. The proposed system leverages deep learning models, such as transformer-based architectures, to capture contextual information and linguistic nuances. It reduces dependency on feature engineering through techniques like transfer learning and self-supervised learning. The new system also incorporates external data sources, real-time analysis of user feedback, and engagement patterns to enhance accuracy and adaptability.
5.2 Conclusion
Fake news detection is a crucial task in combating the spread of misinformation and ensuring the integrity of information in today's digital era. This study provided an overview of the existing previous systems for fake news detection and highlighted their limitations. It proposed a new system that utilizes advanced techniques to improve accuracy, reduce dependency on handcrafted features, enhance generalization, and adapt to evolving types of fake news. By implementing the proposed system, individuals, organizations, and online platforms can have a reliable tool to identify and mitigate the impact of fake news. This can lead to more informed decision-making, preservation of credibility, and the promotion of a trustworthy information ecosystem.

5.3 Recommendations
Based on the study conducted, the following recommendations can be made for further research and development in the field of fake news detection:
i. Continuous Dataset Development: Researchers should focus on creating diverse and representative datasets for training fake news detection systems. This includes incorporating new types of fake news and considering multilingual and multicultural contexts.
ii. Integration of Multimedia Analysis: Future systems should explore the integration of multimedia analysis techniques to detect fake news in images, videos, and audio content, considering the rise of deep fake technology.
iii. Explainability and Interpretability: The interpretability of fake news detection systems is essential to gain users' trust. Research should focus on developing methods to explain the decision-making process of the models and provide interpretable explanations for the classification results.
iv. Collaboration and Evaluation Standards: Collaboration between researchers, fact-checkers, and platform providers is crucial to establish evaluation standards, and benchmark datasets, and promote the adoption of effective fake news detection systems.
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