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ABSTRACT
This study assesses the role of social media in the spread of cybercrimes among students at Kwara State Polytechnic, Ilorin, Nigeria. With the proliferation of social media platforms, cybercrimes such as hacking, phishing, and identity theft have surged, posing significant threats to users, particularly young adults in tertiary institutions. The research adopts a quantitative survey design, utilizing a questionnaire to collect data from 100 male polytechnic students aged 18–45 years. The findings reveal that high social media consumption significantly exposes users to criminal content, with 54% of respondents agreeing that it naturally increases vulnerability to cybercrime. Anonymous access, fake profile creation, and unrestricted social media use were identified as key factors facilitating cybercriminal activities. Both male and female students were found to be victims, with platforms like Facebook and Instagram perceived as particularly harmful due to their widespread use and ease of access. The study employs the Differential Association Theory to explain how social interactions on digital platforms influence deviant behaviors. Despite existing laws like the Nigerian Cybercrime Act of 2015, cybercrime remains prevalent, exacerbated by socioeconomic factors such as unemployment and poverty. The research recommends stricter regulation of social media platforms, addressing anonymity issues, and enhancing user awareness to curb cybercrime. This study contributes to the understanding of social media’s impact on cybercrime and provides insights for policymakers and educational institutions to mitigate its spread among students.
Keywords: Cybercrime, Social Media, Kwara State Polytechnic, Differential Association Theory, Nigeria.


CHAPTER ONE
1.1 BACKGROUND OF THE STUDY
Technology has been the success story of our century and has opened doors for beneficial inventions. Technology has countries interconnected and the world has now become a global village (Ojo 2019). he information of most people and the economy of most countries in the world have become easily accessible with the help of electronic devices through the Internet and social media engagements and it is available to anyone who inquires, including criminals and eavesdroppers (Vladimir 2005).
Social media is a computer technology that facilitates the sharing of ideas thoughts, information idea interests and other forms of expressions via virtual communities, networks and platforms. Social media connotes a web-based consumer friendly software platform interactively and responsively even to build or distribute content on some of the social media platforms that include: blogs like type pad, WordPress, image and video sharing applications such as Instagram, YouTube, Flickr, microblogs such as twitter and Tumblr, social sites such as Facebook, Myspace, WhatsApp, LinkedIn etc. Social media's strength lies in its ability to create highly productive channels to connect and interact with people freely anywhere, wherever, in real-time and worldwide (Rana, 2017).
According to (Simona, 2020) As of January 2020, Nigeria registered approximately 27 million active social media users, WhatsApp was the most popular platform used in the country. Nonetheless, the number of registered internet users in Nigeria decreased in more than 10 million from 2019 to 2020, the platform was mentioned by 94% of Internet users aged 16-64 years. Facebook and YouTube followed, being used respectively by 87% & 76% of the individuals with access to the Internet (Statista 2020). Just as social media has brought for several benefits in aspects of business, interaction, entertainment etc., it has equally posed social and security risks the impact the society, national and international security negatively.
Frequently, personal information is shared when creating profiles on social media platform as thereby making it easy for online crimes to take place. Threat attacks including hacking. stealing of names, phishing Scams, viruses are now common online because users share names, date of birth, school names, Family information and other information on websites of social media (Ayodele 2013). As the activities online rise, there are worries about the ways the personal information shared by the users may be collected and analyzed (Hinduja and Patchin 2009).
All of these threats see to the introduction of the general action which is Cybercrime, and Cybercrime is generally known as the extortion or blackmaił of organizations and individuals on social media or Internet websites or the forcefiaf hacking of their personal emails to obtain personal information for fraudulent acts Cybercrime, also called computer crime is the use of a computer as an instrument to further illegal ends, such as committing fraud, trafficking in child pornography and intellectual property, stealing identities, or violating privacy. Cybercrime, especially through the Internet, has grown in importance as the computer has become central to commerce, entertainment, and government. (Dennis, 2014). Cybercrime includes a wide series of criminal activities including: Phishing email messages. Unconstitutional access or unauthorized access to a person's personal information, theft of financial or card payment data, theft and sale of corporate data, Cyber extortion (demanding money to prevent a threatened attack), ransomware attacks (a type of cyber extortion), identity fraud (where personal information is stolen and use), Cybercriminals aim to use a computing device to access personal data of a user, confidential business information or government information for illegal means (Tariq 2019).
Cybercrimes in Nigeria are of different categories ranging from; hacking, cyber-stalking, Internet frauds, online scams, ATM or credit card fraud, software piracy, phishing, virus dissemination, cyber-defamation. In Nigeria, cybercriminals are referred as "yahoo boys". They usually take advantage of the open e-commerce and social media scheme to defraud unsuspecting people on sites (who are mainly foreigners or immigrants) of thousands and sometimes millions of dollars (Ehimen, 2009).
All of these popular cybercrimes in Nigeria make use of the social media scheme to defraud people and this is because of the anonymity of the users on social media. Social media platforms are the success story of our century but also has the downside to it, social media is like honey to a bee where cybercrime comes in play, this alone should let one know that cybercrime is promoted through high social media usage, especially as long as the numbers users are visible. To give an idea of the numbers of users that consume these social media platforms, here are some:
· Facebook-2.45 billion monthly active users (Q3, 2019)
· Twitter-300 million monthly active users (Statista, 2019)
· Instagram-1 billion monthly active users (about. Instagram, 2021)
Popular usage and consumption of these social media platforms is a problem because it gives fraudsters an access to millions and more active user profiles that may not know if they are real or fake, this simply proves that social media is like honey to a bee where cybercrime is concerned, fraudsters see social media users as a captive and trusting audience, that they could manipulate and lure into performing the acts that they would normally be vigilant about. Social media has sufficiently built a platform, not just for sharing thoughts and funny pictures, but as a playground for cybercrime.
The history of cybercrime which is believed to have started in the late 1980s by Robert Tappan Morris Jajoo, A. (2017). Cybercrime can be traced back to the introduction of three major inventions, the mobile telephones, the Internet and the computers. These three jointly brought forth an outbreak of cybercrimes, and today the current political, social and economic state of Nigeria has worsened the situation and left a bitter taste in the mouth of victims. The high rate of unemployment, horrible educational system and the harsh economy in the country all contribute highly to the proliferation of cybercrime practices in Nigeria.
The Nigerian government has set up a number of bodies and commissions to tackle this crime and reduce its prevalence in Nigeria. The ICPC came up with The Corrupt Practices and Other Related Offences Act, 2000. The act seeks to prohibit and prescribe punishment for corrupt practices and other related offences. The government of President Olusegun Obasanjo in 2003 also set up a working group known as the Nigeria Cyber Crime Working Group (NCWG) to address this phenomenon since the loss suffered by both consumers and investors creates serious credibility and image problem to the country.
Similarly, according to (Abdulhamid et al, 2011), in Nigeria, a bill title "Cyber Security and Critical Infrastructure bill" was prepared to deal specifically with the menace of social media fraud. The economic and financial crimes commission (EFCC) also investigates financial crimes such as advance fee fraud, popularly known as (419 fraud) and laundering. Security and Privacy Initiative for Nigeria (ISSPIN) have also assisted to curb the maladies (Awe, 2009). Even with these measures from these several agencies, cybercrime and social media fraud in Nigeria is still on the increase.
Based on the above background, this study will assess the role of social media on the spread of cybercrime among polytechnic student.
1.2 STATEMENT OF THE PROBLEM
The issue of Kwara State Polytechnic student participation in cybercrime in Nigeria has continued to remain a very intractable problem, and social media has become an environment where the most lucrative and safest crimes thrive. Different evidence to show cybercrime is rising have been discovered. A (YouGov, 2017) survey for the Internet users in the UK shows that 1 in 20 users lost money to online scams. According to (DeMarco, 2012), He also noted that cyberspace make young people susceptible to risk of engaging in cybercriminal activity by providing open, uncensored and unregulated sites that provide information. directives and tools about hacking, network intrusion, and phishing procedures.
These studies are all vivid indicators to the fact that social media fraud is increasing rapidly and as so, it is starting to gain awareness at the global level but there is a shortfall to the study of this burgeoning criminal problem in Nigeria. Nigeria being a third world country is faced with huge economic challenges and this causes for a high rate of unemployment, therefore being a reason why this crime thrives in the country. Asides from the economy factor being a possible reason why social media fraud thrives in Nigeria, there are many other factors causing the unceasing rise in this fraudulent activity. A study by (zero tolerance, 2014), shows that the age group of social media fraudsters are usually within ages 18-30 years, and they are involved in this crime usually to sustain themselves and have a taste of "the good life". The age group in this study is classified to be that of the students found in tertiary institutions being part of the reasons why this study is centralizing on polytechnic student.
Social media spread and high consumption rate also poses as a problem such as the high number of users gives these fraudsters the massive and trusting audience that they could manipulate, reason may be the victim trusts the social media app and believes the person he/she is speaking to has good intentions towards them. If the spread of social media is cut down by these users this problem is most likely to reduce. And the social media platforms that these victims entrust so much should ensure and establish ways of letting only authentic people onto their platform so if there may be any harm, the users may be discoverable.
Anonymous and unlimited access to social media accounts also creates a big problem and plays a big role in the participation in cybercrime, the ease of creation of unauthenticated social media accounts poses as one of the problems allowing for the complexity in the identification of these fraudsters. Following these findings there is need for the discovery of more characteristics and qualities of these fraudsters and what other factors may drive them into the commitment of the crimes.
1.3 RESEARCH OBJECTIVES OF THE STUDY
The primary objective of this study is to assess the role of social media on the spread among polytechnic students and co. Previous research in this area results have been inconclusive on if social media does impact its users' perception of cybercrime and if so what that impact is.
Therefore, other objectives of this study will be:
· To ascertain the extent to which one’s social media spread naturally exposes them to criminal content.
· To assess the effect of unlimited access to social media in creating an avenue for criminals to exploit users.
· To determine the impact which social media has on perceived harm severity of Cybercrime to victims in users.
· To assess the gender specific impact that social media use has on perceived seriousness of cybercrime and if the use of one social media site has more of an impact on a certain gender more than the other.
1.4 RESEARCH QUESTION
From the above research objectives listed, the following research questions will be poised.
1. To what extent does social media spread expose its users to cybercrime attacks?
2. What effect does unlimited access to social media have in creating an avenue for criminals to exploit users?
3. How does social media use have an impact on its users and if it does what is the nature of that effect?
4. How does social media use have an impact on perceived wrongfulness of cybercrime?
5. How do social media have an impact on perceived harm severity of cybercrime to victims in users?
6. What gender has specifically been affected by cybercrime due to social media use?
1.5 SIGNIFICANCE OF THE STUDY
This study will increase the wealth of knowledge on cybercrime activity in polytechnic, specifically would create new knowledge on the relationship between social media and cybercrime thereby filling the gap in the literature. In addition, the study would also be highly beneficial as it would enlighten polytechnic students and the general public on the negative results from participating in this crime, and the results from the research would give a general answer to social media users on their different perspectives about social media and its influence on people. The study will also inform them on the appropriate authorities to file complaints to if they have been victims of any sort of cyber fraud or scam.
1.6 SCOPE OF STUDY
The scope of this study is a quantitative design to find out in-depth information about cybercrime and the more classified factors pushing the study class into participation. This study is focused on Kwara State Polytechnic students who constantly are in use of these social media platforms where cybercrime is highly practiced on. This study will collect data using a questionnaire.
The reason for picking Kwara State Polytechnic students as the scope for this study is because several statistical data have shown the most common age range for participation in this crime to be from ages 18-30 and a majority of these set of people are found in tertiary institutions.
1.7 OPERATIONAL DEFINITION OF TERMS
Cybercrime: as used in this study is the offence committed with the use of these social media sites or applications. It is seen to be blackmail through different formats discussed in this study.
Social media: as used through this study is the platform or are the sites which these cybercrime acts are committed with or on. It is a socialization network used to send and receive messages, share videos, and carry out other forms of communication processes.
Phishing: is a type of cybercrime format detailed in this study which uses emails to lure its victims.


CHAPTER TWO
LITERATURE REVIEW
2.0 INTRODUCTION
In this chapter, the empirical literature on previous studies on cybercrime and social media fraud is discussed. The chapter gives a theoretical foundation of the study as well as the conceptual framework and knowledge gap.
2.1 CONCEPTUAL FRAMEWORK
2.1.1 CONCEPT OF CYBERCRIME AND CYBER SECURITY
Over the years technology has grown immensely, and so have the definitions of Cyberspace, Cyber security and Cybercrime. Computer crimes may involve all categories of crime, but it has been argued that a definition must emphasize the particularity, the usage of the computer technology or knowledge about it. Cyber-space is known as the limitless space known as the internet. It refers to the interconnected network of information technology components that underpin many of our communication technologies in place today. Cyber security is the group of guidelines, tools, policies, security safeguards, policies, security concepts and technologies that are used in protecting the cyber environment, user's assets and even organizations. Cybercrime refers to a series of crimes attacking both the cyberspace and cyber security.
According to (Ebelogu, 2019), crimes have been committed against individuals, individuals’ property, society and organizations. Following this reasoning, cybercrime may be broadly classified into three groups.
· Crime against the individuals: the following are classified as the several crimes that can be committed against an individual, Harassment via electronic mails, dissemination of obscene material, Cyber-stalking, Defamation, Indecent exposure, Cheating. Unauthorized control/access over computer system. Email spoofing, Fraud. (ii) Against Individual
Property- these are the following crimes that are committed against individual's properties, Computer vandalism, transmitting virus, unauthorized access/control over computer system. Intellectual Property crimes, and Internet thefts.
Crime against organization: (a) Government (b) firm, company and group of individuals: the following are the several crimes that can be committed to an organization Unauthorized access/control over computer system, Cyber-terrorism against the government organization. Possession of unauthorized information, Distribution of Pirate software.
Crime against society: the following are the different crimes committed on the society, Child pornography, Indecent exposure of polluting the youth financial crimes, Safe of illegal articles, Trafficking, Forgery, Online gambling
2.1.2 HOW CYBERCRIMINALS OPERATE
Back in the days, Cyber criminals had to pick out from people’s trash or intercept their mails to be able to obtain their personal Information, but as things are today, all of this information is available online and criminals use the Internet to steal people's identities, hack into their account, trick them into revealing the information, or infect their device with malware.
2.1.3 WHO ARE CYBERCRIMINALS?
According to (Ojo, 2019), majority of crimes are committed by individuals or small groups. However, large organized crime groups also take advantage of the Internet. These "professional" criminals find new ways to commit old crimes, treating cybercrime like a business and forming global criminal communities. Criminal communities share strategies and tools and can combine forces to launch coordinated attacks. They even have an underground marketplace where cyber criminals can buy and sell stolen information and identities. It's very difficult to crack down on cyber criminals because the Internet makes it easier for people to do things anonymously and from any location on the globe. Many computers used in cyber-attacks have actually been hacked and are being controlled by someone far away. Crime laws are different in every country too, which can make things really complicated when a criminal launches an attack in a foreign country.
2.1.4 SOCIAL ENGINEERING
Social engineering is a tactic used by cybercriminals that uses manipulation and lies to trick people into revealing their personal information. Social engineering attacks constantly contain persuasive fake stories that make victims fall into their traps. Some social engineering attacks as posited by (Andeh, 2019), include;
Sending victims an email that claims there's a problem with their account and has a link to a fake website. Entering their account information into the site sends it straight to the cybercriminal (phishing).
Trying to convince victims to open email attachments that contain malware by claiming it is something they might enjoy (like a game) or need (like anti-malware software).
Pretending to be a network or account administrator and asking for the victim's password to perform maintenance.
Claiming that the victim has won a prize but must give their credit card information in order to receive it.
Asking for a victim’s password for an Internet service and then using the same password to access other accounts and services since many people re-use the same password.
Promising the victim, they will receive millions of dollars, if they will help out the sender by giving them money or their bank account information.
2.1.5 ATTACK TECHNIQUES
According to (Ebelogu, 2019), there are a variety of attack techniques which cybercriminals use, Here are some recognizable types of attacks which cybercriminals use to commit crimes.
· Dating: This technique is also known as sweetheart swindling It is perhaps the oldest surviving technique. This technique involves developing a love or romantic relationship and an online friend, usually the foreigners in the other parts of the world. Through this method. the perpetrators lures and ensures that the client has been carried away by dedication by love and trust, after a serious commitment and dedication by the client to be victimized, then, the perpetrators begin to make demands.
· Cyber-terrorism: A cyber terrorist is a person who launches attack on government or organization with the aim of distorting and/or accessing stored information stored on the computer and their networks. The aim of a cyber-terrorist is chiefly to intimidate a government or to advance his or her political or social objectives by launching various attacks against computers, network, and the information stored on them. It means that any act intended to instill fear by accessing and distorting any dseful information in organizations or Government bodies using computer and internet is constitute cyber terrorism. Cyber extortion is another form of cyber terrorism. In cyber extortion, a website, e-mail server, computer systems is placed under attacks by hackers for denial of services, demanding for ransom in return. Cyber extortionists mostly attack corporate websites and networks, cripple their ability to function and then demand ransom to restore their service.
· PUPS- PUPs or Potentially Unwanted Programs are less threatening than other cybercrimes, but are a type of malware. They uninstall necessary software in your system including search engines and pre-downloaded apps. They can include spyware or adware, so it's a good idea to install antivirus software to avoid the malicious download.
· Phishing or Man-In-The-Middle (MITM): This type of attack involves hackers sending malicious email attachments or URLs to users to gain access to their accounts or computer. Cybercriminals are becoming more established and many of these emails are not flagged as spam. Users are tricked into emails claiming they need to change their password or update their billing information, giving criminals access. How does this play out? Let's say you received an email that appeared to be from your bank, asking you to log in to your account to confirm your contact information. You click on a link in the email and are taken to what appears to be your bank's website, so you wouldn't hesitate to enter your login credentials after clicking the link in the email. But when you do that, you're not logging into your bank account, you're handing over your credentials to the cybercriminal.
· Cyber-stalking - This kind of cybercrime involves online harassment where the user is subjected to a plethora of online messages and emails. Typically, cyber stalkers use social media, websites and search engines to intimidate a user and instill fear. Usually, the cyber stalker knows their victim and makes the person feel afraid or concerned for their safety.
· Skimmers: This is the most common type of cybercrime in Nigeria where devices that steal credit card information when the card is swiped through them. This can happen in stores or restaurants when the card is out of the owner's view, and frequently the credit card information is then sold online through a criminat community. This cybercrime occurs when a criminal gains access to a user's personal information to steal funds, access confidential information, or participate in tax or health insurance fraud. They can also open a phone/internet account in your name, use your name to plan a criminal activity and claim government or banks benefits in your name. They may do this by finding out user's passwords through hacking, retrieving personal information from social media, or sending phishing emails. Some identity thieves target organizations that store people's personal information, like schools or credit card companies. But most cyber criminals will target home computers rather than trying to break into a big institution's network because it's much easier.
· Online Scams - These are usually in the form of ads or spam emails that include promises of rewards or offers of unrealistic amounts of money. Online seams include enticing offers that are "too good to be true" and when clicked on can cause malware to interfere and compromise information.
· Exploit Kits - Exploit kits need a vulnerability (bug in the code of a software) in order to gain control of a user's computer. They are readymade tools criminals can buy online and use against anyone with a computer. The exploit kits are upgraded regularly similar to normal software and are available on dark web hacking forums. (Eb9*elogu, 2019).
2.1.6 MAJOR CAUSES FOR THE PARTICIPATION IN CYBER CRIME
There are several reasons why individuals may participate in Cybercrime, and (Ogunlere, 2013) posits that Cybercrime began with disgruntled employees causing physical damage to the computers they worked with, with the aim to get back at their supervisors. But as the ability to have personal computer at home became more accessible and popular, cybercriminal began to focus their efforts on home users. (Ogunlere, 2013).
However, some of the major reasons that may cause for the participation in cybercrime in Nigeria as entailed by (Matanmi, 2013) include the following:
· Unemployment
Nigeria is saddled with almost 20 million unemployed people, with about 2 million new entrants into the dispirited realm of the unemployed each year, according to the Nigerian National Bureau of Statistics. Cybercrime can be associated with high rate of unemployment, harsh economic conditions, and poor educational system (Matanmi, 2013). With these two being a hand in hand, the high rate of unemployment will also call for a high rate of cybercrime. Most of the Nigerian youth will be pushed to indulge in this act just as to make ends meet and improve their status in some cases, and that brings a introductory reasoning to the next point.
· Quest for wealth
This is also a cause of cybercrime participation in Nigeria, and that is the quest for wealth (Meke, 2012). There is a huge line drawn between the rich and the average in Nigeria, this makes some people find any means possible to find wealth for themselves. Most cyber criminals require less investment and a conducive environment. Nigeria is such an environment and many cyber criminals take advantage of that (Matanmi 2013).
· Urbanization
Urbanization is also a cause for the participation in cybercrime. (Meke, 2012), posits that urbanization as one of the major causes of Cybercrime in Nigeria and urbanization will be beneficial if and only if good jobs can be created in the cities where population growth is increasing. In his article, Meke emphasized that urbanization without crime is really impossible. As such the elites amongst them find it lucrative to invest in the Cybercrime because it is a business that requires less capital.
· Negative Role Models
When youth are surrounded by bad company or fed thoughts by people, they look up to they are most likely to pick up such acts. (Meke, 2012), also remarked that today many parents transmit crime values to their wards, via socialization as if it a socio-cultural value which ought to be transmitted to the younger generation. If a father constantly makes phone calls trying to deceive individuals into sending their bank card details in the presence of his children, they would most likely go into the same practice someday. If this culture is imbibed among the younger generations most of them will see no wrong in cybercrime practices. (Matanmi, 2013).
2.1.7 THE EFFECTS OF CYBER CRIME
· Loss of finance: cybercriminals are like mental robbers or terrorists in that the effect of their actions imposes loss of cost for individuals and the society in general.
· Reputation loss: Companies that have recently been defrauded or reported to have faced cybercriminal attacks lose the faith of their customers and even potential customers.
· Productivity reduction; this is as a result of more concentration being paid to preventing cyberattacks instead of productivity.
· Fear of ICT (information communication technology) vulnerability.
2.1.8 EXISTING LAWS AGAINST CYBERCRIME IN NIGERIA
The Nigerian Cybercrime (prohibition, prevention) Act 2015' according to (Oke, 2015), ensures an effective, unified regulatory frat rework for the prohibition, prevention, detection. prosecution and punishment of Cybercrimes in Nigeria. Here is an overview of what this act provides, and the things we should know.
· The Nigerian cybercrime Act 2015 prescribes the death penalty for an offence committed against a system or network that has been designated critical national infrastructure of Nigeria that results in the death of an individual (amongst other punishments for lesser crimes).
· The Nigerian cybercrime Act gives the power to designate certain computer systems, networks and information infrastructure vital to the national security of Nigeria or the economic or social wellbeing of its citizens, as constituting critical national information infrastructure, and to implement procedures, guidelines, and conduct audits in furtherance of that. Examples of systems, which could be designated as such, include transport, communication, banking, ete. To find out more about what such a plan should look like, you can find it in the USA's National Infrastructure Protection Plan or the European Union's.
· The cybercrime act 2015 makes provision for identity theft, with the punishment of imprisonment for a term of not less than 3 years or a fine of not less than N7 million or both fine and imprisonment. An example of identity fraud would be the individual who impersonated Chief Bola Tinubu on Facebook and was apprehended recently by the police.
· Under the Cybercrime Act 2015 in Nigeria, hackers, if found guilty of unlawfully accessing a computer system or network, are liable to a fine up to N10 million or a term of imprisonment of 5 years (depending on the purpose of the hack). The same punishment is also meted out to internet fraudsters who perpetuate their acts either by sending electronic messages or accessing and using data stored on computer systems.
· The Cybercrime Act 2015 prohibits cybersquatting, which is registering or using an Internet domain name with bad faith intent to profit from the goodwill of a trademark belonging to someone else, or to profit by selling to its rightful owner. Individuals who engage in this are liable on conviction to imprisonment for term of not less than 2 years or a fine of not less than 5 million or both fine and imprisonment.
· Specifically creates child pornography offences, with punishments of imprisonment for a term of 10 years or a fine of not less than N20 million or both fine and imprisonment, depending on the nature of the offence and the act carried out by the accused persons. Offences include, amongst others; producing, procuring, distributing and possession of child pornography.
· Outlaws cyber-stalking and Cyber-bullying and prescribes punishments ranging from a fine of not less than N2 million or imprisonment for a term of not less than 1 year or both fine and imprisonment, up to a term of not less than 10 years or affine of not less than N25 million or to both fine and imprisonment; depending on the severity of the offence.
· The Cybercrime Act 2015 mandates that service providers shall keep all data and subscriber information having due regard to the individuals constitutional right to privacy. And shall take appropriate measures to safeguard the confidentiality of the data retained, processed and received.
· Allows for the interception of electronic communication, by way of a court order by a judge. where there are reasonable grounds to suspect that the content of any electronic communication is reasonably required for the purposes of criminal investigation or proceedings. (Oke,2015). The Economic and Financial Crime Commission Act enacted by the National Assembly of the Federal republic of Nigeria provides a legal framework for the establishment of the commission. The act is responsible for guiding, protecting and enforcing several laws. Some of these major responsibilities are:
· The investigation of all financial crimes, including advance fee fraud, money laundering. counterfeiting, illegal charge transfers, future market fraud, fraudulent encashment of negotiable instruments, computer credit card fraud, contract scam, among others.
· The coordination and enforcement of all laws against economic and financial crimes laws and enforcement functions conferred on any other person or authority.
· The examination and investigation of all reported cases of economic and financial crimes with a view to identifying individuals, corporate bodies, or groups involved.
· Undertaking research and similar works with a view to determining the manifestation, extent, magnitude, and effects of economic and financial crimes and advising government on appropriate intervention measures for combating same.
· Taking charge of, supervising, controlling, and coordinating all the responsibilities, functions, and activities relating to the current investigation and prosecution of all offences connected with or relating to economic and financial crimes, in consultation with the Attorney General of the Federation. (Ogunlere, 2013).
2.1.9. PERCEPTION OF CYRERCRIMES COMMITTED BY POLYTECHNIC STUDENTS
Several scholars have looked into this term "perception". People perceive things in a way that accord to their beliefs, interests, motives, needs, and learning.
According to (Obono, 2008), the act of cybercrime is described as "those criminal acts either committed in cyberspace, such as various forms of identity theft and bank fraud, or acts that have a physical component and are simply facilitated by the use of internet-based tools" Such acts commonly include distribution of fraudulent e-mails, and pornography on the internet.
He further notes that cybercrimes are illegal activities perpetrated by one or more people using the cyberspace through the medium of networked computers, telephones and other information and communication technology equipment. There is hardly any crime committed in the world today that does not have cybercrimes undertong, because of high of dependence on modern technology, being social media driven.
According to (Oketola, 2009), some young people use the web for information on current issues in health, education, politics, researches, sports, and for personal development as well as building skills. While others, misuse it for unconstructive activities. It is perceived by many. that what constitutes young people's involvement in cybercrimes largely depends on their low level of moral standards, peer pressure corruption, greed, poverty, and get-rich-quick- syndrome, lack of parental guidance and lack of jobs.
2.1.10. SOCIAL MEDIA AND CYBERCRIME
This past decade has seen to a high usage of social media, and it has become a necessary part of everyone's life in the world we live in today. Social media is a platform that enables users to participate and share multimedia content, i.e. videos, pictures, text, audio and several animations through the medium of an application or a website. These contents are cloud-based big data contents and can be viewed in the form of volume, variety, velocity, veracity, volatility, quality, discovery and dogmatism. (Thabet. 2015).
According to (internetlivestats.com, 2019) the Internet users reached 4 168 461 500, i.e., 50.08 % penetration of world population. According to Statista, in 2019 there are 2.22 billion social media users worldwide, i.e., 31% of global social media penetration and it is expected that in 2021 this number will reach 3.02 billion. These popularly used social networking platforms are in possession of user's data in their cloud, and today we experience challenges in the constancy in which user data is being manipulated, and this creates several concerns, including security and privacy. Nevertheless, it also proves to be a strong tool to use in handling, and investigating crimes if properly used.
We are in an era where information can be gotten from several sources and we know information to be a very vital instrument that possesses power. Information these days can be gotten off these social media platforms like twitter, Instagram, blogs, Facebook, etc. criminals today have exploited this benefit of the case to several information from this social media networks. The instant connectivity has paved a way for criminals to exploit security vulnerabilities on the Internet. Currently social media is also becoming the medium for law enforcement agencies to prevent crime.
The law enforcement agencies are putting their utmost efforts to prevent crime by monitoring communications activities over the Internet (LexisNexis, 2014). But there are several challenges that these agencies suffer from like: big data challenges, cloud challenges, real time monitoring challenges, for example, privacy concerns, unstructured text monitoring challenges, multi-lingual text monitoring challenges. multiple website monitoring challenges, anonymous identifications as in some cases secured communication is going on and many more. (Blomberg, 2012).
The use of social media keeps growing daily on one hand and the crime rate using this electronic medium also keeps growing on the other. Criminals are using the quick responsive social media real time social media to plan, execute and commit these crimes, and the law enforcement agencies make use of the same social media to control, prevent and investigate their crimes.
2.1.11. ROLE OF SOCIAL MEDIA ON CYBER CRIMES
As long as the internet has existed, cybercrimes have existed. But the prevalence and seriousness of cybercrimes have significantly increased since the advent of social media. The usage of social media has cybercriminals new ways to perpetrate crimes. Any digital technology that enables user to instantly generate and share material with the public is referred to as social networking platforms. Any internet connected device, whether a computer, smart phone, ipad, and other mobile device can assess it.
Due to its extensive reach, online media has an impact on young people, social media offers a platform that connects people to the rest of the world via the interest, voice, and video conversations, chat rooms, and a host of other features. Any social media network can be joined with a very simple method that is also suitable for young people to use. A person must register with their personal information to join any social media platform once logged in, they can view the platform's materials and share data, images, or information with other users of that social media platform.
Social media will have both beneficial and harmful effect on today's youngster. Despite several wonderful advantages, these social networking platforms are also responsible for the dissemination of pornography materials on large scale among teenagers. There have been instances where teens have discussed raping a minor on a social media platform.
Additionally, while social media on the one hand disseminate information, it also facilitates the propagation of false information. The main platform for spreading fake information is whatApp and the fact that some people still believe it is worrisome spreading of such rumors and fake news often becomes the reason for conflict and hostility among district groups.
In the current digital era, social media website is widely used, which has drawn online scammers who want to boost their chance of obtaining victim to create many social media account and join various social media platforms. Cybercriminals are preferring social media website for the commission of cybercrimes due to the following advantages which are offered to them by these social media websites.
2.1.12 EFFECT OF SOCIAL MEDIA ON CYBERCRIMES
The prevalence of social media websites usage has increased the number of cybercriminals worldwide, the ability to communicate anonymously on social media makes it possible for most cyber criminals to be untraceable after defrauding unsuspecting victims. It is very easy for cyber criminals to create fake identity on social media and use it to communicate with anyone around the world, malicious software’s and websites that look legitimate can easily be shared over social media with as many people as possible within a very short time, fake news which poses a threat to national or global security can easily be shared over the social media.
With the prevalence of the usage of social media websites, online fraudsters can create as many social media accounts as possible with different identities and use it for criminal purposes, most sensitive information that are supposed to be private are now being shared publicly on social media. this of course increase the user's vulnerabilities.
The availability of many social media websites makes it easier for cybercriminals to use their multiple social media availability of many social networking websites make it easier for cybercriminals to use their multiple social media accounts to send fraudulent and unsolicited messages to unsuspecting victims. the criminal community on the dark web where cyber criminals buy and sell stolen sensitive information is getting bigger because the social media platform has become a fertile ground online or scammers.
2.1.13 THE SPREAD OF SOCIAL MEDIA AMONG STUDENTS
Social media sites and applications are widely used by students, they spend a lot of their time on these sites as a part of their daily lives. studies revealed that among the various age groups of students, polytechnic students are among the most using social networking.
(A2121 etal,2019), social media sites play a very important role in education. Indeed, students are afforded multiple opportunities to improve learning and access the latest information by connecting with learning groups and other educational systems.
(Yu et al, 2010), social media also has an impact on student mental health, which refers to their emotional, psychological and social well-being, polytechnic students spend a lot of their time on social media both during the day and at night, and it can be contended that such technologies play an important role in their daily lives. However, despite their tremendous contributions to knowledge acquisition, there is a need to determine whether such technologies are being used to gain knowledge or for other purpose that may lead to the harmful effects of technology misuse.
Social media has more adverse effects than positive ones (woods and scott,2016), since students tend to spend more time on social media other than educational purposes, this tends to cause distraction from the learning environment, affecting their academic.
2.1.14 FACTORS RESPONSIBLE FOR THE SPEARD OF CYBERCRIMES AMONG STUDENTS
The survey shows that there are various factors responsible for the spread of cybercrimes among students, these factors are poverty, defective socialization, access to the internet, peer pressure, frustration and covetousness among others.
· KNOWLEDGE AND ACCESSIBILITY OF THE INTERNET; From the data gathered, result showed that accessibility of technology is one of the major factors responsible for the spread of cybercrimes among students. All of the respondents stated that accessibility to technology, especially through the computer, is a valid factor.
· POVERTY; Common to the responses of all the respondent is poverty Almost all of the respondent affirmed that poverty is responsible for their involvement in cybercrime, while very few claimed that is was not responsible for their involvement in cybercrime, the entire studied population however said that poverty may be one of the factors, but it is not always safely responsible for the spread of cybercrimes among student.
· UNEMPLOYMENT: Unemployment is also a factor responsible for the spread of cybercrime among students, it was also revealed that it is not only students that are involved in cybercrime, even graduates are into it. most of the respondents who subscribed to unemployment as a factor's blamed the government for not providing enough employment opportunities.
· FAMILY BACKGROUND; Family background is one of the factors responsible for spread cybercrime among students, there is a close interplay among family background and occupation of parents. Almost all the respondents strongly agreed that family background is one of the factors responsible for the spread of cybercrime among students.
· PEER INFLEUNCE: peer group influence is another factor that influence student involvement in cybercrime almost all the respondents said peer group influence is one of the factors responsible for the spread of cybercrimes among student majority of them claimed friends aided their involvement in cybercrime directly and indirectly
2.2. THEORETICAL FRAMEWORK
(Davie, 2010) A theory is a scholar's construction of what an experience is like, based on systematic observation. It strives to formulate statements or propositions that will have some explanatory. This is our most basic definition and generalized way of looking at theory. A theory also seeks to explain the effects of mass communication on society, audiences and people. These effects can either be intended or unintended by those sending the message or messages. Theory seeks to explain the uses to which people put mass communication. Sometimes it is far more useful and meaningful to study the uses as opposed to the effects. This tenet recognizes the active role of the audience within the process of mass communication. Theory explains the role of mass media in shaping audiences’ values and opinions. Like it or not audiences do learn from the media, they take on the views expressed in the media or seek out media sources which agree with and reinforce their own views. (Davie, 2010).
2.2.1 DIFFERENTIAL ASSOCIATION THEORY
This theory was brought about in 1939 by Edwin Sutherland. He then made a phrase that would address the issue on how people learn deviance, which is "Differential Association". The theory goes on to describe and explain deviance in terms of the individual's social relationships. This theory details that, one’s environment plays a huge role in deciding what norms people learn to violate. Particularly the people within the reference group of this study (undergraduate students), create norms of deviance and conformity that then influences the way people around them act, how they see the world generally and also how they how they react. It also entails that people can also learn their norms from other socializing agents like teachers, co-workers. classmates.
Parents, friends and also the various media. Summary of this is just proving that people learn criminal behaviors the same way other behaviors are learnt and obtained, just by interaction and socialization with other people, and most likely people in an intimate group. The principle of differential association posits that a person becomes delinquent because of an "excess" of definitions favorable to violation of law over definitions unfavorable to violation of law. This simply means that a person will be a criminal frequently exposed to criminal influential forces than the legal ones. In mare words, criminal behaviors will come when you are highly exposed to social messages promoting the conduct that pro-social messages. This may be encountered in poor socio-economic conditions that may promote negative views the authorities and the law and maybe even the government as a whole.
This theory is outstanding because it puts the entirety of one's social environment, either mediated or physical into context to explaining why people get involved in criminal behaviors. There are a couple of assumptions entailed in this theory and some of which are:
· Criminal behavior is learned. This means that criminal behavior is not inherited, as such; the person who is not already trained in crime does not invent criminal behavior. This assumption proposes that individuals are inherently good and only turn towards deviant behavior as a result of learning the behavior.
· Criminal behavior is learned in interaction with other persons in a process of communication. According to Sutherland, this would mean that an individual is influenced to participate in criminal behavior through watching and interacting with other individuals who are engaging in the criminal behavior.
· The principal part of the learning of criminal behavior occurs within intimate personal groups. This would be any group that has a significant influence over them, such as their family or close friends. This factor makes a great deal of sense since the process of socialization and growing up is heavily influenced by the groups of people that an individual is a part of. Most families try to institute a positive influence on a member of their own, however, if a juvenile comes from a family that is broken and develops strong emotional ties with friends engaged in deviant behavior then this is likely to also drive them into the same deviant behavior, according to Sutherland.
· Differential associations may vary in frequency, duration, priority and intensity. This factor would be attributed to how strong their bond is with the individuals they interact with who commit the criminal behavior. If they interact on a daily basis and have strong emotional ties then they are likely to commit the deviant behavior more frequently than they otherwise would have.
· The process of learning criminal behavior by association with criminal and anti-criminal patterns involves all of the mechanisms that are involved in any other learning. This means that individuals learn criminal actions and legal actions through the same way. An individual would learn behavior that is counterproductive to society in the same way that they would learn behavior that is productive. This is why an individual would learn criminal behavior through their interactions with others.
2.3 EMPERICAL REVIEW
(Jegede, 2016) in his study showed that the growth in crime rate in most developing nations can be tied to the challenges relating to increasing urbanization.
(Jegede, 2016) also proved that, the existence of both standardized and non-standardized behaviors in the use of e-technologies has steadily increased the vulnerability of gamut of users in the cyber community. Technological advancement has been of tremendous advantages to the youthful population; however, it has also constituted serious challenges in terms of technologically-enhanced crime.
(Omodunbi, 2016) revealed in his study that 88% of the students that participated in the analysis are victims of phishing. Majority said that they receive false mails and text messages which has in turn led to the loss of money and disclosure of private information in some cases. A close call to this crime carried out by students is the DAT Theft. According to the respondents, 81% have participated in this crime, referring to it as a "harmless" cybercrime. (Kwaku and Nash, 2018) showed that majority of the students have knowledge about cybercrime. Specifically, the study revealed that the major forms of cybercrime were hacking. credit card fraud, software piracy and cyber identity theft.
Gender had no significant influence on the knowledge of students towards cybercrime. However, there are significant difference between students' awareness of cybercrime between their age and programme of study.
(Mshana, 2016) revealed in his findings that majority of respondents (80%) said that the growth of technology is one among factors that contribute to the existing of cybercrimes. Similarly, a sufficient majority of respondents (80%) supported that economic is another factor. A significant respondent (85%) responded that it is easy to access computers which are connected to the internet. And in some cases, people do access internet through their mobile phones easily because of the so called "bundles which are provided by different mobile telecommunication companies.
(Gupta, 2017) Tells that the most popular activities on social media include maintaining one's own virtual profile on the likes of Facebook and Twitter, posting and sharing an update as well as replying to something a friend has posted. While polytechnic students (33%) form the largest demographic of active social media users in India, working women and non-working women register just 7.0 per cent and 11.0 per cent respective share in that user base.
(Tade and Aliyu, 2011) Findings from this study indicate that Internet fraud in tertiary institutions is socially organized and highly networked. It is increasingly becoming specialized and sustained by informal networks.
This involves nefarious networking of fellow fraudsters and bank staffs. The latter leak vital customer details to yahoo-boys and facilitate payment without alerting security agencies; while the former arranges bail-out option in crisis period. The money is paid through domiciliary accounts, cheques, credit cards, Money Gram and Western Union. Cybercrime was reported to yield benefits in paying their school fees, acquire properties (cars and land), and sustain living.
(Ngonso, 2019) Findings showed that rural teenagers and youths have access to social media through their parents/guardian internet phones though not for academic purpose but to enhance their lives which more or less is social.


CHAPTER THREE
RESEARCH METHODOLOGY
3.0. INTRODUCTION
Research methodology by its definition means "The systematical way to solve the research problems" this is defined by (kothari, 2004).
A methodology defacts a researchers approach to the research to ensure reliable, valid results that address their aim and objectives.
This chapter describes the methods and procedure used for carrying out this study. It is sub- divided into reach population of this study, sample and sampling techniques, research instrument, validity and reliability of the instrument, procedures for data collection, and method of data analysis.
3.1. RESEARCH DESIGN
Research design can be defined as the arrangement of conditions for collection and analysis of data in a manner that aims to mix the relevance to the research purpose with economy in procedure. Hence the general objective of the research design is to facilitate the researcher to control the data process once collected and to do interpretation in a smooth way according to (kothari, 2004).
According to (Henry, 2003), research can be defined as an attempt to discover something design. However, refers to the whole method or technique used in gathering data. Research design therefore details to framework or general arrangement that is used in collecting and analysis a set of data. Therefore, on the basis of the study the research design used for collecting the required information is survey.
The primary and secondary data are source of information on the" assessment of the role of social media on the spread of cybercrimes among polytechnic students.
3.2. POPULATION OF THE STUDY
Population of researcher is defined as the people whom appeal to the interest of the researchers in generalizing the outcomes of the research. Population maybe also defined as the total number of units (individuals, organizations, events, objects, or items) from which samples are selected for measurement (kindly et al, 2016).
According to (Cook, 1999), population of the study can be defined as subject of the target population from which the sample is actually selected.
The target population of the study would comprise the student of Kwara State Polytechnic Ilorin. Kwara State, Nigeria. Based on the data obtained the population of Kwara State Polytechnic students Ilorin, Kwara State, Nigeria is estimated to be 50000.
Researcher are seldom in a position to study the entire target population. The study population chosen for this research was 100 of polytechnic male students. The people chosen were those that are engage in cybercrimes among polytechnic male students.
3.3. SAMPLE SIZE AND SAMPLING TECHNIQUES
The sample size is defined as the number of observations used for determining the estimation of a given population by (Kircaburum et al, 2018).
To determine the sample size for this research study, a complete enumeration survey would be adopted, where data would be collected for each and every unit as the case may be of the population or universe which is the complete set of items which are of interest in any particular situation. Therefore, the sample size for this research study would be 100 polytechnic student of Kwara State Polytechnic Ilorin, Kwara State.
3.4. RESEARCH INSTRUMENT
According to Okunna (2020), research instrument can be defined as a tool used to collect, measure, and analyze data related to your research interest.
Questionnaire refers to be a device for security answer to using a form which the respondent fills personally, the research instrument used in collecting the data is purely questionnaire and will be distributed as state above.
The parameters for social media use be determined using the social media addiction scale, while for the cybercrime will be determined using the public perception of crime scale to measure the perceived wrongfulness and perceived harm severity of cybercrime of participants. The 5-point Likert-scale will be used to measure participants' opinions and to be rated (Strongly Agree 5, Agree 4, Undecided = 3, Disagree = 2. Strongly Disagree = 1).
3.5. VALIDITY AND RELIABILITY OF RESEARCH INSTRUMENT
According to Asika (1991) stated that validity can be defined as the extent to which a measuring instrument measures what it is designed to measure. In order to ensure the validity of the research instruments of this study, attempt will be made to clarify the factors of the measurement in a language that is easy to understand for the respondents to comprehend.
Pilot study will be carried out to test for the reliability of the instruments and to see if changes will be made before the exact day of field work. The pilot study will be carried out using 10percent of the study participants.
With the help of an expert in measurement and evaluation, the research instrument will be subject to Cronbach alpha analysis to decide the reliability of the questionnaire. The coefficient of Cronbach alpha reliability test ranges from 0.00 to 1.00 with any value above 0.7 indicating that the research instrument is reliable.
3.6. DATA COLLECTION METHOD
According to Pantic et al (2012), data collection method can be defined as the technique and procedures used to gather information for research purposes.
These methods can range from simple self-reported survey to more complex experiments and can involve either quantitative or qualitative appropriates to data gathering.
The aim of data collection method is to assist that researcher with solutions or problem earlier identified the specification or classification of data used information collection for this study is primary source of data only based on research issues at hand.
Primary data the has been used in conducting this research. The respondent supply supplementary data, the interview granted the respondent was basically on the subject of the study and direct assessment were made by the researcher to present the data in appropriate form.
3.7. METHOD OF DATA ANALYSIS
According to (Baism, 2022), method of data analysis can be defined as the process of systematically apply statistical and logical techniques to describe and illustrate, condense and recap and evaluate data.
The demographic data of the participants would be analyzed by means of descriptive statistical techniques of frequency distribution and percentages. Each of the hypotheses formulated will be tested using the simple linear regression analysis at the .05 level of significance. All statistical analysis will be executed with the IBM SPSS Version 23 software.


CHAPTER FOUR
DATA PRESENTATION AND ANALYSIS
4.0 INTRODUCTION 
This chapter Focuses on data presentation and analysis observed from the questionnaire and the study to set out in the research methodology. This study findings are presented to examine "assessment of the role of social media on this spread of cybercrimes among Polytechnic students (a case study of Kwara State Polytechnic). This research instrument which are questionnaire and survey guide were used to acquire data.
The data collected were presented in accordance with the order established in the study question and the sample proportion were used to evaluate the respondent’s demographic information. 
4.1 DATA PRESENTATION 
According to Okoro and Nwafor (2013) data presentation is the process of organizing summarizing and usually representing data in a way that is easily understandable and meaningful to the audience. 
It also refers to the organization and presentation of data in table, graph, charts etc. in this research project, the instrument for the study was administered to random selected respondents in polytechnic and it was distributed to 100 numbers of people. The questionnaire consists of two sections (a and b) of 20 questions which are relevant to the study. 
Table 1: Sex distributions of respondents
	SEX
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	MALE
	48
	48%

	FEMALE
	52
	52%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table one shows that 48 respondents representing (48%) are males while 52 respondents representing (52%) were female. This table shows that majority of the respondents a female.
Table 2: Age distribution of respondents
	AGE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	18-25YRS
	42
	42%

	26-35YRS
	38
	38%

	36-45YRS
	20
	20%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 2 above classifies the respondent age from the data gathered, it shows that 42 of the respondents representing (42%) we are between 18 to 25 years, 38 representing (38%) were between 26 to 35 years and 20 respondents (20%) were 36 to 45 years. Therefore, it was concluded that majority of the respondents representing (42%) where between 18 to 25 years.
Table 3: Religion distribution of respondents 
	RELIGION
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	CHRISTIAN
	23
	23%

	MUSLIM
	75
	75%

	OTHER
	2
	2%

	TOTAL
	100
	100%


Source: Research Survey, 2025 
Table 3 above classifies the respondent religion from the data gathered, it shows that 23 of the respondents representing (23%) were Christians and 75 representing (75%) were Muslims and 2 representing (2%) we are holders. Therefore, it was concluded that majority of the respondents representing (75%) were Muslims.

Table 4: Marital status distribution of respondents
	MARITAL
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	SINGLE
	81
	81%

	MARRIED
	15
	15%

	DIVORCED
	4
	4%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 4 above classifies the respondent marital status. From the data gathered it shows that 81 of the respondents representing (81%) were single 15 representing (15%) were married and 4 representing (4%) were divorced. Therefore, it was concluded that majority of the respondents representing (81%) were single.
Table 5: Qualification distribution of respondents
	QUALIFICATION
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	ND 1
	17
	17%

	ND 2
	30
	30%

	HND 1
	26
	26%

	HND 2
	27
	27%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 5 above classifies the respondent qualification from the data gathered it shows that 17 of the respondents representing (17%) were in ND, 30 representing (30%) were in ND 2, 26 representing (26%) were in HND1, and 27 representing (27%) were in HND2. Therefore, it was concluded that majority of the respondents representing (30%) where in and ND2.



Table 6: Computer literate distribution of respondents 
	COMPUTER
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	YES
	66
	66%

	NO
	34
	34%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 6 above classifies the respondents computer literate from the data gathered it shows that 66 of the respondents representing (66%) chose yes and 34 representing 35 (34%) chose no. Therefore, it was concluded that majority of the respondents representing (66%) chose yes.
Table 7: High use of social media makes victim vulnerable to criminal
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	38
	38%

	AGREED
	54
	54%

	UNDECIDED
	4
	4%

	DISAGREED
	4
	4%

	STRONGLY DISAGREED
	0
	0%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 7 above classifies the respondents opinion based on if the high use of social media makes victims vulnerable to criminal content from the data gathered it chose that 38 of the respondents representing (38%) strongly agree 54 representing (54%) agreed, 4 representing (4%) undecided and 4 representing (4%) disagreed. Therefore, it was concluded that majority of these respondents representing (54%) agreed that high use of social media make victims vulnerable to criminal content and zero representing (0%) strongly disagreed.

Table 8: Social media consumption naturally exposes victims to criminal contents
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	39
	39%

	AGREED
	54
	54%

	UNDECIDED
	4
	4%

	DISAGREED
	2
	2%

	STRONGLY DISAGREED
	1
	1%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 8 above classifies the respondent opinion based on if the social media consumption naturally exposes victims to criminal content. From their data gathered, it chose that 39 of the respondents representing (39%) strongly agreed, 54 representing (54%) agreed, four representing (4%) undecided, 2 representing (2%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded that majority of the respondent representing (54%) agreed that social media consumption naturally expose victims to criminal content. 
Table 9: Lack of restriction to social media use enhance cybercrime activities
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	36
	36%

	AGREED
	52
	52%

	UNDECIDED
	7
	7%

	DISAGREED
	5
	5%

	STRONGLY DISAGREED
	0
	0%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 9 above classifies the respondent opinion based on if the lack of restriction to social media use enhanced cybercrime activities. From the data gathered 36 of the respondents representing (36%) strongly agreed, 52 representing (52%) agreed, 7 representing (7%) on decided five representing (5%) disagreed and zero representing 0% strongly disagreed. Therefore, it was concluded that majority of the respondents representing (52%) agreed that lack of restriction to social media use enhance cybercrime activities.
Table 10: The fake creation of social media profile and cybercrime activities
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	35
	35%

	AGREED
	57
	57%

	UNDECIDED
	4
	4%

	DISAGREED
	3
	3%

	STRONGLY DISAGREED
	1
	1%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 10 above classifies the respondent or opinion based on if the fake creation of social media profile and cybercrime activities. From the data gathered, it chose that 35 of the respondents representing (35%) strongly agreed, 57 representing (57%) agreed, 4 representing (4%) undecided and three representing (3%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded that majority of the respondents representing (57%) agreed that the fake creation of social media profile aid cybercrime activities.


Table 11: The anonymous access to social media aids the promotion and participation of cybercrime activities
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	37
	37%

	AGREED
	46
	46%

	UNDECIDED
	17
	17%

	DISAGREED
	0
	0%

	STRONGLY DISAGREED
	0
	0%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 11 above classifies the respondent opinion based on if the anonymous access to social media aids the promotion and participation of cybercrime activities. From the data gathered, it shows that 37 of the respondents representing (37%) strongly agreed, 46 representing (46%) agreed, 17 representing (17%) undecided and zero representing (0%) disagreed. Therefore, it was concluded that majority of the respondent representing (46%) agree that the anonymous access to social media hate the promotion and participation of cybercrime activities.
Table 12: The anonymous access to social media provides an avenue for criminal to exploit unsuspecting victims
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	36
	36%

	AGREED
	57
	57%

	UNDECIDED
	5
	5%

	DISAGREED
	2
	2%

	STRONGLY DISAGREED
	0
	0%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 12 above classifies the respondents’ opinion based on if the anonymous access to social media provides an avenue for criminals to exploit unsuspecting victims. From the data gathered, it shows that 36 of the respondents representing (36%) strongly agreed, 57 representing (57%) agreed, five representing (5%) on decided and two representing (2%) disagreed. Therefore, it was concluded that majority of the respondents representing (57%) agreed that they anonymous access to social media provide an avenue for criminal to exploit unsuspecting victims.
Table 13: The unlimited and free access to social media creates an opportunity for cybercrime to thrive
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	37
	37%

	AGREED
	48
	48%

	UNDECIDED
	11
	11%

	DISAGREED
	3
	3%

	STRONGLY DISAGREED
	1
	1%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 13 above classifies the respondent opinion based on if the unlimited and free access to social media create an opportunity for cybercrime to thrive. From the data gathered, it shows that 37 of the respondents representing (37%) strongly agreed, 48 representing (48%) agreed, 11 representing (11%) undecided, three representing (3%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded the majority of the respondents representing (48%) agreed that the unlimited and free access to social media create an opportunity for cybercrime to thrive.

Table 14: Facebook has more harm on cybercrime victims
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	36
	36%

	AGREED
	42
	42%

	UNDECIDED
	19
	19%

	DISAGREED
	2
	2%

	STRONGLY DISAGREED
	1
	1%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 14 above classifies the respondent opinion based on e-faceable has more harm or cybercrime victims. From the data gathered, it shows that 36 of the respondents representing (36%) strongly agreed, 42 representing (42%) agree 19 representing (19%) on decided, two representing (2%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded the majority of the respondent representing (42%) agreed that Facebook has more harm or cybercrime victims. 
Table 15: Instagram is perceived to be more harmful to victim of cybercrime
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	26
	26%

	AGREED
	40
	40%

	UNDECIDED
	22
	22%

	DISAGREED
	12
	12%

	STRONGLY DISAGREED
	0
	0%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 15 above classifies the respondent opinion based on if Instagram is perceived to be more harmful to victims of cybercrime. From this data gathered, it shows that 26 of the respondents representing (26%) strongly agreed, 40 representing (40%) agreed, 22 representing (22%) undecided and 12 representing (12%) disagreed. Therefore, it was concluded that majority of the respondents representing (40%) agreed that Instagram is perceived to be more harmful to victims of cybercrime.
Table 16: The anonymity of social media has harm on victims of cybercrime
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	32
	32%

	AGREED
	48
	48%

	UNDECIDED
	12
	12%

	DISAGREED
	8
	8%

	STRONGLY DISAGREED
	0
	0%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 16 above classifies the respondent opinion based on if the anonymity of social media has harm on victims of cybercrime. From the data gathered, it shows that 32 of the respondents representing (32%) strongly agreed, 48 representing (48%) agreed, 12 representing (12%) on the sided, and 8 representing (8%) disagree therefore, it was concluded that majority of the respondents representing (48%) agreed that the anonymity of social media has how on victims of cybercrime.



Table 17: The perceived case of use of social media contributes to severity of cybercrime of victims
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	35
	35%

	AGREED
	57
	57%

	UNDECIDED
	4
	4%

	DISAGREED
	4
	4%

	STRONGLY DISAGREED
	0
	0%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 17 above classifies the respondent’s opinion based on if the perceive case of use of social media contribute to the severity of cybercrime of victims. From the data gathered, it shows that 35 of the respondence representing (35%) strongly agreed, 57 representing (57%) agree, 4 representing (4% close (on the side dead, and four representing (4%) disagreed. Therefore, it was concluded a majority of the respondents representing (57%) agreed that the perceive case of Jesus social media contributes to the severity of cybercrime. 
Table 18: Male gender has been the most victims of cybercrime
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	28
	28%

	AGREED
	57
	57%

	UNDECIDED
	12
	12%

	DISAGREED
	2
	2%

	STRONGLY DISAGREED
	1
	1%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 18 above classifies the respondent opinion based on if male gender has been the most victims of cybercrime. From the data gathered, it shows that 28 of the respondents representing (28%) strongly agreed, 57 representing (57%) agreed, 12 representing (12%) undecided, two representing (2%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded that majority of the respondents representing (57%) and we that male gen da have been the most victims of cybercrime.
Table 19: Female gender has been the most victims of cybercrime
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	24
	24%

	AGREED
	58
	58%

	UNDECIDED
	14
	14%

	DISAGREED
	3
	3%

	STRONGLY DISAGREED
	1
	1%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 19 above classifies the respondent opinion based on if female gender has the most victims of cybercrime. From the data gathered, it shows that 24 of respondents representing (24%) strongly agreed, 58 representing (58%) agreed, 14 representing (14%) undecided, three representing (3%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded that majority of the respondents representing (58%) agreed that female gender have been the most victims of cybercrime.




Table 20: Both genders has been victims of cybercrime activities on social media
	RESPONSE
	NUMBER OF RESPONDENTS
	PERCENTAGE%

	STRONGLY AGREED
	27
	27%

	AGREED
	56
	56%

	UNDECIDED
	13
	13%

	DISAGREED
	4
	4%

	STRONGLY DISAGREED
	0
	0%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Table 20 above classifies the respondent opinion based on if both genders have been victims of cybercrime activities on social media. From the data gathered, it shows that 27 of the respondence representing (27%) strongly agreed, 56 representing (56%) agreed, 13 representing (13%) undecided, and four representing (4%) disagreed. Therefore, it was concluded that majority of the respondents representing (56%) agreed that both genders have been victims of cybercrime activities on social media. 
4.2 ANALYSIS OF RESEARCH QUESTIONS
They are the analysis of research questions used in the research work that produce the expected outcome of the work done.
Research question one:
To what extent does social media spread expose its users to criminal attack? In relation to table 8, it shows that 39 respondents representing (39%) chose strongly agreed and 54 representing (54%) agree. This confined that majority of the respondents agreed because high exposure of social media consumption naturally expose victims or users to criminal content.
Research question two:
What effect does unlimited access to social media have in creating an avenue for criminals to exploit to users? In relation to table 12, it shows that 36 respondents representing (36%) shows strongly agreed, 57 representing (57%) chose agreed. 
This confined that majority of the respondents so agreed that all the variables such as anonymous, fake creation of social media profile, unlimited assets and lack of restriction to social media use are identified as factors that could have severe harm of cybercrime on victims.
Research question three:
How do social media have an impact on perceive harm severity of cybercrime to victims in users? In relation to table 17, it shows that 35 respondents representing (35%) shows strongly agreed, 57 representing (57%) chose agreed.
This actually confined that majority of the respond and chose that agreed than all the variable agreed that Facebook, Instagram, and anonymity have perceive arms severity of cybercrime to victims.
Research question four:
What gender has specifically been affected by cybercrime due to social media use? In relation to table 20, it shows that 27 respondents representing (27%) show strongly agreed, 56 representing (56%) shows agreed. This actually confined that majority of the respondents shows agreed that all the variables agreed that both male and female genders have been victims of cybercrime activities on social media.
Research question five 
Do social media have an impact on perceived wrongfulness of cybercrime?
In relation to table 17, it shows that 35 respondents representing (35%) chose agreed. This actually confirmed that majority of respondent shows agreed that all the variables agreed shows that the use of social media contributes to the severity of cybercrime of victims. 
Research questions six:
How does social media use have an impact on its users and if he does what is the nature of that effect? In relation to table 8, it shows that 39 respondents representing (39%) two strongly agreed, 54 representing (54%) chose agreed. This actually confirm that majority of respondents choose agree that all the variables are we chose that social media consumption naturally exposes victims to criminal content.
4.3 DISCUSSION OF FINDINGS
The data collected, presented an analyze a total of 100 copies questionnaire were distributed from the research and all the distributed copies were retrieved and being complied to. 
Data analyze reviews in table seven herbal shows that 38 of the respondence representing (38%) strongly agreed, 54 representing (54%) agreed, therefore it was concluded and majority of the respondents representing 54% agreed to I use of social media make victims vulnerable to crime.
Findings in the table shows that respondents in table 15 indicates that Instagram is perceived to be more harmful to victims of cybercrime, from the data gathered, it shows that 26th of the respondent representing (26%) strongly agreed, 40 representing (40%) agreed, 22 representing (22%) undecided and 12 representing (12%) disagreed. Therefore, it was concluded that majority of the respondent representing (40%) agree that Instagram is perceived to be more harmful to victims of cybercrime.
Data reviews shows that the perceive case of use of social media contributes to the severity of cybercrime of victims in table 17 shows that 35 of the respondents representing (35%) strongly agreed, 57 representing (57%) agree, 4 representing (4%) undecided and four representing (4%) disagree. Therefore, it was concluded and majority of the respondents representing (57% agree to the perceive case of users of social media contributes to the severity of cybercrime.
Findings in the table 18 shows that 28th of the respondents representing (28%) strongly agreed, 57 representing (57%) agreed, 12 representing (12%) undecided, 2 representing (2%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded that majority of the respondents representing (57%) agreed that male gender have been the most victims of cybercrime. 
In table 8 it was shown that the distribution of respondents agreed that social media consumption naturally exposes victims to criminal content based on the questions are 54 (54%) of the respondents agreed, while 39 (39%) of the respondents strongly agree, four representing (4%) undecided, 2 representing (2%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded that majority of the respondents representing 54 (54%) agreed that social media consumption naturally exposes victims to criminal content.
Findings in the table shows that respondent and table 19 indicates that 24 of the respondents representing (24%) strongly agree, 58 representing (58%) agree, 14 representing (14%) not sure and three representing (3%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded that majority of the respondents representing (58%) agree that female gender have been the most victims of cybercrime.
In table 20 it was shown that 27 of the respondents representing (27%) strongly agreed, 56 representing (56%) agree, 13 representing (13%) undecided and four representing (4%) disagreed. Therefore, it was concluded that the majority of the respondent representing (56%) agreed that both genders have been victims of cybercrime activities on social media.
Findings in the table shows that respondent in table 16 in the case that 32 of the respondents representing (32%) strongly agreed, 48 representing (48%) agreed, 12 representing (12%) undecided, and 8 representing (8%) disagreed. Therefore, it was concluded that majority of the respondents representing (48%) agree that the anonymity of social media has harm on victims of cybercrime.
Findings in the table shows that respondents in the table 14 indicates that 36 of the respondents representing (36%) strongly agreed, 42 representing (42%) agreed, 19 representing (19%) undecided, two representing (2%) disagreed and one representing (1%) strongly disagreed. Therefore, it was concluded that majority of the respondents representing (42%) agreed that Facebook has more harm on cybercrime victims.
CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.0 INTRODUCTION
This chapter provides a summary of all the other chapters of this research work. It covers all the areas discussed in subsequent chapters from the introduction to the data analysis. It also includes the conclusion of the researcher and recommendations for further studies.
5.1 SUMMARY
This study assesses the role of social media on the spread of cybercrime among Polytechnic students (a case study of Kwara State Polytechnic close back it. The chapter one of this study discussed the background to the study, statement of research problem, research objectives, research questions, significance and scope of the study, and the operational definition of key terms. This study identify four (4) research objectives which are to ascertain the extent to which one social media consumption naturally exposes them to criminal content; investigate the effect of only limited assets to social media has on perceived harm severity of cybercrime to victims in users; and to investigate the gender specific impact that social media use has on perceive seriousness of cybercrime and if the use of one social media site has more of an impact on a certain gender more than the other.
The chapter two of this study examined the review of literature in the subject matter by looking at the conceptual, the theoretical and empirical reviews. The chapter two provides us more insight into the concept of cybercrime and cyber security.
The chapter three discussed the research methodology employed in carrying out this study, which involves the research design, population, sampling size and sampling technique, method of data collection, validity and reliability of research instrument, and the method of data analysis.
The chapter four from the data analysis show that high exposures to social media consumption exposes these victims or users to criminal content it was as well found that that anonymous, fake creation of social media profiles, unlimited access on lack of restriction to social media use are identified as factors that could have severe harm to Cybercrime on victims. The study as well revealed that Facebook, Instagram, anonymity and perceived ease of use have perceive harm severity of cybercrime to victims. Lastly, the study showed that, both male and female genders have been victims of cybercrime activities on social media.
Finally, the chapter five of this study will discuss the summary conclusion and we as well make recommendations on the subject matter.
5.2 CONCLUSION
The literature review show that cybercrimes in Nigeria are of different categories ranging from hacking, cyber stalking, internet frauds, online scams, ATM or credit card fraud, software piracy, phishing, virus dissemination, cyber defamation. Cyber criminals usually take advantage of the open e-commerce and social media scheme to defraud unsuspecting people on site of thousands and at times millions of dollars. In order to tackle the menace of cybercrime in Nigeria, the government set up a number of bodies and commissions such as the ICPC and EFCC to tackle this crime and reduce it prevalence in Nigeria.
The study reviewed various factors that has contributed to the growing increase in cybercrime in the Nigerian environment. However, in order to address this issue, the study concludes that government and relevant authorities must regulate the use of social media and to ensure that the issue of anonymous is addressed in other to identify the identities of users and cyber criminals and to monitor various users’ activities across social media platforms.
5.3 RECOMMENDATIONS 
Based on the findings, it is recommended that the role of social media on the spread of cybercrime among Kwara State Polytechnic students are; 
1. Social media use should be restricted and regulated in order to monitor the use of social media and curtail the menace of cybercrime in the Nigerian society.
2. social Media platforms should address the issue of anonymous in order to ensure that they identities of users are registered and perpetrators of cybercrimes are apprehended 
3. social media platforms should be registered in order to track perpetuators of cybercrimes and to provide an environment that is free of cybercrimes we stopped 
4. cybercrime should be curb if the government implements more rules and regulations and provide forces that will help to limit it.
5. This study therefore recommends that the right of both genders should be protected against cybercrime and that no gender should be given passion treatment when apprehended.
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QUESTIONNAIRE
MASS COMMUNICATION DEPARTMENT
INSTITUTE OF INFORMATION AND
COMMUNICATION TECHNOLOGY (ICT)
KWARA STATE POLYTECHNIC, ILORIN
Dear Respondent, 
I am a student of the above-named department conducting a research work on topic "ASSESSING THE ROLE OF SOCIAL MEDIA ON THE SPREAD OF CYBERCRIMES AMONG POLYTECHNIC STUDENTS" This research project would be relevant for academic purpose.
I will appreciate your lend assistance in responding to this questionnaire as needed for the completion of the research work, your opinion is required in each case, your response will be treated with utmost confidentially.
Instruction: Please tick (√) the answer you consider appropriates. The Questionnaire is in three Parts; Section A, B and C.
SECTION A
DEMOGRAPHIC INFORMATION
Instruction: Please, tick (√) in the appropriate boxes the responses that best corresponds to your opinion
1. Sex: Male (  )    Female (   )
2. Marital status: Single (   )    Married (   )   Divorced (   )
3. Level:  ND1 (  )   ND 2 (   )    HND 1 (   )   HND 2 (   )
4. Religion:  Christian (  )   Muslim (    )   Other (   )
5. Age: 18-25yrs (   )    26-35yrs (    )   36-45yrs (   )
6. Computer literate:  Yes (   )   No (   )
SECTION B
Please tick (√) to indicate the extent to which you agree or disagree with the following statement.
Keys: Strongly Agree (S), Agree (A), Neutral (N), Disagree (D), Strongly Disagree (SD)
	S/N
	STATEMENT
	SA
	A
	N
	D
	SD

	7. 
	High use of social media makes victims vulnerable to criminal content
	
	
	
	
	

	8. 
	Social media consumption naturally exposes victims to criminal content
	
	
	
	
	

	9. 
	Lack of restriction to social media use enhances cybercrime activities
	
	
	
	
	

	10. 
	The fake creation of social media profile aid cybercrime activities
	
	
	
	
	

	11. 
	The anonymous access to social media aids the promotion and participation of cybercrime activities
	
	
	
	
	

	12. 
	The anonymous access to social media provides an avenue for criminals to exploit unsuspecting victims
	
	
	
	
	

	13. 
	The unlimited and free access to social media creates an opportunity for cybercrime to thrive.
	
	
	
	
	

	14. 
	Facebook has more harm on cybercrime victims
	
	
	
	
	

	15. 
	Instagram is perceived to be more harmful to victims of cybercrime
	
	
	
	
	

	16. 
	The anonymity of social media has more harm on victims of cybercrime
	
	
	
	
	

	17. 
	The perceived ease of use of social media contributes to the severity of cybercrime of victims
	
	
	
	
	

	18. 
	Male gender has been the most victims of cybercrime
	
	
	
	
	

	19. 
	Female gender has been the most victims of cybercrime on social media
	
	
	
	
	

	20. 
	Both genders have been victims of cybercrime activities on social media.
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