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CHAPTER ONE
INTRODUCTION
1.1 Background of the Study
In the contemporary business environment, secretaries have evolved from their traditional administrative roles to become key custodians of confidential information and data security within organizations. Secretaries are often entrusted with handling sensitive documents, communicating with stakeholders, and managing internal and external correspondence, all of which require a high level of confidentiality and data protection. As organizations increasingly rely on digital tools to manage their operations, secretaries are placed at the intersection of administrative responsibilities and cybersecurity concerns. The importance of maintaining confidentiality and data security is underscored by the potential financial, legal, and reputational risks that can arise from data breaches (Maitland & Mitchell, 2020).
Despite their critical role in safeguarding sensitive information, secretaries face numerous challenges in effectively managing data security. One of the primary challenges is the continuous advancement of technology, which introduces a growing number of cyber threats. Cybersecurity threats, such as hacking, phishing, and ransomware attacks, have become pervasive, and secretaries are often the first line of defense against these risks (Smith, 2021). The increased volume of sensitive data that must be handled—ranging from personal employee information to proprietary business strategies—has only amplified the need for robust data protection measures (Jones & Newell, 2019). Moreover, secretaries are often required to work across various platforms and digital tools, further complicating efforts to maintain confidentiality in a multifaceted digital landscape (Alvarez & Moore, 2022).
The shift towards remote work and cloud computing has introduced additional layers of complexity in safeguarding confidential information. Remote work environments often lead to decentralized access to sensitive data, making it more challenging for secretaries to maintain control over how information is shared and accessed (Alvarez & Moore, 2022). The use of cloud-based systems for document storage and communication, while providing convenience, also presents potential vulnerabilities in data access and storage. For secretaries working in this environment, balancing the demands of efficient workflow management with the responsibility of maintaining secure data handling practices is a delicate task.
1.2 Statement of the Problem
The role of secretaries has evolved beyond traditional clerical tasks to include managing sensitive and confidential information. As organizations increasingly rely on digital platforms, secretaries play a critical role in ensuring data security and confidentiality. However, they face several challenges in this area.
One major issue is the rise of cybersecurity threats like phishing, malware, and ransomware. Secretaries often serve as the first line of defense, yet many lack specialized training in digital security, making them vulnerable to breaches (Smith, 2021; Jones & Newell, 2019). The shift to remote work and cloud computing adds further complexity, reducing control over data access and security (Alvarez & Moore, 2022).
Additionally, secretaries are expected to uphold strict confidentiality while managing a high workload, often without adequate tools, training, or institutional support (Williams & White, 2020; Maitland & Mitchell, 2020). These gaps can lead to errors and data breaches, putting organizational information at risk.
This study aims to examine the specific challenges secretaries face in maintaining data confidentiality and security, identify gaps in support and training, and propose effective strategies to enhance their role in protecting sensitive information.

1.3 Objectives of the Study
The primary aim of this study is to explore the challenges faced by secretaries in maintaining confidentiality and ensuring data security within organizations. The study will focus on identifying the key obstacles secretaries encounter and examining the factors that impact their ability to perform these duties effectively. Specifically, the objectives of this study are as follows:
1. To Identify the Key Challenges Secretaries Face in Maintaining Confidentiality and Data Security
2. To Assess the Adequacy of Training and Resources Available to Secretaries for Data Security
3. To Explore the Impact of Remote Work and Cloud Computing on Data Security Management
4. To Investigate the Institutional Support Provided to Secretaries in Ensuring Data Security
5. To Recommend Strategies and Best Practices for Enhancing Data Security in Organizations
1.4 Research Questions
The aim of this study is to explore the challenges faced by secretaries in maintaining confidentiality and ensuring data security within organizations. To achieve this, the study will address the following research questions in line with the specific objectives:
1. What are the key challenges faced by secretaries in maintaining confidentiality and data security in organizations?
2. What is the adequacy of training provided to secretaries in the area of data security and confidentiality?
3. What impact has the shift to remote work and the use of cloud computing had on the confidentiality and security of sensitive information managed by secretaries?
4. What kind of institutional support do secretaries receive in managing data security and maintaining confidentiality?
5. What strategies and best practices can secretaries adopt to enhance the security of sensitive data within their organizations?
1.5 Significance of the Study
In today’s digital workplace, secretaries play a crucial role in safeguarding sensitive information—far beyond their traditional administrative duties. This study explores the often-overlooked challenges secretaries face in maintaining data security and confidentiality.
With rising cyber threats like phishing and malware, secretaries are frequently the first line of defense. Yet, many lack formal cybersecurity training, leaving organizations vulnerable. This research aims to identify these gaps and propose practical solutions, including targeted training and better access to security tools.
The study also examines how remote work and cloud-based systems complicate data protection. By analyzing these factors, it offers insights into improving data security in decentralized environments.
The research highlights the need for stronger institutional support and resources to help secretaries fulfill their security responsibilities. The findings will provide organizations with actionable strategies to enhance confidentiality and protect vital data, while reinforcing the strategic role of secretaries in modern organizational management.

1.6 Delimitation of the Study
This study focuses exclusively on the challenges secretaries face in maintaining confidentiality and data security within corporate organizations. It excludes other administrative or management roles, as well as secretaries in public, non-profit, or government sectors, due to differing structures and protocols.
The research is limited to medium and large-sized companies where secretaries handle substantial volumes of sensitive data. Small businesses and organizations with minimal digital infrastructure are not included.
The study will also avoid highly technical cybersecurity topics, focusing instead on the practical, day-to-day challenges secretaries encounter. Additionally, it is geographically limited to secretaries in urban areas like Ilorin metropolis, where digital usage and cybersecurity concerns are more prominent.
1.7 Limitation of the Study
This study has several limitations. It focuses on a small sample of secretaries in medium to large-sized corporate organizations, which may limit the generalizability of findings to other industries, small businesses, or startups.
Data will be collected through self-reported surveys, which may be affected by personal bias or inaccuracies. The study also excludes insights from technical cybersecurity experts, limiting its scope to administrative-level challenges rather than advanced security measures.
Geographically, the research is confined to urban areas, potentially overlooking issues faced in rural or less digitally advanced regions. Additionally, it does not cover non-corporate sectors or international organizations, which may present different challenges.

CHAPTER TWO
LITERTURE REVIEW
This literature review examines the challenges secretaries face in maintaining confidentiality and data security within organizations. As organizations increasingly rely on digital tools, secretaries play a critical role in managing sensitive information. However, they encounter numerous obstacles, including cybersecurity threats, data overload, and the complexities of remote work. This chapter explores the evolving role of secretaries in data security and highlights the organizational and technological factors that influence their ability to protect confidential information. The review will be conducted under the following sub headings. 
2.1 Introduction
2.2 The Evolving Role of Secretaries in Data Management
2.3 Cybersecurity Challenges Faced by Secretaries
2.4 Data Overload and Complexity
2.5 The Impact of Remote Work and Cloud Computing

2.1 Introduction
The role of secretaries has evolved considerably over the past few decades, driven largely by technological advancements. In today’s digital era, secretaries are entrusted with managing sensitive information and ensuring its confidentiality and security (Smith & Taylor, 2018). This shift has not only expanded their responsibilities but has also introduced new challenges that require them to stay abreast of emerging threats to data security. As organizations increasingly rely on digital platforms for communication, record-keeping, and transaction processing, the protection of organizational data becomes a critical concern (Bennett, 2020).
Secretaries play a pivotal role in safeguarding confidential information, especially considering that they often serve as the first point of contact for external parties and handle large volumes of sensitive data on a daily basis (Williams, 2021). With the growing complexity of cyber threats, they face challenges such as dealing with cybersecurity breaches, maintaining secure communication channels, and protecting sensitive documents from unauthorized access (Johnson & Marks, 2020). In this context, data security policies and practices are vital for secretaries, as they ensure that organizational data remains protected against both internal and external threats (Collins & Hughes, 2021).
Furthermore, the complexity of the digital landscape often places additional pressure on secretaries, who are required to juggle multiple tasks, including securing data across various platforms such as emails, cloud storage systems, and digital communication tools (Dwyer, 2017). In addition to technological barriers, many secretaries face challenges related to inadequate training in cybersecurity practices, which hinders their ability to effectively protect organizational data (Edwards & Thompson, 2019). As the reliance on digital technologies grows, it is crucial that secretaries are well-equipped to manage data security, necessitating comprehensive organizational support and ongoing training to mitigate security risks (Wright & Fox, 2020).
This literature review examines the multifaceted challenges secretaries face in maintaining confidentiality and data security, focusing on technological, training, organizational, and procedural factors. By understanding these challenges, organizations can better support secretaries in their role as gatekeepers of confidential information and strengthen overall data security practices.
2.2 The Evolving Role of Secretaries in Data Management
Historically, secretaries were primarily viewed as administrative support staff, tasked with managing routine clerical duties such as scheduling meetings, answering phone calls, and maintaining physical records (Harris, 2018). However, as organizations increasingly rely on digital technologies for communication, collaboration, and record-keeping, the role of secretaries has undergone a significant transformation. Secretaries are no longer limited to performing administrative functions but are now central to managing and safeguarding sensitive organizational data (Jones & Newell, 2019). This shift has placed secretaries in a critical position, where they are responsible for both traditional administrative tasks and the growing demands of cybersecurity.
The rise of digital communication tools, cloud-based systems, and enterprise software has significantly expanded the scope of a secretary's role in data management. Traditionally, secretaries managed physical documents and handled administrative tasks related to organizational information. However, the advent of digital technologies has shifted this responsibility to include the management of digital documents, emails, and secure communication systems (Lee, 2020). Secretaries are increasingly responsible for handling sensitive data, which often includes both personal and organizational information, such as financial records, legal documents, and confidential client data. This digitalization requires them to possess technical skills to navigate and operate complex data management systems, which may include cloud-based file storage, secure email platforms, and enterprise resource planning (ERP) systems (Brown & Harris, 2019).
One of the critical responsibilities of secretaries in the digital age is managing encrypted communications, which ensures that confidential organizational data remains secure. Many organizations have implemented encryption technologies to protect emails and documents containing sensitive information, and secretaries must ensure that these tools are utilized properly. Encryption not only helps protect data in transit but also ensures that information stored on cloud platforms is accessible only to authorized individuals (Chen et al., 2021). Additionally, secretaries are often tasked with managing passwords and access controls to prevent unauthorized access to sensitive data. This shift toward digital systems requires secretaries to be adept at using data security tools, including firewalls, anti-virus software, and secure file-sharing systems (Sharma, 2020).
With this increasing reliance on digital systems, secretaries must navigate a complex landscape of cybersecurity threats. Data breaches and cyberattacks are among the most significant risks organizations face today. Secretaries play a critical role in preventing unauthorized access to confidential information by adhering to strict data security policies, performing regular backups, and monitoring potential security threats (Smith & Wilson, 2018). Furthermore, secretaries are often the first point of contact when security incidents occur, making them crucial in responding quickly and effectively to minimize the impact of a breach. According to Jones (2020), secretaries must work closely with IT teams to identify vulnerabilities, report suspicious activities, and implement proactive security measures to safeguard organizational data.
2.3 Cybersecurity Challenges Faced by Secretaries
As organizations continue to adopt digital tools and systems, the cybersecurity risks faced by secretaries have grown significantly. With an increasing reliance on digital communication, cloud-based systems, and online collaboration platforms, secretaries are exposed to a broader range of cyber threats such as phishing, ransomware, and hacking (Smith, 2021). These cyber threats have become more sophisticated, posing serious challenges for administrative professionals who may not have the necessary technical skills or knowledge to recognize and respond to them effectively. The exposure to these risks has placed secretaries at the forefront of maintaining data security, despite the fact that they often lack the proper training and support to deal with complex cybersecurity issues.
Phishing is one of the most prevalent cybersecurity threats targeting secretaries. Phishing attacks involve fraudulent emails, text messages, or phone calls that trick recipients into revealing sensitive information such as login credentials, financial details, or organizational secrets (Jones & Clark, 2019). Since secretaries typically handle correspondence on behalf of executives and other departments, they are frequently the targets of phishing campaigns designed to exploit their access to sensitive company data. These attacks often appear to come from trusted sources, such as senior staff members, business partners, or clients, making them difficult to detect and raising the risk of secretaries unknowingly disclosing confidential information (Johnson & Wang, 2019). The rise of phishing as a threat has made it imperative for organizations to offer training programs to their administrative staff on how to recognize and respond to phishing attempts effectively.
Ransomware is another significant threat that secretaries may encounter. In a ransomware attack, malicious software encrypts organizational data, preventing access to it unless a ransom is paid to the attackers (Chavez & Johnson, 2020). Secretaries, who often manage sensitive organizational data, are frequently targeted by ransomware attacks. These attacks are typically carried out through email attachments or malicious links, which secretaries may inadvertently click, leading to the infection of organizational systems. According to recent research, secretaries are more vulnerable to such attacks because they are often the first point of contact for external communications and have access to key organizational systems (Smith, 2021). The lack of cybersecurity training makes it more likely that secretaries will fall victim to ransomware attacks, potentially putting the organization’s entire digital infrastructure at risk.
Hacking attempts also represent a significant challenge for secretaries. Cybercriminals often target secretaries because of their privileged access to organizational networks and sensitive data, such as financial records, employee information, and confidential communications (Maitland & Mitchell, 2020). Secretaries who are responsible for managing passwords and access credentials to various systems may unknowingly contribute to the exposure of critical data, especially if they use weak passwords or fail to follow recommended security protocols. Research has shown that secretaries often have access to multiple platforms and applications without the necessary security safeguards in place, making them an attractive target for hackers (Baker & Lopez, 2020). Without adequate awareness and security measures, secretaries may inadvertently expose their organizations to cyberattacks that could have devastating financial and reputational consequences.
2.4 Data Overload and Complexity
One of the most significant challenges secretaries faces in maintaining confidentiality and data security is the overwhelming volume of data they are required to handle daily. In the modern digital age, organizations generate and store vast amounts of information, ranging from personal details of employees and clients to sensitive financial records, contracts, and business strategies (Jones & Newell, 2019). As organizations increasingly rely on digital systems to store and manage data, secretaries are tasked with ensuring the confidentiality and integrity of this data, often under tight deadlines and with limited resources.
The sheer volume of data presents a unique challenge. Secretaries are responsible for managing a wide array of documents, emails, and files, many of which contain confidential or sensitive information. As organizations scale their operations and collect more data, the complexity of managing and securing this information grows exponentially. Secretaries may find it difficult to keep track of data access permissions, monitor who has viewed or edited sensitive documents, and ensure that the data remains secure across multiple systems (Smith & Wilson, 2018). This data overload can become overwhelming, especially if secretaries are not equipped with the appropriate tools, training, or support to handle such complex tasks efficiently.
The risks associated with data mishandling increase as the volume of information grows. For instance, secretaries may inadvertently share sensitive data with unauthorized individuals or fail to apply proper security measures, such as encryption or password protection, to safeguard confidential information (Maitland & Mitchell, 2020). In some cases, the sheer volume of information may result in secretaries overlooking security procedures or failing to notice discrepancies that could indicate potential breaches or security weaknesses. The possibility of human error, combined with the volume of data being handled, makes it more likely that confidentiality will be compromised (Lee, 2020). As a result, organizations may face significant reputational and financial damage if sensitive data is leaked or accessed without proper authorization.
Additionally, the complexity of modern data management systems adds to the burden faced by secretaries. Many organizations now use cloud-based platforms, enterprise resource planning (ERP) systems, and other digital tools that integrate multiple data sources (Jones & Newell, 2019). While these technologies streamline operations, they also increase the complexity of managing data security. Secretaries may be tasked with navigating a variety of systems with different security protocols and access controls, which can be confusing and time-consuming without the appropriate technical knowledge (Baker & Lopez, 2020). If secretaries are not adequately trained on these systems or lack the resources to manage the complexity, they may struggle to maintain the necessary level of security for the data they handle.
2.5 The Impact of Remote Work and Cloud Computing
The transition to remote work and the increasing reliance on cloud computing has fundamentally altered how secretaries manage sensitive organizational data, presenting new challenges in ensuring data security. As organizations embrace flexible working arrangements, data access is no longer confined to a secure office environment, but is instead distributed across various locations. This decentralized access makes it more difficult to control and monitor how and where sensitive information is being accessed, increasing the potential for data breaches (Alvarez & Moore, 2022). Secretaries, traditionally tasked with maintaining confidentiality, are now faced with the added responsibility of safeguarding data while it is accessed remotely, often from locations that may lack the security measures of a centralized office environment.
Remote work introduces several complexities, particularly in terms of maintaining secure connections and protecting data from unauthorized access. Secretaries working from home or other remote locations may use personal devices, which are often less secure than company-issued equipment. This increases the likelihood of data being exposed to security threats, especially if these devices are not equipped with the latest security software or if the employee is not using secure connections, such as virtual private networks (VPNs) (Brown & Smith, 2021). The absence of on-site supervision and the shift to more informal work environments make it harder to ensure that all data handling processes comply with organizational security protocols. These challenges are further compounded by the need for secretaries to manage a large volume of confidential information without the physical oversight and support they would typically receive in an office setting.
In addition, the use of cloud-based systems for storage and communication has added another layer of complexity to data security management. Cloud computing allows for easy access and sharing of data from anywhere, providing a level of convenience that is essential in a remote work environment. However, this convenience comes with significant security risks. Cloud-based platforms can be vulnerable to hacking, unauthorized access, and data breaches if not properly secured (Lee, 2020). Secretaries may struggle to navigate the intricate security settings of these platforms, which often require advanced knowledge of encryption, access control, and data sharing protocols (Alvarez & Moore, 2022). These systems introduce multiple points of access, making it harder to track who is viewing or modifying sensitive information, potentially exposing the organization to malicious attacks or internal misuse.

CHAPTER THREE
METHODOLOGY
This chapter outlined the research methodology used in exploring the challenges faced by secretaries in maintaining confidentiality and data security in organizations. The chapter discussed the following under listed factors.
3.1 Instrument Used
3.2 Population of the Study
3.3 Sample and Sampling Techniques
3.4 Distribution and Collection of Data
3.5 Reliability
3.6 Validity
3.7 Method of Data Analysis
3.1 Instrument Used
The primary instrument used in this study is a structured questionnaire. This instrument was designed by the researcher to gather quantitative data from secretaries working in organizations. The questionnaire was a Likert scale consisted of closed-ended questions aimed at identifying the challenges secretaries face in maintaining data security, such as cybersecurity threats, data overload, and training gaps. The questions were designed to address the specific objectives and research questions outlined in the study.
3.2 Population of the Study
The population for this study comprises secretaries employed in medium and large-sized organizations within urban settings. These organizations were selected because they are more likely to deal with significant volumes of sensitive data and have digital infrastructure in place, making them relevant to the study. The population includes secretaries from various sectors, such as corporate, healthcare, and financial institutions, where data security is a critical concern. A total population of11 secretaries were identified for the study
3.3 Sample and Sampling Techniques
For this study, purposive sampling was used to select secretaries who meet the criteria of managing sensitive information within their organizations. This sampling technique ensures that only individuals with direct experience in managing confidentiality and data security are included. The sample size for this study was 11 secretaries, who were all used as sample for the study because the sample were manageable for the researcher. They were chosen from organizations that handle sensitive data regularly. 
3.4 Distribution and Collection of Data
The questionnaire was distributed by the researcher to selected secretaries at their workplace using paper-based methods to ensure broad participation, the researcher followed up with participants through phone calls. The data collection period lasted for two weeks, allowing ample time for participants to respond. After the data collection period, the completed questionnaires were collected, ensuring that all responses were gathered in a timely and efficient manner.
3.5 Reliability
To assess the reliability of the questionnaire, a pilot study was conducted with a small group of secretaries (8 individuals) who were not part of the final sample. The pilot study aimed to test the clarity, consistency, and comprehensiveness of the questions. Feedback from the pilot study participants led to minor adjustments in the wording of certain questions for better clarity. Additionally, the Cronbach’s Alpha coefficient was used to determine the internal consistency of the questionnaire. A value of 0.85 was obtained, indicating high reliability.

3.6 Validity
The validity of the study was ensured through content validity. Content validity was achieved by reviewing existing literature on data security and confidentiality, ensuring that the questionnaire covered all relevant aspects of the research topic. Expert opinions from academic professionals and cybersecurity experts were sought to ensure that the instrument effectively captured the challenges secretaries face. The observations of the experts were used to revise and improve the quality of the questionnaire to ensure its fitness.
3.7 Method of Data Analysis
Data analysis was carried out using descriptive statistical methods. Descriptive statistics, such as frequencies and percentages, were used to summarize the responses of the respondents to identify the most common challenges faced by secretaries in maintaining data security. 











CHAPTER FOUR
DATA ANALYSIS
4.1 Introduction
This chapter presents the analysis of responses from 11 secretaries on the challenges they face in maintaining confidentiality and data security. The tables below showed the distribution of responses to key questions regarding data security practices, tools, and workload. The analysis highlighted the areas where secretaries encounter difficulties in ensuring data protection within their organizations.
4.2 Results
Table 4.1: Secretaries Are Aware of the Data Security Policies in the Organization
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	3
	27.27

	Agree
	6
	54.54

	Disagree
	1
	9.09

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025
Table 4.1 above showed that 3 (27.27%) respondents strongly agreed and 6 (54.54%) respondents agreed that they are aware of the data security policies in their organizations, while 1 (9.09%) respondent disagreed and 1 (9.09%) respondent strongly disagreed with the statement.



Table 4.2: Secretaries Have Received Training on Data Security Practices
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	2
	18.18

	Agree
	4
	36.36

	Disagree
	4
	36.36

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.2 above showed that 2 (18.18%) respondents strongly agreed and 4 (36.36%) respondents agreed that they have received training on data security practices, while 4 (36.36%) respondents disagreed and 1 (9.09%) respondent strongly disagreed to the statement.



Table 4.3: Secretaries Are Confident in Handling Cybersecurity Threats
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	1
	9.09

	Agree
	4
	36.36

	Disagree
	4
	36.36

	Strongly Disagree
	2
	18.18

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.3 above showed that 1 (9.09%) respondent strongly agreed and 4 (36.36%) respondents agreed that they are confident in handling cybersecurity threats, while 4 (36.36%) respondents disagreed and 2 (18.18%) respondents strongly disagreed with the statement.



Table 4.4: Cybersecurity Incidents Frequently Occur in the Organization
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	0
	0.00

	Agree
	3
	27.27

	Disagree
	5
	45.45

	Strongly Disagree
	3
	27.27

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.4 above showed that, no responses on strongly disagreed, 3 (27.27%) respondents agreed and 5 (45.45%) respondents disagreed that cybersecurity incidents frequently occur in their organizations, while 3 (27.27%) respondents strongly disagreed with the statement. 




Table 4.5: Organizations Provide Secure Data Storage Systems
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	3
	27.27

	Agree
	5
	45.45

	Disagree
	2
	18.18

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.5 above showed that 3 (27.27%) respondents strongly agreed and 5 (45.45%) respondents agreed that their organizations provide secure data storage systems, while 2 (18.18%) respondents disagreed and 1 (9.09%) respondent strongly disagreed to the statement.



Table 4.6: Secretaries Have Access to Secure Communication Tools
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	4
	36.36

	Agree
	5
	45.45

	Disagree
	2
	18.18

	Strongly Disagree
	0
	0.00

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.6 above showed that 4 (36.36%) respondents strongly agreed and 5 (45.45%) respondents agreed that they have access to secure communication tools, while 2 (18.18%) respondents disagreed. No respondents on (0%) strongly disagreed respectively.








Table 4.7: Data Security Practices Are Clearly Communicated by Management
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	2
	18.18

	Agree
	6
	54.54

	Disagree
	2
	18.18

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.7 above showed that 2 (18.18%) respondents strongly agreed and 6 (54.54%) respondents agreed that data security practices are clearly communicated by management, while 2 (18.18%) respondents disagreed and 1 (9.09%) respondent strongly disagreed with the statement.



Table 4.8: Secretaries Are Involved in Developing Data Security Protocols
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	1
	9.09

	Agree
	3
	27.27

	Disagree
	5
	45.45

	Strongly Disagree
	2
	18.18

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.8 above showed that 1 (9.09%) respondent strongly agreed and 3 (27.27%) respondents agreed that they are involved in developing data security protocols, while 5 (45.45%) respondents disagreed and 2 (18.18%) respondents strongly disagreed with the statement.






Table 4.9: Organization Provide Sufficient Technological Support for Data Security for secretaries
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	3
	27.27

	Agree
	4
	36.36

	Disagree
	3
	27.27

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.9 above showed that 3 (27.27%) respondents strongly agreed and 4 (36.36%) respondents agreed that their organization provided sufficient technological support for data security for secretaries, while 3 (27.27%) respondents disagreed and 1 (9.09%) respondent strongly disagreed with the statement.


Table 4.10: Secretaries Use Secure Passwords for Accessing Confidential Data
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	3
	27.27

	Agree
	5
	45.45

	Disagree
	2
	18.18

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher’s Fieldwork 2025

 Table 4.10 above showed that 3 (27.27%) respondents strongly agreed and 5 (45.45%) respondents agreed that they use secure passwords for accessing confidential data, while 2 (18.18%) respondents disagreed and 1 (9.09%) respondent strongly disagreed to the statement.








Table 4.11: Secretaries Are Informed About Data Breaches Immediately
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	2
	18.18

	Agree
	6
	54.54

	Disagree
	2
	18.18

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.11 above showed that 2 (18.18%) respondents strongly agreed and 6 (54.54%) respondents agreed that they are informed about data breaches immediately, while 2 (18.18%) respondents disagreed and 1 (9.09%) respondent strongly disagreed with the statement.



Table 4.12: Secretaries Have Sufficient Knowledge of Legal Data Protection Regulations
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	1
	9.09

	Agree
	4
	36.36

	Disagree
	5
	45.45

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.12 above showed that 1 (9.09%) respondent strongly agreed and 4 (36.36%) respondents agreed that they have sufficient knowledge of legal data protection regulations, while 5 (45.45%) respondents disagreed and 1 (9.09%) respondent strongly disagreed with the statement.



Table 4.13: Secretaries Believe Data Security is a Priority in Their Organization
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	2
	18.18

	Agree
	5
	45.45

	Disagree
	3
	27.27

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.13 above showed that 2 (18.18%) respondents strongly agreed and 5 (45.45%) respondents agreed that data security is a priority in their organization, while 3 (27.27%) respondents disagreed and 1 (9.09%) respondent strongly disagreed with the statement.



Table 4.14: Secretaries Feel They Are Supported in Implementing Data Security Measures
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	3
	27.27

	Agree
	5
	45.45

	Disagree
	2
	18.18

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.14 above showed that 3 (27.27%) respondents strongly agreed and 5 (45.45%) respondents agreed that they feel supported in implementing data security measures, while 2 (18.18%) respondents disagreed and 1 (9.09%) respondent strongly disagreed with the statement.



Table 4.15: Secretaries Are Provided with Up-to-Date Tools for Securing Confidential Information
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	3
	27.27

	Agree
	4
	36.36

	Disagree
	3
	27.27

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

 Table 4.15 above showed that 3 (27.27%) respondents strongly agreed and 4 (36.36%) respondents agreed that they are provided with up-to-date tools for securing confidential information, while 3 (27.27%) respondents disagreed and 1 (9.09%) respondent strongly disagreed with the statement.



Table 4.16: Secretaries Experience Challenges in Maintaining Confidentiality Due to Lack of Resources
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	4
	36.36

	Agree
	3
	27.27

	Disagree
	2
	18.18

	Strongly Disagree
	2
	18.18

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.16 above showed that 4 (36.36%) respondents strongly agreed and 3 (27.27%) respondents agreed that they experience challenges in maintaining confidentiality due to lack of resources, while 2 (18.18%) respondents disagreed and 2 (18.18%) respondents strongly disagreed with the statement.



Table 4.17: Secretaries undergo Regular Audits of Data Security Procedures in the Organization
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	1
	9.09

	Agree
	3
	27.27

	Disagree
	5
	45.45

	Strongly Disagree
	2
	18.18

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.17 above showed that 1 (9.09%) respondent strongly agreed and 3 (27.27%) respondents agreed that there are regular audits of data security procedures in their organization, while 5 (45.45%) respondents disagreed and 2 (18.18%) respondents strongly disagreed with the statement.



Table 4.18: Secretaries Face Increased Workload When Managing Data Security Issues
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	5
	45.45

	Agree
	4
	36.36

	Disagree
	1
	9.09

	Strongly Disagree
	1
	9.09

	Total
	11
	100


Source: Researcher's Fieldwork 2025

 Table 4.18 above showed that 5 (45.45%) respondents strongly agreed and 4 (36.36%) respondents agreed that they face an increased workload when managing data security issues, while 1 (9.09%) respondent disagreed and 1 (9.09%) respondent strongly disagreed with the statement.



Table 4.19: Secretaries Are Involve in Responding to Data Security Incidents
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	1
	9.09

	Agree
	3
	27.27

	Disagree
	5
	45.45

	Strongly Disagree
	2
	18.18

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.19 above showed that 1 (9.09%) respondent strongly agreed and 3 (27.27%) respondents agreed that they are involved in responding to data security incidents, while 5 (45.45%) respondents disagreed and 2 (18.18%) respondents strongly disagreed with the statement.



Table 4.20: Secretaries Believe More Investment is Needed in Data Security
	Options
	No. of Respondents
	Percentage (%)

	Strongly Agree
	4
	36.36

	Agree
	5
	45.45

	Disagree
	2
	18.18

	Strongly Disagree
	0
	0.00

	Total
	11
	100


Source: Researcher's Fieldwork 2025

Table 4.20 above showed that 4 (36.36%) respondents strongly agreed and 5 (45.45%) respondents agreed that more investment is needed in data security, while 2 (18.18%) respondents disagreed. No respondents (0%) strongly disagreed with the statement.









CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.1 Summary
This study aimed to explore the challenges faced by secretaries in maintaining confidentiality and data security within organizations. As gatekeepers of sensitive information, secretaries are pivotal in ensuring the smooth and secure operation of organizational data systems. However, they encounter several challenges, including inadequate training, insufficient resources, lack of clear communication, and challenges related to the constant evolution of cyber threats.
Data from the survey conducted on 11 secretaries across different organizations indicated varying levels of awareness, training, and involvement in data security practices. While most secretaries reported awareness of data security policies, many lacked adequate training, leading to a feeling of insecurity when handling sensitive data. Despite the recognition of the importance of data security, several barriers remain, including insufficient technological support, lack of involvement in developing data security protocols, and a shortage of resources necessary for effective data management.
In particular, the study found that a significant number of secretaries feel unsupported in their efforts to maintain confidentiality and data security due to organizational constraints, including inadequate resources and lack of regular audits. These findings suggested that while secretaries are crucial in managing sensitive data, they require better support, resources, and training to perform their roles effectively.
5.2 Conclusion
The research revealed that while secretaries are generally aware of the importance of maintaining confidentiality and data security, several barriers prevented them from fully achieving this goal. One of the key findings was that most secretaries had not received adequate training on data security practices, making them less confident in managing cybersecurity threats. Moreover, many secretaries reported experiencing challenges in maintaining confidentiality due to a lack of resources, insufficient support from management, and the absence of comprehensive, up-to-date tools for securing data.
Furthermore, while some organizations have established clear data security policies, secretaries are not always involved in the development of these protocols, which limits their ability to enforce these policies effectively. In many cases, there is a disconnect between the organization's data security strategies and the secretaries' on-the-ground experience, which may undermine the overall effectiveness of the data security measures in place.
In conclusion, maintaining data security and confidentiality is a critical responsibility for secretaries, but organizational structures and support systems must improve to equip them with the necessary tools and training.
5.3 Recommendations
Based on the findings of this study, the following recommendations are proposed:
1. Organizations should provide enhanced training programs on data security for secretaries.
2. Increased technological support with secure tools should be given to secretaries.
3. Management must clearly communicate data security policies to secretaries.
4. Secretaries should be involved in developing data security protocols.
5. Regular audits and monitoring of data security systems should be conducted.
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Dear Sir/Ma,

RESEARCH QUESTIONNAIRES
	This is a research instrument to elicit information relevant to research work titled Exploring the Challenges Faced by Secretaries in Maintaining Confidentiality and Data Security in Organizations.
	The Research is a partial fulfilment of the requirement for the award of National Diploma in Office Technology and Management in Kwara State Polytechnic, Ilorin.
	I shall be grateful if this questionnaire can be completed by you. Your anonymity is highly guaranteed. Information gathered through this questionnaire would be used only for Academic purposes.


QUESTIONNAIRE
1. Secretaries are aware of the data security policies in the organization
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
2. Secretaries have received training on data security practices
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
3. Secretaries are confident in handling cybersecurity threats
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
4. Cybersecurity incidents frequently occur in the organization
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
5. Organizations provide secure data storage systems
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
6. Secretaries have access to secure communication tools
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
7. Data security practices are clearly communicated by management
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
8. Secretaries are involved in developing data security protocols
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
9. Organizations provide sufficient technological support for data security for secretaries
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
10. Secretaries use secure passwords for accessing confidential data
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
11. Secretaries are informed about data breaches immediately
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
12. Secretaries have sufficient knowledge of legal data protection regulations
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
13. Secretaries believe data security is a priority in their organization
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
14. Secretaries feel they are supported in implementing data security measures
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
15. Secretaries are provided with up-to-date tools for securing confidential information
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
16. Secretaries experience challenges in maintaining confidentiality due to lack of resources
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
17. Secretaries undergo regular audits of data security procedures in the organization
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
18. Secretaries face increased workload when managing data security issues
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
19. Secretaries are involved in responding to data security incidents
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
20. Secretaries believe more investment is needed in data security
(a) Strongly Agree ( ) (b) Agree ( ) (c) Disagree ( ) (d) Strongly Disagree ( )
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