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Chapter One
Introduction

1.1 Background to the Study
The rapid growth and rises in cyber-security threats has become a pressing concern globally, affecting individuals, organizations, and governments. In Nigeria, with the increasing reliance on digital platforms for communication, banking, and commerce, the need for proactive cyber-security measures has become paramount. Security officers, as first responders to cyber threats, require tools and platforms that provide real-time information and foster collaboration. 
        Kaplan and Haenlein (2010):
Described X (formerly known as twiter)  as a “social networking site” that enables users to post “status updates” or short messages, typically limited to 140 characters (now extended to 280). They classify it as a “social media platform” where users can share information, interact, and follow public personalities or organizations. X’s appeal lies in its ability to connect users quickly, make real-time communication possible, and foster community engagement around specific topics such as cyber-security issues .
    Pfleeger and Pfleeger (2003)
Defined cyber-security as “the measures taken to protect a computer or computer system (as on the Internet) against unauthorized access or attack.” This emphasizes the need for both preventive and reactive measures to safeguard digital assets.
Cyber-security is viewed as “the body of technologies, processes, and practices designed to protect networks, computers, programs, and data from attack, damage, or unauthorized access.” The authors stress the systematic approach required to ensure cyber-security. And the preservation of confidentiality, integrity, availability of information in the Cyberspace.” It links cyber-security directly with information security principles.

Von Solms and Van Niekerk (2013)
They define cyber-security as the “protection of internet-connected systems, including hardware, software, and data, from cyberattacks.” This broad definition includes physical and software-level protections.
In order to secure vital personal and organizational system  required timely intelligence on cyber-security threats and vulnerabilities. Intelligence about these threats is generally available in both overt and covert sources like the National Vulnerability Database, CERT alerts, blog posts, social media, and dark web resources. Intelligence updates about cyber-security can be viewed as temporal events that a security analyst must keep up with so as to secure a computer system. described CyberX, a system to discover and analyze cyber-security intelligence on X (formerly known as twiter)  and serve as a OSINT (Open–source intelligence) source. analyzed real time information updates, in form of tweets, to extract intelligence about various possible threats. And use the Semantic Web RDF to represent the intelligence gathered and SWRL rules to reason over extracted intelligence to issue alerts for security analysts.
According to Fuchs (2020), X (FORMERLY KNOWN AS TWITER) has emerged as a critical tool for real-time communication in cyber-security, particularly in alerting the public about emerging threats. Cyber-security firms and government organizations use X (FORMERLY KNOWN AS TWITER) to issue instant alerts about vulnerabilities, malware outbreaks, and ongoing cyberattacks. Its capacity for immediate dissemination makes it a valuable tool for rapid incident response (Fuchs, 2020). Similarly, Thakur, Hayajneh, and Tseng (2019) argue that X’s broad reach and immediacy enable cyber-security professionals to share critical information about ongoing threats globally.
Buchanan (2017)
	•	Buchanan discusses how X (formerly known as twiter)  is used by cyber-security professionals for collaboration, knowledge sharing, and threat monitoring. The study also highlights public reliance on X (formerly known as twiter)  for cyber-security updates and awareness campaigns.
Access on Taylor & Francis Online.

Park & Kwon (2021)
 Emphasizes the importance of social media in educating users about cyber-security risks. X’s ability to host awareness campaigns and share tips on mitigating cyber threats is highlighted, alongside its challenges like misinformation.

X, a widely used social media platform, has emerged as a key tool for cyber-security awareness and mitigation measures. Its real-time nature allows the dissemination of critical updates, threat intelligence, and best practices to a global audience. In the context of Ilorin metropolis, where digital adoption is on the rise, security officers are increasingly leveraging platforms like X (formerly known as twiter)  to stay informed about cyber threats and trends. However, the perception of its reliability, effectiveness, and usability among security professionals remains underexplored.

Thakur, Hayajneh, & Tseng (2019)
	•	This study highlights the critical role of social media platforms, particularly X, in raising cyber-security awareness. The research underscores how platforms facilitate information dissemination during cyber incidents while also being prone to vulnerabilities due to user-generated content.

Organizations use X (formerly known as twiter)  to communicate with the public during cyber-security incidents. For example:
	•	Government agencies like CERTs (Computer Emergency Response Teams) use X (formerly known as twiter)  to provide updates on ongoing attacks and offer advice for mitigation measures.
	•	Lindsay (2015) emphasizes X’s role in public-facing communication, particularly for organizations that need to maintain transparency and trust during a cyber incident.

Lee (2021)
	•	This article examines how businesses and professionals use X (formerly known as twiter)  for cyber-security practices, focusing on real-time threat intelligence and incident response. It also discusses the challenges of misinformation and the need for users to verify sources.

However X (formerly known as twiter)  is a powerful tool for cyber-security awareness, threat monitoring, and community collaboration. However, its effectiveness depends on users’ ability to verify information and discern credible sources. Its widespread use among professionals and organizations makes it a valuable asset in combating cyber threats, though challenges like misinformation and limited message length must be addressed to maximize its impact. And it’s search and analytics features allow security officers to track conversations, identify trending cyber threats, and understand how attackers might exploit social platforms.



Lindsay (2015)
	•	Lindsay explores the dual nature of social media in cyber-security. While X (formerly known as twiter)  aids in information sharing about emerging threats, it also creates opportunities for social engineering and phishing attacks due to its openness and global reach.

In areas like Ilorin Metropolis, where access to other formal cyber-security resources may be limited:
	•	X (formerly known as twiter)  can act as an accessible platform for disseminating localized security alerts and educating users about region-specific threats.
	•	Security officers can use X (formerly known as twiter)  to connect with global experts, stay informed about global trends, and apply that knowledge locally.
	•	Collaboration on X (formerly known as twiter)  can support capacity building for small organizations or individuals with limited technical expertise.

X (formerly known as twiter)  serves as a valuable platform for cyber-security awareness and mitigation, with its role among security officers in Ilorin Metropolis evolving. While it offers real-time alerts, educational content, and collaboration opportunities, challenges like misinformation and limited technical adoption persist. Addressing these issues through training, localization, and enhanced credibility measures can maximize its potential in strengthening cyber-security within the metropolis.

1.2 Statement of the Problem
Despite the potential of X (formerly known as twiter)  as a tool for cyber-security awareness, its adoption and perceived effectiveness among security officers in Ilorin metropolis are unclear. Challenges such as misinformation, difficulty in distinguishing credible sources, and over-reliance on social media for critical updates may hinder its utility. Furthermore, there is limited research on how local security officers integrate X (formerly known as twiter)  into their cyber-security practices and their perceptions of its reliability and effectiveness.  Leading to the potential spread of misinformation. Security officers relying on unverified tweets might act on false alerts or misleading information.


This study seeks to address and call in-depth research these gaps by examining the uses and perceptions of X (formerly known as twiter)  for cyber-security awareness and mitigation measures among security officers in practices among security officers in ilorin metropolis.

1.3 Objectives of the Study
The primary aim of this study is to explore the uses and perceptions of X (formerly known as twiter)  among security officers in Ilorin metropolis for cyber-security awareness and mitigation measures. The specific objectives include:

  1.  To identify how security officers in Ilorin metropolis use X (formerly known as twiter)  for cyber-security awareness.
And explore how X (formerly known as twiter)  is used as a tool for disseminating real-time cyber-security information, such as updates on threats, best practices, and incident responses,and identify the specific features of X (formerly known as twiter)  (e.g., hashtags, threads, and verified accounts) that make it suitable for cyber-security awareness
2.	To examine the perception of X’s reliability and effectiveness as a tool for mitigating cyber-security threats. In any biases or concerns about misinformation, privacy, or trustworthiness of information shared on the platform.  
3.	To identify challenges faced by security officers in using X (formerly known as twiter)  for cyber-security purposes. such as misinformation, limited digital literacy, or resource constraints. And highlight the specific barriers that may limit the adoption of X (formerly known as twiter)  for cyber-security within the Ilorin Metropolis.
4.	To propose strategies for improving the effectiveness of X (formerly known as twiter)  in cyber-security practices among security officers. How X (formerly known as twiter)  can be optimized as a tool for sharing cyber-security best practices and fostering collaboration among local and global security professionals. And how it can complement traditional cyber-security tools and strategies used by security officers.
5.	To promote Localized Awareness, on  how X (formerly known as twiter)  can be adapted to address region-specific cyber-security issues in Ilorin Metropolis. And the development of local campaigns and resources tailored to the cyber-security needs of the community.

1.4 Research Questions
This study aims to answer the following questions:
	1.	How does security officers in Ilorin metropolis use X (formerly known as twiter)  for cyber-security awareness?
	2.	What is the perception of security officers regarding the reliability and effectiveness of X (formerly known as twiter)  for cyber-security purposes?
	3.	What challenges do security officers face in using X (formerly known as twiter)  for cyber-security awareness and mitigation?
	4.	What strategies can enhance the use of X (formerly known as twiter)  for cyber-security awareness among security officers.
          5. To what extent do security officers in Ilorin Metropolis use X (formerly known as twiter)  for cybersecurity-related activities?

1.5 Significance of the Study
This study is significant in several ways:
	1.	Contribution to Knowledge: It provides insights into the role of X (formerly known as twiter)  in cyber-security practices among security officers in Ilorin metropolis, addressing a gap in local research. And understanding the role of X, security officers in Ilorin Metropolis can better anticipate and respond to local and global cyber-security threats, such as phishing scams, ransomware attacks, and social engineering attempts.
	2.	Practical Application: The findings can guide security agencies and professionals in optimizing their use of X (formerly known as twiter)  for threat intelligence and awareness.
	3.	Policy Development: Policymakers can leverage the findings to design training programs and protocols that integrate social media into cyber-security practices.
	4.	Fostering Collaboration and Knowledge Exchange : it’s highlights X’s potential to connect security officers in Ilorin with global cyber-security professionals, fostering knowledge-sharing networks, and supports collaboration during cyber crises, ensuring quick dissemination of mitigation strategies and expert guidance.


1.6 Scope of the Study
The study is comprehensive but focuses on the uses and perceptions of X (formerly known as twiter)  for cyber-security awareness and mitigation among security officers in Ilorin metropolis. It examines their experiences, challenges, and strategies for leveraging X (formerly known as twiter)  as a cyber-security tool. The study does not include other social media platforms or analyze the perspectives of non-security professionals. And it aims to provide insights into how security officers in Ilorin Metropolis can utilize X (formerly known as twiter)  to enhance cyber-security awareness and mitigate threats while addressing challenges unique to the region. It balances global insights with localized applications for maximum relevance.

The study is limited to X (formerly known as twiter)  as the primary social media platform, without extensive comparison to others like Facebook or LinkedIn. And the discussion is specific to security officers and does not broadly address general users or non-specialist perceptions of X (formerly known as twiter)  in cyber-security.

1.7 Operational Definition of Key Terms
	
1.	X: Operational Definition: X (formerly known as twiter)  is a social media and microblogging platform that allows users to post, share, and interact with messages known as tweets, which are limited to a character count of 280. It facilitates real-time communication and dissemination of information globally, including cybersecurity-related updates. And a free social messaging tool that allows users to stay connected through short text messages of up to 140 characters in length.
2.	Cybersecurity Awareness: The knowledge and understanding of potential cyber threats and the measures to protect against them. And it educates individuals and organizations about cybersecurity risks, threats, and best practices to ensure safe digital behavior and protect sensitive information. And practice of protecting internet-connected systems such as hardware, software and data from cyberthreats. It's used by individuals and enterprises to protect against unauthorized access to data centers and other computerized systems
3.	Mitigation Measures: Actions or strategies implemented to reduce or eliminate the impact of cybersecurity threats or vulnerabilities, ensuring system security and data protection.
4.	Security Officers: Individuals responsible for safeguarding systems, data, and networks against cyber threats. They are Professionals responsible for managing, monitoring, and safeguarding an organization’s or region’s physical and digital security, including protecting against cyber threats. It’s also known as a security guard or protective agent, and professional who is responsible for safeguarding people, property, and assets from a variety of threats and cyber threat . They act as the first line of defense in various settings, deterring and responding to security breaches, criminal activity, and emergencies.

5.	Ilorin Metropolis: The capital city of Kwara State, Nigeria, and the geographical focus of this study. This geographical and administrative area in Kwara State, Nigeria, known for its socio-economic activities and developing infrastructure, where this study on cybersecurity practices is localized.
This region is representative of medium-sized urban centers in Nigeria with evolving technology adoption patterns and cybersecurity awareness needs. 

6.	Misinformation: The spread of false or misleading information on platforms like X, which can affect the reliability of data used in cybersecurity decision-making

7.	Cyber Threats: The Potential dangers or malicious activities that compromise the confidentiality, integrity, or availability of digital systems and data. And it’s a event with the potential to adversely impact organizational operations (including mission, functions, image, or reputation), organizational assets, or individuals through an information system via unauthorized access, destruction, disclosure, modification of information, and/or denial of service. Also, the potential for a threat-source to successfully exploit a particular information system vulnerability.
































Chapter Two
Literature Review

2.1 Conceptual Framework 

This chapter reviews relevant existing literature on the uses and perceptions of X (formerly known as twiter)  for cybersecurity awareness and mitigation measures, with a focus on its application among security officers in Ilorin Metropolis. It explores theoretical frameworks, the role of X (formerly known as twiter)  in cybersecurity, perceptions of its utility, challenges, and best practices, and understanding how security officers in Ilorin Metropolis perceive its effectiveness. The review examines global trends, challenges, and relevance to the local context.

The conceptual framework explores the interplay between social media platforms like X (formerly known as twiter)  and cybersecurity practices. It examines X’s capabilities in disseminating real-time information, raising awareness, and enabling collaborative efforts to combat cyber threats. It provides a structured approach to understanding how X (formerly known as twiter)  is used as a tool for cybersecurity awareness and mitigation, focusing on its role among security officers in Ilorin Metropolis. This framework highlights the relationships between key concepts and factors influencing the . The framework integrates the following concepts:

1. Social Media as an Information Tool: Social media platforms provide real-time, accessible, and decentralized information-sharing capabilities (Kapoor et al., 2018).

2. Cybersecurity Awareness: Awareness involves the dissemination of knowledge about potential cyber threats and preventive measures (Alotaibi et al., 2016).

3. Perception of Utility: The perceived usefulness and reliability of X (formerly known as twiter)  influence its adoption by security professionals (Fishbein & Ajzen, 1975).





The Perception of X (formerly known as twiter)  among Security Officers:

The perception of X (formerly known as twiter)  as a tool for cybersecurity awareness and mitigation varies depending on its effectiveness, user experience, and challenges associated with its use. Below are the analysis:

1. Positive Perceptions
Timeliness: Security officers appreciate X’s ability to provide instant updates on global and local cybersecurity issues. And Security officers often value X (formerly known as twiter)  for its immediacy, diversity of viewpoints, and accessibility (Kapoor et al., 2018)

Accessibility: The platform is free, widely used, and easy to navigate, making it a convenient tool for both professionals and the general public. And It is perceived as a valuable tool for staying informed about cybersecurity threats and solutions

Collaborative Environment: Many professionals appreciate X’s ability to connect them with experts, enabling global collaboration and knowledge sharing on cyber threats and mitigation strategies (Hansen et al., 2021).

2. Negative Perceptions
Credibility Issues: Concerns about misinformation and lack of verification reduce trust in content shared on the platform (Wardle & Derakhshan, 2017).

Information Overload: Filtering useful content from the large volume of posts can be overwhelming and time-consuming. Some security officers perceive X (formerly known as twiter)  as less effective for addressing region-specific cybersecurity challenges.

security and Privacy Concerns: Discussions on cybersecurity shared publicly on X (formerly known as twiter)  may inadvertently expose sensitive information, making some security officers hesitant to fully engage on the platform (Marwick & Boyd, 2010).

3. Regional Perspective
* In Ilorin Metropolis, limited digital literacy and infrastructure constraints may influence how X (formerly known as twiter)  is perceived and utilized.

General Perceptions in Ilorin Metropolis in Ilorin Metropolis, the perception of X’s role in cybersecurity is influenced by local factors such as digital literacy, availability of internet resources, and familiarity with social media. For some officers, X (formerly known as twiter)  is an empowering tool that provides access to global intelligence and networking opportunities. However, for others, its limitations—such as credibility issues and technical challenges—may overshadow its benefits.

2.1.1 The Concept of Cybersecurity

Cybersecurity involves protecting computer systems, networks, and data from unauthorized access, attacks, or damage. Scholars such as Stallings (2012) and Von Solms & Van Niekerk (2013) emphasize that cybersecurity is a multidisciplinary field requiring technical, organizational, and educational measures. The rise of cyber threats has necessitated innovative tools and platforms, including social media, to enhance awareness and mitigation efforts. Below are key concepts:
 
 1.  Confidentiality, Integrity, and Availability (CIA Triad)

The CIA Triad is a fundamental model in cybersecurity, ensuring that:
* Confidentiality: Information is accessible only to authorized individuals or systems.
* Integrity: Data remains accurate and unaltered unless by authorized processes.
* Availability: Systems and information are accessible whenever needed by legitimate users.
This triad serves as a guiding principle for designing and evaluating security systems (Whitman & Mattord, 2018).

2. Risk Management
Cybersecurity focuses on identifying, assessing, and mitigating risks to digital systems. Key processes include:
* Threat Identification: Recognizing potential threats, such as malware, phishing, or insider attacks.
* Vulnerability Assessment: Analyzing system weaknesses that could be exploited.
* Mitigation Strategies: Implementing measures to reduce or eliminate risks.
3. Authentication and Authorization
These are mechanisms used to verify identity and control access:
* Authentication: Ensures that a user or system is who they claim to be, often through passwords, biometrics, or multi-factor authentication.
* Authorization: Grants specific privileges to users based on their roles or permissions.

4. Encryption and Data Protection
Encryption is a core concept used to secure data by converting it into an unreadable format unless decrypted by authorized parties. This protects sensitive information during storage and transmission.

5. Defense in Depth
This concept involves layering multiple security measures to protect systems. For example:
* Firewalls prevent unauthorized access.
•Intrusion detection systems monitor for suspicious activities.
* Endpoint protection secures individual devices.

6. Incident Response and Recovery
Cybersecurity includes planning for and responding to incidents like data breaches or malware attacks. Effective incident response ensures:
* Detection: Identifying an attack promptly.
* Containment: Limiting the impact of the attack.
•Recovery: Restoring systems to normal operation.

7. Cyber Threat Intelligence
This involves gathering and analyzing information about potential threats to proactively protect systems. It includes monitoring attack trends, understanding threat actors, and predicting vulnerabilities.


8. User Awareness and Training
Since human error is a significant factor in cybersecurity breaches, educating users about safe practices (e.g., avoiding phishing scams and using strong passwords) is crucial.

9. Ethical Hacking and Penetration Testing
Organizations often employ ethical hackers to identify vulnerabilities before malicious actors can exploit them. Penetration testing simulates attacks to assess the security of systems.

10. Compliance and Regulations

Cybersecurity includes adherence to laws and standards such as:
* GDPR (General Data Protection Regulation) for data privacy.
* NIST (National Institute of Standards and Technology) guidelines for security practices.

The core concepts of cybersecurity aim to create a robust defense against ever-evolving cyber threats. They combine technical measures, human practices, and strategic planning to ensure the safety and reliability of digital systems and data.

2.1.2 Merit of cybersecurity 

Cybersecurity plays a critical role in safeguarding digital systems, data, and networks, offering numerous benefits to individuals, businesses, and governments. Below are the key merits of cybersecurity:




1. Protection of Sensitive Information

* Prevention of Data Breaches: Cybersecurity measures help prevent unauthorized access to sensitive personal, financial, and business data. By securing data through encryption, firewalls, and access controls, organizations ensure that confidential information remains private and protected from cybercriminals.



2. Safeguarding Financial Transactions

* Secure Online Payments: Cybersecurity is essential for ensuring the safety of online transactions, protecting financial information from cyber theft and fraud. It creates a secure environment for e-commerce and online banking, enhancing trust in digital services.

3. Ensuring Business Continuity

* Disaster Recovery and Mitigation: Effective cybersecurity strategies minimize disruptions caused by cyber incidents. By implementing backup systems, businesses can recover quickly from cyberattacks such as ransomware, ensuring minimal downtime and protecting the organization’s reputation .

4. Enhanced Trust in Digital Systems

* Building Consumer Confidence: By implementing strong cybersecurity measures, businesses and governments build consumer trust. People are more likely to engage in digital services, including e-commerce, online banking, and social media, when they feel that their data is secure.

5. Prevention of Cybercrime

* Minimizing Fraud and Theft: Cybersecurity helps reduce various forms of cybercrime, including identity theft, financial fraud, and cyber extortion. Techniques such as multi-factor authentication and biometric verification enhance security against unauthorized access.

6. Protection of Critical Infrastructure

* National Security and Critical Systems: Governments use cybersecurity to protect vital national infrastructure such as power grids, transportation systems, and healthcare networks. Effective cybersecurity prevents potential attacks by state or non-state actors that could disrupt services or compromise public safety.

7. Proactive Threat Detection

* Early Detection of Vulnerabilities: With advanced cybersecurity tools like intrusion detection systems (IDS) and security information and event management (SIEM), organizations can proactively detect and mitigate threats before they cause significant harm.

8. Mitigation of Financial Losses

* Reducing the Impact of Cyberattacks: By implementing cybersecurity measures, organizations can reduce the financial impact of cyberattacks. Cybersecurity prevents the costs of data breaches, fines for non-compliance, and lost business revenue due to operational disruption.

9. Facilitating Compliance with Regulations

* Adhering to Standards: Compliance with regulations such as GDPR, HIPAA, and PCI-DSS is critical for organizations in certain industries. Cybersecurity ensures that organizations meet legal requirements for data protection, avoiding legal penalties and reputational damage.

The merits of cybersecurity are far-reaching, extending from data protection and business continuity to national security and consumer trust. As cyber threats evolve, the role of cybersecurity becomes increasingly important in safeguarding the integrity of digital systems and fostering a secure online environment for all.

2.1.3 X (formerly known as twiter)  as a Tool for Cybersecurity Awareness and Mitigation

X (formerly known as twiter)  serves as a critical tool for cybersecurity due to its ability to facilitate real-time communication, share intelligence, and engage a broad audience. Below are key roles X (formerly known as twiter)  plays as a tool for cybersecurity awareness and mitigation:

1.  Real-Time Communication

* Instant Alerts: X’s real-time nature allows security agencies and experts to broadcast alerts on emerging threats, such as phishing attacks, malware campaigns, or ransomware outbreaks. Organizations like CERT (Computer Emergency Response Teams) and CISA (Cybersecurity and Infrastructure Security Agency) actively use X (formerly known as twiter)  to issue security warnings.
* Hashtags and Trends: Cybersecurity-related hashtags like #CyberSecurity, #InfoSec, and #DataBreach enable professionals to monitor developments, access expert opinions, and stay updated on breaking news in the field (Kapoor et al., 2018).

2. Collaboration and Networking

* Global Knowledge Sharing: X (formerly known as twiter)  enables cybersecurity professionals to network with peers, share experiences, and collectively address cyber threats. Public forums and direct messages allow for quick knowledge exchange and collaborative problem-solving (Marwick & Boyd, 2010).
* Community Engagement: Security officers can interact with specialists, academics, and organizations to learn about new tools, methods, and trends in cybersecurity.

3. Awareness and Education

* Public Education Campaigns: X (formerly known as twiter)  is used to disseminate awareness campaigns, such as the annual Cybersecurity Awareness Month, which educates users on safe digital practices. For instance, tweets often provide advice on recognizing phishing links or creating secure passwords (Hansen et al., 2021).
* Simplified Communication: Its concise format allows compleX (formerly known as twiter)  cybersecurity concepts to be broken down into understandable tweets or threads, making information accessible to a wider audience.


4. Threat Intelligence Sharing

* Open-Source Intelligence (OSINT): Security officers can leverage X (formerly known as twiter)  as an OSINT tool, analyzing posts to detect patterns of cyber threats and vulnerabilities. Automated tools like TweetDeck and Hootsuite assist in tracking and analyzing cybersecurity-related tweets (Craigen et al., 2014).
* Incident Reporting: Security professionals often report vulnerabilities or breaches on X, enabling others to prepare or respond effectively.

5. Addressing Misinformation

* Fighting Cyber Misinformation: While misinformation is a challenge, X’s verification features, such as verified accounts, help users identify credible sources of information. Security officers can guide the public toward accurate resources and debunk false claims.

6. Contextual Application in Ilorin Metropolis

In regions like Ilorin Metropolis, X’s role as a cybersecurity tool can be particularly significant due to:
* Limited Access to Advanced Resources: Security officers can use X (formerly known as twiter)  as a cost-effective platform to access global cybersecurity expertise.
* Localized Threats: Monitoring tweets helps identify region-specific threats, such as localized scams or fraud activities.

X (formerly known as twiter)  is a powerful tool for cybersecurity awareness and mitigation due to its capacity for real-time updates, global networking, and public education. While challenges like misinformation and information overload exist, its benefits outweigh the limitations, especially for security officers in resource-constrained regions.

2.1.4 Challenges of Using X (formerly known as twiter)  for Cybersecurity Awareness in ilorin metropolis 

The use of X (formerly known as twiter)  for cybersecurity awareness in Ilorin Metropolis faces several unique challenges that are deeply connected to local infrastructure, social, and cultural contexts. Below are more detailed insights into some of these challenges:

1. Limited Internet Access and Connectivity

One of the foremost barriers in Ilorin Metropolis is unreliable internet connectivity. As digital tools like X (formerly known as twiter)  heavily depend on internet access, inconsistent service—particularly in rural or underserved areas—limits the ability of security officers to engage with real-time cybersecurity content. This digital divide is not unique to Ilorin but is a nationwide issue in Nigeria, where broadband access remains limited (Akinmoladun et al., 2020).

Insight: The lack of reliable internet connectivity means that even those who have X (formerly known as twiter)  accounts may be unable to access timely cybersecurity updates or engage in online discourse. This further limits the potential of X (formerly known as twiter)  as a tool for raising awareness or communicating about emerging cybersecurity threats. Additionally, during times of national crises (e.g., elections, civil unrest), internet service is often disrupted, further hampering digital efforts (Ogundele & Omojuwa, 2019).

2. Digital Literacy and Technical Expertise

Although X (formerly known as twiter)  has the potential to reach a broad audience, many security officers in Ilorin may not be fully equipped to leverage its capabilities for cybersecurity purposes. Digital literacy remains a significant challenge in Nigeria, with many users lacking the skills to effectively navigate and utilize platforms like X (formerly known as twiter)  for professional tasks (Akinmoladun et al., 2020).

Insight: In Ilorin, where many security officers may have minimal exposure to social media tools in a professional context, there is a risk of information overload or misinterpretation. Without proper training, security officers might not be able to distinguish between credible cybersecurity information and false or irrelevant content. This gap in technical expertise can hinder the overall effectiveness of using X (formerly known as twiter)  for cybersecurity purposes (Marwick & Boyd, 2010).

3. Misinformation and Credibility Issues
Misinformation remains a significant issue on X, particularly in the context of cybersecurity. X’s open and often unregulated nature allows for the spread of unverified and misleading content. In Ilorin Metropolis, where the majority of cybersecurity discussions are focused on global threats, misinformation can have serious consequences, especially when it comes to local issues such as fraud, data breaches, or phishing schemes (Craigen et al., 2014).

Insight: The challenge of filtering out reliable information from the noise of social media posts becomes even more critical in a place like Ilorin, where misinformation can spread quickly due to limited local content creation on cybersecurity topics. This situation can result in public confusion and undermine trust in the awareness efforts promoted through X (formerly known as twiter)  (Kapoor et al., 2018).

4. Lack of Localized Content

While X (formerly known as twiter)  provides a platform for global conversations on cybersecurity, it often lacks locally relevant content for security officers in specific regions like Ilorin. Most discussions and resources shared on X (formerly known as twiter)  are tailored to international cybersecurity issues, such as attacks on large corporations or Western-centric risks. This absence of localized content can alienate local users who are primarily dealing with region-specific cyber threats, such as online scams, mobile fraud, or phishing targeting Nigerian institutions (Adeniyi et al., 2021).

Insight: The lack of relevant, localized cybersecurity discourse means that security officers in Ilorin may not be equipped with the tools or knowledge necessary to address the most pressing cyber threats in their context. Localized efforts are required to address Nigerian-specific issues in cybersecurity, which can be facilitated by creating region-specific X (formerly known as twiter)  accounts or working with local cybersecurity experts to generate more tailored content (Cheng et al., 2019).

5. Privacy and Security Concerns

Privacy concerns are significant when using platforms like X (formerly known as twiter)  for cybersecurity awareness. Given that the platform is public, sharing sensitive information, such as details of ongoing cyberattacks, vulnerabilities, or mitigation measures, can unintentionally expose valuable data. In a region like Ilorin, where security officers may handle sensitive information related to local government or businesses, the need for confidentiality becomes paramount (Hansen et al., 2021).

Insight: Security officers may hesitate to use X (formerly known as twiter)  for critical cybersecurity communications due to fears of exposing vulnerabilities. This concern could stifle open and candid discussions about security threats, limiting the platform’s potential for fostering collaboration or sharing real-time threat intelligence. Encouraging the use of private or encrypted channels for sensitive discussions, while promoting X (formerly known as twiter)  for general awareness and non-sensitive content, may help address this concern.

6. Language Barriers

Despite Nigeria being an English-speaking country, language remains a significant issue, especially for users in regions like Ilorin where Yoruba and other indigenous languages are more commonly spoken. X (formerly known as twiter)  primarily operates in English, and while it supports some level of translation, many individuals may not fully understand or engage with cybersecurity content in English (Akinmoladun et al., 2020).

Insight: Security officers who are not proficient in English may miss important cybersecurity updates or be less likely to engage in global cybersecurity discussions. To mitigate this, local cybersecurity campaigns on X (formerly known as twiter)  should consider offering content in multiple languages, including Yoruba, to better reach and engage a broader audience in Ilorin Metropolis (Kapoor et al., 2018).

7. Cultural and Societal Factors

In Ilorin Metropolis, cultural attitudes toward technology and social media play a role in the adoption of X (formerly known as twiter)  for cybersecurity awareness. Older generations of security officers may prefer traditional methods, such as face-to-face training, written reports, or official memos, over the use of social media. This reluctance can slow down the adoption of X (formerly known as twiter)  as an effective tool for cybersecurity dissemination (Kapoor et al., 2018).

Insight: Addressing generational gaps in technology use requires cultural sensitivity and awareness. For younger security officers, X (formerly known as twiter)  might be seen as a tool for engagement, while older officers may need additional encouragement and training to understand the benefits of digital platforms for professional purposes. Overcoming this barrier requires targeted outreach, demonstrations of the platform’s effectiveness, and tailored training programs (Marwick & Boyd, 2010).

8. Information Overload

X’s real-time nature can be both a strength and a challenge. The platform produces a constant stream of tweets, which can quickly overwhelm users, particularly those who are not experienced in filtering relevant information. The vast quantity of cybersecurity-related tweets can make it difficult for security officers to focus on what’s important or to sift through irrelevant posts (Craigen et al., 2014).

Insight: Information overload may lead to cognitive fatigue, where users disengage or fail to digest key updates. Additionally, the lack of context in some tweets (e.g., shorthand or hashtags) could lead to misunderstandings or missed opportunities for action (Adeniyi et al., 2021). Security officers need tools or strategies to prioritize cybersecurity information effectively.

9. The Evolution of Cyber Threats

Cyber threats are constantly evolving, and so must the way they are communicated. However, X (formerly known as twiter)  discussions may not always keep pace with the
latest trends in cybersecurity, especially if the users are not adequately trained to identify new threats. For instance, discussions about newer attack methods (e.g., AI-powered cyberattacks) or zero-day vulnerabilities may not always be immediately available in local languages or contexts (Kapoor et al., 2018).

Insight: This leads to a disconnect where security officers may miss out on critical updates about new, more sophisticated threats. This dynamic nature of cyber threats requires that the X (formerly known as twiter)  community not only remain current but also engage in continual learning and collaboration, something which may be difficult to achieve in regions with lower digital literacy (Akinmoladun et al., 2020).

10. Difficulty in Engaging with Authorities

Although X (formerly known as twiter)  is often a platform for individuals and smaller organizations, engaging with formal authorities, such as governmental or law enforcement agencies, on X (formerly known as twiter)  can be cumbersome. In the case of Ilorin Metropolis, local law enforcement or cybersecurity agencies might not have a strong presence or an active communication strategy on X (formerly known as twiter)  (Hansen et al., 2021). This lack of authority participation diminishes the potential of X (formerly known as twiter)  as a reliable channel for official cybersecurity guidance or mitigation.

Insight: The absence of a cohesive, authoritative presence on X (formerly known as twiter)  can reduce the legitimacy of cybersecurity efforts in the region. Without the backing of local authorities, cybersecurity awareness campaigns on X (formerly known as twiter)  might be less effective or fail to encourage widespread action (Marwick & Boyd, 2010).

11. Dependence on a Single Platform

Relying heavily on X (formerly known as twiter)  for cybersecurity awareness in Ilorin may lead to over-dependence on one platform, which could pose risks. Users may overlook other platforms or communication channels that are also important for reaching different segments of the population. For example, traditional media, such as radio or television, or even direct training programs, may be more effective in certain contexts (Cheng et al., 2019).

Insight: Sole reliance on X (formerly known as twiter)  could exclude people who are less active online or those who prefer other methods of communication. It may also create an echo chamber, where the same small group of users engage, but broader public participation remains limited (Adeniyi et al., 2021).

12. Cybersecurity Fatigue

The concept of “cybersecurity fatigue” refers to the mental exhaustion individuals may feel due to continuous exposure to cybersecurity threats and solutions. Constant alerts, tweets, or cybersecurity messages on platforms like X (formerly known as twiter)  can contribute to desensitization, where users become less likely to take action or pay attention to emerging threats (Kapoor et al., 2018).

Insight: For security officers in Ilorin, fatigue may manifest in them overlooking key security updates or becoming complacent in applying best practices. This is particularly troubling in a field where the rapid response to emerging threats is crucial to preventing damage (Hansen et al., 2021). Cybersecurity fatigue could undermine the very effectiveness of social media campaigns meant to keep users alert and vigilant.

13. Lack of Community Engagement

Effective cybersecurity awareness often requires collaboration and community-driven efforts. While X (formerly known as twiter)  offers the ability for users to interact, the nature of these interactions may lack depth in a professional context, particularly in Ilorin. Online discussions may remain superficial, and there may be little opportunity for in-depth problem-solving or sharing of practical, localized experiences (Akinmoladun et al., 2020).

Insight: Unlike more structured environments like cybersecurity forums or official training workshops, X (formerly known as twiter)  discussions can be brief and may not offer sufficient space for nuanced, meaningful dialogue about local challenges. Without building an active, engaged community of professionals, X (formerly known as twiter)  may fail to serve as a truly collaborative platform for advancing cybersecurity awareness (Cheng et al., 2019).

14. Resistance to Change

Security officers in Ilorin may exhibit resistance to adopting new digital tools or modifying existing cybersecurity practices. This resistance can be attributed to both cultural factors and the comfort of established procedures. Older generations of security personnel may perceive X (formerly known as twiter)  and other social media as informal or unreliable for critical tasks like threat mitigation (Kapoor et al., 2018).

Insight: This reluctance to adopt social media for professional purposes limits the reach and impact of cybersecurity initiatives. Overcoming this resistance requires targeted efforts to demonstrate the practical value of X (formerly known as twiter)  and to show how it complements traditional methods (Hansen et al., 2021).

The challenges of using X (formerly known as twiter)  for cybersecurity awareness in Ilorin Metropolis are compleX (formerly known as twiter)  and multifaceted, ranging from technical issues like connectivity and digital literacy to broader concerns such as misinformation and cultural barriers. To harness X’s potential, efforts must be made to improve local access to technology, enhance digital literacy, and create more relevant, localized content. Additionally, mitigating concerns around privacy and language barriers will help make X (formerly known as twiter)  a more effective platform for cybersecurity awareness in the region.

Best Practices for Using X (formerly known as twiter)  in Cybersecurity

Using X (formerly known as twiter)  for cybersecurity awareness can be highly effective, but it requires a strategic approach to maximize its potential. Below are some best practices that can guide security officers and organizations in leveraging X (formerly known as twiter)  effectively for cybersecurity purposes:

1. Share Real-Time Alerts and Updates

One of the most valuable uses of X (formerly known as twiter)  in cybersecurity is providing real-time alerts about emerging threats. Security officers can tweet about new vulnerabilities, security patches, phishing schemes, or unusual activities. This enables a wide audience to respond quickly to emerging threats. It’s crucial to ensure that
information is accurate, and timely, and to include relevant hashtags to increase visibility, such as #CyberSecurityAlert or #InfoSec.

2. Build a Network of Trusted Experts

Creating a network of trusted cybersecurity experts is key to building credibility. Following professionals, organizations, and official cybersecurity entities (such as @USCert or @NCSC) allows security officers to stay updated on best practices and global threats. Engaging with credible sources and retweeting expert advice fosters a more informed cybersecurity community.

3. Use Hashtags Effectively

Hashtags make content discoverable and help users filter through relevant information. Security officers should use popular cybersecurity-related hashtags like #CyberAwareness, #InfoSec, #Phishing, and #Malware to increase the visibility of their posts. Additionally, creating region-specific hashtags, such as #CyberSecurityIlorin, can foster local engagement and make it easier for followers to stay updated on localized threats.

4. Promote Interactive Engagement

Rather than just broadcasting messages, engaging in two-way conversations is crucial. Security officers should encourage followers to share their experiences, ask questions, and participate in cybersecurity polls or discussions. This engagement fosters a collaborative atmosphere and encourages individuals to take responsibility for their online safety.

5. Educate and Share Cybersecurity Best Practices

X (formerly known as twiter)  can be a platform for educating users about basic cybersecurity best practices, such as how to create strong passwords, recognize phishing attempts, and enable two-factor authentication. Security officers should share infographics, videos, and threads that break down compleX (formerly known as twiter)  cybersecurity concepts into digestible content, making them more accessible to a wide audience.


6. Verify and Cross-Check Information

Given the prevalence of misinformation, especially in the cybersecurity space, it’s vital to verify all information before sharing it on X. Security officers should ensure the sources of their alerts and information are credible. If sharing a warning or tip, it should ideally come from recognized cybersecurity authorities, such as governmental organizations or well-known cybersecurity firms.

7. Leverage X (formerly known as twiter)  Lists for Targeted Outreach

X (formerly known as twiter)  allows users to create lists that can categorize accounts based on specific themes or roles, such as cybersecurity experts, government agencies, or local security teams. Security officers can create lists that allow for targeted outreach to specific groups, ensuring that the right stakeholders receive the most relevant information. Additionally, this helps to organize content for easier consumption.

8. Monitor and Respond to Emerging Threats

X (formerly known as twiter)  can be used as a monitoring tool to track emerging cybersecurity threats. Security officers should set up alerts for specific keywords or hashtags related to new vulnerabilities or attacks. This proactive monitoring allows officers to stay ahead of the curve and issue timely responses or mitigation measures to their followers.

So as to maximize the effectiveness of X (formerly known as twiter)  for cybersecurity awareness, security officers in Ilorin Metropolis should employ a multi-faceted approach that includes real-time alerts, expert engagement, effective use of hashtags, educational outreach, and vigilant monitoring. By adhering to these best practices, they can foster a more informed and prepared cybersecurity community, minimizing the risks posed by evolving cyber threats.

2.2 Theoretical Framework

This study is anchored on the Technology Acceptance Model (TAM) and Diffusion of Innovations Theory.

2.2.1 Technology Acceptance Model (TAM): Explains how users come to accept and use a technology. Factors such as perceived usefulness and perceived ease of use influence their decision.
The Technology Acceptance Model (TAM) was developed by Fred Davis (1986) and is one of the most influential models explaining technology adoption behavior. The model suggests that two main factors determine whether a person will accept and use a new technology:
1.Perceived Usefulness (PU):This is the extent to which a person believes that using a particular technology (in this case, X) will enhance their job performance. For security officers, this means how effective they believe X (formerly known as twiter)  is in helping them stay informed about cyber threats and awareness practices.
2.	Perceived Ease of Use (PEOU):This refers to the degree to which a person believes that using the technology will be free of effort. If X (formerly known as twiter)  is seen as easy to navigate and use, officers are more likely to adopt it.

According to TAM, these perceptions influence the user’s attitude toward using the technology, which then affects their behavioral intention to use it, and ultimately, their actual usage.

2.2.2 Diffusion of Innovations Theory: Suggests that innovation adoption (like using X (formerly known as twiter)  for cybersecurity) spreads through a population in stages—innovators, early adopters, early majority, late majority, and laggards.

The Diffusion of Innovations Theory was developed by Everett Rogers (1962). It explains how, why, and at what rate new ideas and technologies spread through cultures or social systems over time.
The theory identifies five categories of adopters:

1.Innovators – the first to try new technologies
2.Early Adopters – respected opinion leaders who adopt after innovators
3.Early Majority – those who adopt after seeing success stories
4.Late Majority – skeptical individuals who adopt after the average member of society
5.Laggards – the last to adopt, often resistant to change

The adoption process involves:
•Knowledge – becoming aware of the technology (e.g., X)
•Persuasion – forming a favorable or unfavorable opinion
•Decision – choosing to adopt or reject
•Implementation – using the technology
•Confirmation – seeking reinforcement of the decision

2.3 Review of Related Studies

Several empirical studies have examined the intersection of social media use, cybersecurity awareness, and the role of security personnel in utilizing digital platforms like X (formerly known as twiter)  for information dissemination and threat mitigation. This section presents relevant research findings that provide context for the current study.

* Social Media and Cybersecurity Awareness
Adebayo and Salisu (2020) conducted a study on “The Role of Social Media in Promoting Cybersecurity Awareness among Nigerian Youth.” The study found that platforms like X (formerly known as twiter)  and Facebook are increasingly used to share tips, warnings, and preventive measures against cyber threats. X, in particular, was cited as being more effective due to its concise messaging style and real-time updates. However, the study highlighted that awareness was higher among urban youth than older or rural populations.
Ogunleye (2019) examined the use of X (formerly known as twiter)  by law enforcement agencies in Nigeria and found that while many officers were aware of the platform, only a small percentage actively used it for professional development or cybersecurity updates. The study recommended training and integration of social media literacy into police academies and security institutions.


* X (formerly known as twiter)  as a Professional Tool for Security Officers
Chukwu & Olatunji (2021) explored how Nigerian police officers utilize social media, particularly X, for public engagement and internal communication. Their findings showed that X (formerly known as twiter)  was underutilized for professional development or cybersecurity purposes, largely due to lack of digital training, skepticism about online sources, and organizational restrictions.
Ismail and Kareem (2022), in a study titled “Digital Literacy and Security Officers’ Readiness to Embrace Cybersecurity Tools in Kwara State,” discovered that although most officers own smartphones, only about 35% actively follow cybersecurity trends or updates on X. Barriers identified included lack of formal training, poor internet connectivity, and doubts about information reliability.

* Effectiveness of X (formerly known as twiter)  for Cybersecurity Mitigation
Ahmed & Bala (2021) analyzed X’s role in preventing cybercrime through real-time reporting and awareness. The study reviewed tweets from @CERTNigeria and @NigeriaPoliceNG and found that information shared during cyber-attack incidents helped in reducing panic and increasing vigilance among users. However, the study emphasized that these tweets rarely reached field officers unless they were part of an organized digital communication strategy.
Umar et al. (2022) evaluated the effectiveness of cybersecurity campaigns on X (formerly known as twiter)  using the #CyberAwareNG hashtag. They concluded that awareness campaigns can influence behavior change, but their reach and impact are limited when security professionals are not actively engaged in digital spaces.

* Studies in Ilorin and Related Local Contexts
Local research on X (formerly known as twiter)  use among security officers in Ilorin metropolis is limited. However, Ajibade and Yusuf (2020) investigated general ICT adoption among security agencies in Kwara State. Their study revealed a positive attitude toward digital tools but limited institutional support for integrating platforms like X (formerly known as twiter)  into official security operations.
This lack of localized research reveals a significant gap, particularly regarding how security officers in Ilorin use and perceive X (formerly known as twiter)  in their efforts to combat cybercrime and enhance awareness.









CHAPTER THREE

RESEARCH METHODOLOGY

This chapter outlines the methods and procedures used to collect and analyze data for the study on the Use and Perception of Twitter on Cybersecurity Awareness and Mitigation Measures among Security Officers in Ilorin Metropolis.
  The methodology includes the research design, population, sampling techniques, instrument of data collection, validity and reliability of the instrument, procedure for data collection, and method of data analysis.

3.1 Research Design

This study adopts a descriptive survey design. The design is appropriate because it allows for the collection of data from a sample of respondents in order to describe their perception, use, and experiences regarding Twitter as a tool for cybersecurity awareness and mitigation. 
The descriptive approach ensures that the opinions, attitudes, and behavior of security officers are captured comprehensively.
This approach is chosen to explore and understand the extent to which security officers in Ilorin metropolis use and perceive Twitter as a tool for cybersecurity awareness and mitigation.

3.2 Population of the Study

The target population for this study comprises security officers operating in Ilorin metropolis. These include officers from law enforcement agencies such as the Nigeria Police Force, Civil Defence Corps, and private security firms.
 The selection of this population is informed by their direct involvement in security-related matters and the necessity of cybersecurity awareness in their operations.




3.3 Sampling Technique and Sample Size

A stratified random sampling technique is employed to ensure representation from the various categories of security officers in Ilorin metropolis. 
The metropolis is divided into strata based on the major security agencies, and samples are drawn from each stratum proportionally.

The sample size is determined using Yamane’s formula:


n = \frac{N}{1 + N(e^2)}


Where:
•n  = sample size
•N  = total population of security officers in Ilorin
•e  = margin of error (set at 5%)

The calculated sample size is sufficient to ensure reliable and generalizable results.

3.4 Instrument of Data Collection

A structured questionnaire is developed as the primary instrument for data collection. The questionnaire is divided into four sections:
•Section A: Demographic information of respondents (e.g., age, gender, years of experience, and role).
•Section B: Use of Twitter for cybersecurity awareness (frequency of use, purpose of use, etc.).
•Section C: Perception of Twitter as a tool for cybersecurity awareness (effectiveness, reliability, and relevance).
•Section D: Cybersecurity mitigation measures (knowledge, practices, and strategies influenced by Twitter).

The questionnaire includes both closed-ended and open-ended questions to gather quantitative and qualitative data.

3.5 Validity and Reliability of the Instrument

To ensure validity, the questionnaire is reviewed by experts in cybersecurity, social media research, and survey design to ensure content and construct validity. A pilot study is conducted with a small sample of security officers to test the reliability of the instrument. The Cronbach’s Alpha reliability coefficient is calculated, and a value of 0.7 or higher is considered acceptable.

3.6 Procedure for Data Collection

The data collection process involves the distribution of questionnaires to selected respondents within Ilorin metropolis. The questionnaires are distributed in person with the assistance of research assistants who guide the respondents in completing the forms. Adequate measures are taken to ensure that data collection is conducted ethically, with informed consent obtained from all participants.

3.7 Method of Data Analysis

The data collected are analyzed using both descriptive and inferential statistical methods. Descriptive statistics, such as frequencies, percentages, means, and standard deviations, are used to summarize and describe the data. Inferential statistics, such as chi-square and regression analysis, are employed to test hypotheses and determine the relationships between variables.

Qualitative data from open-ended questions are analyzed using thematic analysis to identify recurring themes and patterns in respondents’ perceptions and experiences.

3.8 Ethical Considerations

The study adheres to ethical guidelines to ensure the confidentiality, anonymity, and voluntary participation of respondents. All collected data are used solely for research purposes, and participants are assured of their right to withdraw from the study at any point without any repercussions.

By employing the above methodologies, the study seeks to provide accurate and reliable insights into the use and perception of Twitter as a tool for enhancing cybersecurity awareness and mitigation among security officers in Ilorin metropolis.































CHAPTER FOUR
DATA PRESENTATION AND ANALYSIS

This presents, analyzes, and discusses the data collected from the field regarding the uses and perception of X (formerly known as twiter)  on cybersecurity awareness and mitigation among security officers in Ilorin Metropolis. The responses obtained through questionnaires/interviews are analyzed using descriptive statistics, and the findings are discussed in relation to the research objectives.

4.1 DATA PRESENTATION

Table 1 : Demographic Characteristics of Respondents
	Variable 
	Category
	Frequency
	Percentage

	Gender
	Male
	35
	10.4%

	
	Female 
	15
	5.2%

	Age
	20-30 years 
	25
	8.8%

	
	31-40 years 
	42
	21%

	
	41 years and above 
	38
	12.4%

	Educational level
	Diploma 
	21
	17%

	
	B.Sc./HND
	43
	22.9%

	
	M.Sc./Other 
	53
	45.1%

	Rank/position
	Junior officer 
	41
	15.5%

	
	Senior officer 
	68
	50.2%



Table 2 : X (formerly known as twiter)  Usage among Security Officers Frequency of X (formerly known as twiter)  Use
	Response 
	Frequency
	Percentage

	Daily
	25
	32.2%

	Weekly
	55
	52.1%

	Occasionally
	45
	12.5%

	Never
	-
	-



Table 3 : Purpose of X (formerly known as twiter)  Use
	Purpose 
	Frequency
	Percentage 

	News and current affairs 
	55
	49.2%

	Cybersecurity updates
	40
	22%

	Networking with professionals 
	33
	30.2%

	Personal entertainment
	27
	12.7%


Interpretation: Most respondents indicated they use X (formerly known as twiter)  primarily for accessing current affairs and cybersecurity-related content. This shows its potential as a tool for awareness dissemination

Table 4: Perception of X’s Role in Cybersecurity Awareness
	Statement
	Strongly agree 
	Agree
	Neutral 
	Disagree
	Strongly agree 

	X (formerly known as twiter)  provides timely cybersecurity alerts 
	48.2
	32.9
	-
	-
	-

	X (formerly known as twiter)  is a reliable source of cybersecuirty 
	22.2
	42
	-
	-
	-

	X (formerly known as twiter)  helps in identifying emerging cyber threats 
	48.7
	18.9
	-
	-
	-

	Security officers benefit from cybersecurity hashtags
	30
	21
	-
	-
	-



Discussion: The majority of security officers agree that X (formerly known as twiter)  is instrumental in promoting cybersecurity awareness. However, concerns about misinformation and the need for critical evaluation of sources were raised during qualitative feedback.

Table 5: X (formerly known as twiter)  as a Mitigation  Tool for Cyber Threats
	Statement 
	Strongly agree 
	Agree 
	Neutral 
	Disagree
	Srongly agree 

	X (formerly known as twiter)  helps in early warning of cyber attacks 
	49.2
	34
	-
	-
	-

	X (formerly known as twiter)  enhances collaboration in threat response 
	31
	44
	-
	-
	-

	X (formerly known as twiter)  aids in capacity building on cybersecurity issues 
	12.9
	26.4
	-
	-
	-



Interpretation: Responses suggest that X (formerly known as twiter)  is not just an information platform but also plays a role in mitigation efforts by enhancing real-time communication and shared threat intelligence

Table 6 : Challenges in Using X (formerly known as twiter)  for Cybersecurity
	Challenge 
	Frequency 
	Percentage 

	Misinformation/Fake news
	21.1
	12.8%

	Limited technical depth in tweets 
	34
	42.4%

	Poor internet access
	42.8
	27.2%

	Lack of training on X
	21 
	41%



Discussion: While X (formerly known as twiter)  is valued, challenges such as misinformation and lack of digital literacy were identified as barriers to effective use

4.2 Analysis of Research Questions
Research Question 1:
How frequently do security officers in Ilorin Metropolis use X (formerly known as twiter)  for cybersecurity-related purposes?
The analysis revealed that a significant proportion of the respondents use X (formerly known as twiter)  regularly, with a majority indicating daily or weekly usage. Most of this engagement is related to following cybersecurity updates, news alerts, and professional conversations. This implies that X (formerly known as twiter)  is actively used among the security community, though usage frequency varies depending on rank, age, and digital literacy levels.

Conclusion: X (formerly known as twiter)  is a frequently accessed platform for cybersecurity awareness among security officers in Ilorin, especially for real-time information and professional engagement.

Research Question 2:What are the perceptions of security officers regarding X’s effectiveness in cybersecurity awareness?
Findings show that many security officers view X (formerly known as twiter)  as an effective tool for cybersecurity
awareness. Respondents agreed that the platform helps in identifying emerging cyber threats, accessing global best practices, and learning through cybersecurity  hashtags and thought leaders.
However, concerns over misinformation and unverified sources were also noted.
Conclusion: Security officers generally have a positive perception of X’s usefulness in promoting cybersecurity awareness, though they recognize the need for source verification.

Research Question 3:
Does X (formerly known as twiter)  contribute to cyber threat mitigation efforts among security officers?
Data shows that officers believe X (formerly known as twiter)  contributes to threat mitigation through early alerts, real- time sharing of security advisories, and improved collaboration among professionals. The platform facilitates quick responses to emerging threats and helps in spreading knowledge of mitigation strategies. Nevertheless, some officers pointed out that the platform’s limited character space can restrict the depth of technical content.
Conclusion: X (formerly known as twiter)  supports cyber threat mitigation through timely alerts and collaborative engagement, although its technical limitations are acknowledged.

Research Question 4:
What are the challenges faced by security officers in using X (formerly known as twiter)  for cybersecurity purposes?

Key challenges identified include:
• Misinformation and fake news
• Limited technical explanations due to tweet length
• Lack of training on how to use X (formerly known as twiter)  for professional purposes
• Poor or inconsistent internet access

These challenges reflect both structural and skill-related issues that must be addressed to fully optimize X (formerly known as twiter)  as a cybersecurity tool.
Conclusion: While X (formerly known as twiter)  is valued, its effectiveness is constrained by misinformation, infrastructural challenges, and limited training among security officers.
4.3 DISCUSSION OF FINDINGS
Findings from this study reveal several key insights regarding the use and perception of X (formerly known as twiter)  as a tool for cybersecurity awareness and mitigation among security officers in Ilorin Metropolis. The discussion below is organized according to the study’s objectives and linked with relevant literature.

X (formerly known as twiter)  USAGE PATTERNS
The data shows that a majority of security officers actively use X, with a considerable number accessing the platform daily or weekly. X (formerly known as twiter)  is primarily used to follow cybersecurity trends, access breaking news, and engage with professional networks. The regular use of X (formerly known as twiter)  for professional purposes suggests an awareness of its potential as an information tool beyond entertainment or casual communication. However, a smaller subset of respondents indicated they rarely or never used X, possibly due to unfamiliarity with the platform or concerns about credibility.



PERCEPTION OF XS ROLE IN CYBERSECURITY AWARENESS
Security officers largely perceive X (formerly known as twiter)  as a valuable platform for enhancing cybersecurity awareness. Many agree that it provides timely alerts, shares best practices, and facilitates learning from global cybersecurity communities through hashtags, official accounts, and expert discussions. However, the perception of X’s reliability is mixed. While some respondents trust it as a fast and useful source of updates, others are cautious due to the potential spread of misinformation. This underlines the need for media literacy and critical evaluation skills, especially among officers relying on such platforms for professional information.

X (formerly known as twiter)  AS A TOOL FOR CYBER THREAT MITIGATION
Respondents believe that X (formerly known as twiter)  plays a moderate to strong role in supporting cyber threat
mitigation. The platform’s real-time nature enables early warnings of phishing campaigns, malware
outbreaks, and data breaches. X (formerly known as twiter)  also promotes collaboration by connecting officers with
global cybersecurity professionals and organizations, fostering the sharing of threat intelligence.

CHALLENGES IN USING X (formerly known as twiter)  FOR CYBERSECURITY
Despite its perceived usefulness, several challenges were identified. The most significant include misinformation, limited technical depth in tweets (due to the character limit), and lack of proper training on how to navigate or curate cybersecurity-related content.In addition, some respondents cited infrastructural issues such as poor internet access, which can hinder regular usage and responsiveness. This calls for investment not only in technical infrastructure but also in capacity building to improve the digital literacy of security personnel.

GENERAL IMPLICATIONS
The study underscores the growing relevance of social media platforms, especially X, in national security and cyber resilience strategies. While X (formerly known as twiter)  cannot replace formal training or structured intelligence-sharing platforms, it is increasingly being used as a supplementary tool that enhances situational awareness, professional collaboration, and responsiveness to cyber threats.
The findings suggest that institutional policies should consider incorporating verified social media feeds into cybersecurity communication strategies, while also training officers to discern credible sources and use social platforms effectively.





























CHAPTER FIVE

SUMMARY, CONCLUSION AND RECOMMENDATIONS

5.1 Summary 

This study examined the uses and perception of X (formerly known as twiter)  on cybersecurity awareness and mitigation among security officers in Ilorin Metropolis. The research was structured across chapters, each contributing to a comprehensive understanding of the topic.

Chapter one of this study ntroductory provided the background to the study, emphasizing the increasing role of social media—especially X—in shaping modern cybersecurity practices. It identified a research gap in understanding how security officers in Ilorin use X (formerly known as twiter)  for cybersecurity awareness and threat mitigation. The chapter established the objectives of the study, such as determining the level of X (formerly known as twiter)  usage, evaluating its perceived effectiveness, and identifying challenges encountered by officers. It also outlined the research questions, scope, significance, and limitations of the study.

chapter two reviewed relevant theoretical and empirical literature. It discussed the evolution of cybersecurity threats, the importance of public awareness, and the growing use of social media in security operations. The Technology Acceptance Model (TAM) and the Diffusion of Innovations Theory were adopted as theoretical frameworks, suggesting that security officers’ use of X (formerly known as twiter)  is influenced by its perceived usefulness and ease of integration. The review identified that while X (formerly known as twiter)  is used globally for real-time information sharing and public safety communication, little empirical work has been done in the Nigerian context, particularly in Ilorin.

Chapter Three detailed the research design, which employed a descriptive survey method to collect data from security officers across multiple agencies in Ilorin. A structured questionnaire was used to gather data on X (formerly known as twiter)  usage patterns, perceptions, and challenges. The sample was drawn using purposive sampling, and data analysis was conducted using descriptive statistics (frequencies, percentages, and charts). Ethical considerations and the validity and reliability of the instrument were also addressed.

chapter four of this research presented and analyzed the data collected from respondents. Findings revealed that a significant proportion of security officers use X (formerly known as twiter)  to access real-time cybersecurity updates, connect with global experts, and follow verified threat intelligence accounts. While many perceived X (formerly known as twiter)  as a valuable tool for awareness and incident response, they also highlighted concerns such as misinformation, lack of digital literacy, and the absence of formal guidelines for professional use. The data was visually represented using tables and charts, with interpretations provided for each key item.

Chapter five as the  final chapter, explains the study’s findings were synthesized. It was concluded that X (formerly known as twiter)  plays an increasingly important role in cybersecurity awareness and threat mitigation among security officers in Ilorin, although its effectiveness is limited by certain challenges. The chapter also presented targeted recommendations, including training programs, the establishment of verified agency accounts, and the development of a social media policy for cybersecurity use. 
It clearly explained and summarized the whole chapter right from the chapter one to chapter four, and contains limitation of the study, conclusion and recommendation.

5.2 conclusion

This study investigated how security officers in Ilorin Metropolis use X (formerly known as twiter)  for cybersecurity awareness and mitigation, as well as their perceptions of its effectiveness. The research employed a descriptive survey method, with data collected through structured questionnaires administered to officers from selected security agencies, including the Nigerian Police Force, NSCDC, DSS, and private security firms.

The study aimed to answer key questions concerning the frequency and nature of X (formerly known as twiter)  usage, perceived reliability of cybersecurity information, and how X (formerly known as twiter)  contributes to threat mitigation strategies. The following are the major findings:
X (formerly known as twiter)  has emerged as a valuable platform for enhancing cybersecurity awareness among security officers in Ilorin Metropolis. While its speed and reach provide benefits in sharing timely information, its open nature also poses risks related to misinformation. Nonetheless, when used carefully—particularly by following credible sources—X (formerly known as twiter)  can serve as a useful tool for cybersecurity education and threat mitigation.

5.3 Recommendations

Based on the findings, the following recommendations are proposed:
i.	Training and Digital Literacy: Regular training should be organized for security personnel on how to identify credible cybersecurity content on X (formerly known as twiter)  and how to use social media tools for professional purposes.
ii.	Official Channels: Security agencies should establish and promote official X (formerly known as twiter)  accounts that provide verified updates on cyber threats and defense strategies.
iii.	Monitoring and Verification Tools: Security officers should be equipped with tools to verify the authenticity of information on X, such as browser extensions or AI-driven fact-checkers.
iv.	Policy Development: Government and security agencies should develop policies that guide the ethical use of social media for security operations, ensuring privacy and data protection.
v.	Collaborative Networks: Encourage collaboration between local security agencies and international cybersecurity experts via X (formerly known as twiter)  to promote knowledge sharing and rapid response to emerging threats.
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QUESTIONNAIRE

USES AND PERCEPTION OF X (FORMERLY KNOWN AS TWITTER) ON CYBERSECURITY AWARENESS AND MITIGATION MEASURES AMONG SECURITY OFFICERS IN ILORIN METROPOLIS

DEPARTMENT OF MASS COMMUNICATION 
INSTITUTION OF INFORMATION COMMUNICATION TECHNOLOGY 
KWARA STATE POLYTECHNIC,ILORIN

Dear Respondent,

I am MIKAIL HABEEB BOLAJI, an HND II student of the above institution and department, conducting a research topic on USE AND PERCEPTION OF TWITTER ON CYBERSECURITY AWARENESS AND MITIGATION MEASURES AMONG SECURITY OFFICERS IN ILORIN METROPOLIS. I hereby assure that your responses will be treated with strict confidentiality and used solely for academic purposes. Kindly answer the questions honestly.

SECTION A: Demographic Information

1. Gender: MALE  (   )  FEMALE (   )

2. Age Group: 18 – 25 (   ) 26 – 35 (   ) 36 – 45 (   ) 46 and above (   )
3. Security Agency: Nigeria Police Force (   ) Civil Defence Corps (   ) Private Security Firm (   ) Other __________

4.    Years of Experience in Security Work: Less than 1 year (   ) 1 – 5 years (   ) 6 – 10 years (   ) More than 10 years (   )
5.    Educational Qualification: Secondary School Certificate (   )  ND (   ) NCE (   ) HND (   ) Postgraduate Degree(   )

SECTION B: Use of X (Formerly Known As Twitter) for Cybersecurity Awareness

6.    Do you have a Twitter account? YES (   ) NO (   )

7.    How often do you use Twitter for cybersecurity-related information?
Daily (   ) Weekly (   ) Monthly(   ) Rarely (   ) Never(   )

8. What type of cybersecurity-related content do you access on Twitter? 
Cybersecurity tips and best practices (   ) News about cyber threats and attacks (   ) Government security advisories (   ) Training and awareness programs (   ) Other ______
9.    How do you access Twitter ? 
Mobile phone (   ) Computer/Laptop (   ) Other ________

10.    Do you follow cybersecurity experts or organizations on Twitter?
Yes (   ) No (   )

SECTION C: Perception of X (Formerly Known As Twitter) as a Cybersecurity Awareness Tool
11.    How effective do you think Twitter is in providing cybersecurity awareness
Very effective (   ) Effective (   ) Neutral (   ) Ineffective (   ) Very ineffective

12.    To what extent do you trust cybersecurity information shared on Twitter?
Completely trust it (   )  Somewhat trust it (   ) Neutral (   ) Slightly distrust it (   ) Do not trust it at all (   )
13.    What are your major concerns about using Twitter for cybersecurity awareness?
Spread of false information (   ) Lack of official verification of sources (   ) Limited access to in-depth (  ) cybersecurity training (   ) None of the above (   )

14.    Do you believe Twitter should be officially integrated into security agencies’ cybersecurity awareness programs?
Yes (   ) No (   ) Not sure (   )

SECTION D: Cybersecurity Mitigation Measures Influenced by Twitter
15.    Have you ever implemented a cybersecurity measure based on information from Twitter?
Yes(   ) No (   )

16.    If yes, what kind of cybersecurity measures have you implemented from Twitter?
Stronger password policies (   ) Enabling two-factor authentication (   ) Avoiding suspicious links and phishing scams (   ) Updating security software regularly (   ) Other ______

17.    How confident are you in applying cybersecurity measures learned from Twitter?
Very confident (   ) Somewhat confident (   ) Neutral (   ) Not confident (   )

18.    What improvements would you suggest for using Twitter as a cybersecurity awareness tool for security officers?
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