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ABSTRACT
This study evaluates the role of social media as a tool for promoting cybercrime among polytechnic students. It examines how social media platforms, while fostering connectivity and information sharing, inadvertently provide opportunities for cybercriminal activities such as phishing, identity theft, and online scams. Through a mixed-methods approach, including surveys and interviews with polytechnic students, the research explores the extent to which social media influences cybercrime participation, the types of cybercrimes prevalent among students, and the factors driving their involvement. The findings highlight the dual nature of social media as both an educational resource and a potential catalyst for illegal activities, emphasizing the need for targeted awareness campaigns, enhanced digital literacy programs, and stricter regulatory measures to mitigate cybercrime risks among students.
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CHAPTER ONE
INTRODUCTION
1.1 BACKGROUND TO THE STUDY 
Cyber-crime can likewise be described as digital crime which is considered to be any illegal act that makes use of a computer system, phones and computer network in carrying out a crime to or against an individual, property (Matthews, 2010; Babu, 2004). Cybercrime has increased in severity and regularity in the recent years thus it has ended up being a significant issue for firms, schools and organizations (Chauhan, 2012). The introduction of numerous online applications and abundance of dangers to the use of social media nowadays had put users in greater potential to online related risks. A variety of criminal activities take place like cyber bullying, online scams, addiction towards gaming and betting and pornography are amongst the risks that online users might be subjected to in their everyday life (Khalid, Daud, Rahman, & Nasir, 2018).
There is scientific proof confirming that Internet addiction might be a reason for cybercrime. Oskenbay et al. (2015) and Suler (2004) have revealed that usage as chat rooms, information and internet searches, likewise scientific research does not go beyond 2%, and the remaining percentage was between different websites. The social media addiction sensation gives rise to new actions species as cyber-behaviors, Cyber extortion, Cyber-blackmail, Cyber-harassment, Cyber-smearing, Cyber-stalking, and Cyber-teasing. Gambling addiction, cybersex or pornography addiction, and cyber-relationships addiction helps us draw the inspiration classification that materializes a detailed solution to lower cybercrime (Aiken, 2017; Mishra et al., 2014). It is likewise feared that dwelling excessive on cyber behaviors in some directions brings about narcissism, ego expansion, self-image improvement, as well as the individual's tendency to self-absorption, specifically. Therefore, the preoccupation of this study is to examine the of the social media in promoting cybercrimes among undergraduates using students from University of Benin, Edo State as a case study.
1.2	Statement of the Problem
The higher learning institutions are embracing ICT and considerably this has resulted in an increase in the use of ICT and the Internet. They have high expectations for the positive effect of their investment, but have yet to enjoy high turnover. The internet creates limitless opportunities for higher learning institutions to improve the e-learning, communication, sharing of file, online learning and other endless services. There are numerous cyber security concerns that have to be dealt with over the use of the social network by the university students most of the user are not aware of the crimes and thus they become a weak link of attack. With the number of cases of thefts, phishing, computer viruses, hacking, Recognizing the risk of cybercrimes is a very significant issue since technology holds a great effect on our nation as a whole, hence the study intends to evaluate the role of the social media in promoting cybercrimes among polytechnic students using students from Kwara State Polytechnic Ilorin, Kwara State as a case study.
1.3 Objectives of the Study
The purpose of this study is to find out the role of the social media in promoting cybercrimes among undergraduates using students from University of Benin, Edo State as a case study.
i. To determine study various forms of cybercrimes performed on social media
ii. To investigate the effects technological innovation on cybercrime through social media usage among students of Kwara State Polytechnic.
iii. To understand the extent to which social media use exposes undergraduate students to cybercrimes in Kwara State Polytechnic.
1.4	Research Questions
The research questions that will guide this study include:
i. What are the various forms of cybercrimes performed on social media?
ii. What are the effects technological innovations on cybercrime through social media usage among students of Kwara State Polytechnic?
iii. What is the extent to which social media use exposes undergraduate students to cybercrimes in Kwara State Polytechnic?
1.5	Significance of the Study
This study will help polytechnic students in Nigeria to understand in depth the effects of cybercrime. The study will also give undergraduate students in Nigeria practical insights in cybercrime management, especially the need to implement more effective cybercrime countermeasures.
The information generated in the course of this study would be crucial to policymakers as it would guide them in formulating policies and strategies that affect individual end users of the internet. This research offers appropriate data to information security experts that would be used to determine how to deal with the menace of cybercrime in our society.
The research will also contribute to the body of knowledge on usage of social media and cybercrime threats; cybercrime and cyber security countermeasures. Additional written material on the ideas of social media and cybercrime will be used by academics, scholars and researchers.
The study is also expected to give cyber security development engineers with better solutions to take care of the necessities and worries of their users.
1.6	Scope of the Study
The study is addressing the role of the social media in promoting cybercrimes among undergraduates in Nigeria, a case
1.7 Operational Definition of Terms 
Social Media: refers to website and applications that enables usefs to create and share content, or to participate in social networking. It’s a of mass media communication on the internet that allows users to interact with each other, share information, ideas personal message and other content such as video. The state of being without clothes, often presented in a sexual or artistic context, which may be censored or allowed depending on the platform.
Evaluation: is a systematic determination and assessment of a subject's merit, worth, and significance, using criteria governed by a set of standards. It involves collecting and analyzing information about a program’s activities, characteristics, and outcomes to make judgments about its effectiveness and inform decision-making.
Promotion is a marketing strategy used by businesses to communicate with potential customers about their products or services. It aims to raise awareness, generate interest, and ultimately drive sales. This communication can take various forms and is an essential component of the marketing mix, which includes product, price, place, and promotion.
Cybercrime is defined as any illegal activity that involves a computer, network, or networked device. This broad term encompasses a wide range of criminal activities carried out using digital technologies, including but not limited to hacking, identity theft, phishing, and the distribution of malware.
Polytechnic is an educational institution that primarily focuses on vocational education, applied sciences, and career pathways, particularly in the fields of science, technology, engineering, and mathematics (STEM).
Students are individuals who are enrolled in a school or educational institution, engaging in learning activities. The term encompasses a wide range of learners across various educational levels, from primary school to higher education institutions such as colleges and universities.



CHAPTER TWO
LITERATURE REVIEW
2.1 Conceptual Review
2.1.1	Social Media
Social media is a popular media that recently emerged. It has significantly changed the degree of flow of information in the media. Anyone who is connected to the internet and on social media account can communicate to the rest of the rest of the world. Hence, it is a many-to-many communication process. According to Holloman (2012), social media is all about what people do with the technology, the software, the tools and the channels: sharing pictures and videos, writing produci reviews, collecting content, connecting with old friends, sharing with new friends, collaborating in the workplace. They use highly accessible and scalable publishing techniques and include the various online technology tools that enable people to communicate easily via the internet to share information and resources (Greendhow, cited in Asemah, 2014: 57).
Similarly, Kaplan & Haenlein cited in Asak & Ohiagu (2013) defines social media as 'a group of internets-based applications that are built on the ideological and technological foundations of Web 2.0 which allow the creation of user-generated content.' Describing social media, Nwammuo in Asemah and Edegoh (2013) opined that social media is a web and mobile-based technologies which are used to turn communication into interactive dialogue among individuals, organization, and communities. This informs why Dow in Asemah (2014) asserted that social media essentially refer to 'a category of online media where people are talking, participating, sharing, networking and bookmarking online.'
Healthfield cited in Asemah and Edegoh (2013) observed that social media are the 100ls and platforms that people use to publish content and interact socially online. Nwammuo in Asemah and Edegoh (2013) stated that the concept of social media therefore, finds its meaning in the ability of users to generate, interpret, restructure and disseminate content. From the fore geing, social media is a highly interactive medium which provides users a great freedom in producing and reproducing the content and form of the information during the interaction. It enabled people from every conner of the world to represent themselves in a particular way and stay connected in cyberspace.
Thus, majority of people use social media i interact and seek for information. The benefits of social media on human society and the youths especially can never be over emphasized. For instance, social media has made lots of youths to be better informed by helping them keep abreast with the happenings around the globe. It has also made many unemployed youths to be aware of job opportunities around the world with many of them being gainfully employed. Additionally, social media has immensely assisted those in the academics. Complex research tasks can be easily accomplished through social media.
Social media encompasses various types of online platform and applications that allow users to create unique and dynamic social contents and uses Web 2.0 technologies, which contrast significantly with the more passive, top-down technologies that characterized Web 1.0 web pages. The different types of social media include weblogs micro blog, content communities, podcasts, wikis, social networks and more (Asak et.al,2013).
Weblogs: This is also known as blog. It is an online informational journal that are ordered chronologically, frequently updated and intended for public consumption. It often affords users or readers the opportunity to comment in response to a post. Examples include square space, Bloggers, Word Press and Live Journal.
Microblog: This is different from the traditional blog. It is a blogging tool that allows only posting of small digital contents. Users are limited to posting a few lines of text or uploading individual images and videos. That is, its contents are typically smaller than articles on traditional blog. Examples are Twitter, Pinterest, Tumblr and many more.
Content communities: These allow users to organize, share and comment on different multimedia contents. Examples are YouTube, Flick and Scribd.
Wiki: These websites allow large number of people to collaboratively write and modify contents directly on the Web through the use of hypertext. Materials on Wiki websites are usually a collaborative work of different author since it allows anyone who can, to edit, delete or modify it. The most popular Wiki website is the Wikipedia.
Podcasts: These are digital audio or video files which a user can download and listen to. It is often available for subscription through web syndication to the user's personal computer or portable media player.
Social networks: social networking websites allow users to build web pages featuring personal portfolios and interest (Asak & Ohiagu, 2013: 198). Social networking sites allow users connect with other users to share media contents. They create enabling environment for people around the globe to connect with friends and other users to share and discuss information and news at an incredible speed. Social networking sites share common feature with some other social media such as microblog and content communities. Hence, examples of social networking include Facebook, WhatsApp, YouTube, Twitter and more.
Facebook: This is one of the most popular social media that has attracted people of all ages and works of life. This software was developed by a team of Harvard University students led by Mark Zukerberg in 2004. To use this social networking site, the user has to create a personal profile where he or she is expected fill out his demographics, personality and history. This information can either be made public or private depending on the individual's choice, after which he can request for friends, like pages and share articles with friends. The medium can also be used to share news content.
This was proven by the University of Missouri citizen journalism research team when they conducted research to examine the perceived credibility of news on Facebook. They discovered that Facebook users judged news content posted by their friends to be more credible than content posted on the site by traditional news organization.
Twitter: This social media platform is also popular amongst people all over the world. It was opened in June, 2006 by Jack Dorsey, Biz Stone, Noah Glass and Evan William in San Francisco, California, United State of America as a free microblogging service on the internet via which users send videos, images, audio and text updates that are not more than 140 characters.
These contents are called 'tweets. Only registered users are allowed to post a tweet, non-registered users are only allowed to read, view or listen to the content. Twitter according to Asak et.al. (2013) is 'a real-time short messaging service that works on a variety of networks and devices. Twitter users can broadcast tweets and follow other users' tweets by using several platforms such as mobile Web, SMS, Web and instant messages, and devices such as cell phones, computer, or by posting at the Twitter.com website. Unlike, Facebook where users are allowed to decide whether the personal Information should be public or not, the default setting for Twitter is public, anyone can follow anyone on Twitter handle. To weave tweets into a conversation thread or connect then, to a general topic, members can add hash tags to a keyword in their post. The hash tag, which acts like a metatag, is expressed as #keyword (Retrieved from http://whatis.techtarget.com on 3rd 
Defining national cohesion and unity as a process, Morrison cited in Onifade and Imhonopi (2013) argued that it is a process by which members of a social system develop linkages and location so that the boundaries of the system persist over time and the boundaries of sub-systems become less consequential in affecting behaviour. In this process members of the social system develop an escalating sequence of contact, cooperation, consensus and community. It is a process that produces an omnibus of initiatives put in place by a state, its representatives or institutions guided by respect for the unique traditions and cultural backgrounds of ethnicities, sharing the same polity with the goal of harmonising all interests through a form of dialogue and representation and addressing differences that may be divisive and conflictual using the instruments of fairness, justice and equity in the sharing of resources, benefits, opportunities and responsibilities in order to guarantee stability, longevity and prosperity of the polity as long as the inhabitants decide to remain within the polity (Onifade & Imhonopi, 2013:76).
Since independence, Nigerian governments, past and present, have made enormous efforts, to enact and propagate policies and programmes that are geared towards attainment of national unity and cohesion. Such policies include changing capital cities' names and locations, changing national currencies, conscription and national service, establishing national parties, among others. Unfortunately, these well-intended and unity-oriented programmes and policies have not yielded much, especially in recent past. Nigeria is a highly polarized society, segmented along ethnic, sectarian, ideological and gender lines. Hence, her unity and cohesion is still threatened by embedded socio-cultural, religious and political dichotomies, a trend that is heightened by the misuse of social media.
Social media have permeated all sphere of life in Nigeria. People tend to believe whatever they read, watch or listen to on these platforms. The contents of social media have made most Nigerian citizens gullible, they do not care to ask questions about the source of such information nor able to critically analyse and evaluate them. Hence, they blindly consume the messages hook, line and sinker'. This is evident in the recent happenings in the country, the heightened agitation for division of the country; Biafra in South East, the Oduduwa sovereign state in the West, the agitation of the AREWA youths in the North and the high level of militancy and youth restiveness in the Niger Delta.
These are resultant effect of unguarded post on the social media by individuals who are not professional journalist and whose motive is to cause chaos, violence and even death which may lead to disintegration of the country. In the political arena, hate speeches on social media has become the order of the day. It has been used by politicians as tools for verbally assaulting their opponents, defame the character of persons who do not share the same political ideology with them which has led to increased pre and post political violence and political thuggery.
Social media have become a tool for propagandists, they use it to create tension among citizens of the nation which on several occasions have had severe impacts on people. For instance, the rumour of "monkey pox vaccination", lots of people got injured while some were hospitalized in their quest to bring their wards to safety. Furthermore, lack of security of the social media makes people prey to it especially the innocent youths. Most time person unknowingly sign with some site filling in their personal information, the individual remain safe as long as the information is safe and didn't fall into the criminals' hands. However, once this information gets hacked by the unwanted strangers, the person may be victim of kidnapping, robbery, rape or even death. Most people have become so addicted to these networking sites that they lack concentration and focus from other tasks. This makes them vulnerable to the danger associated with the use of social media.
Most youths have placed so much worth on what happens in their social media platforms to the extent that they do not mind compromising certain values to have much "likes" and sweet comments on Facebook, thousands of "retweets" on Twitter, and thousands of "followers" on the Instagram and the likes (www.glowminds.com.ng retrieved 4/11/2017). Recently, Nigeria has recorded some cases of suicide by people who are economically balanced because they feel there are not loved and cherished by their friends on social media, thus, they start feeling unwanted and depressed. The thought of leaving this world sets in, then suicide. The Nigerian society shoul know the essence of social interaction and harness it to foster national cohesion and unity.
2.1.2	Cyber Crime
Crime and criminality have been associated with drugs abuse, biological components as well as peer influence. Crime remains elusive and ever strives to hide itself in the face of development. Different nations have adopted different strategies to contend with crime depending on their nature and extent. One thing is certain, a nation with high incidence of crime cannot grow or develop. That is so because crime is the direct opposite of development. It leaves a negative social and economic consequence. Cybercrime is defined as crimes committed on the internet using the computer as either a tool or a targeted victim (Dashora, 2011). Cybercrime has been used to describe a wide range of offences, including offences against computer data and systems (such as hacking), computer-related forgery and fraud (such as phishing), content offences (such as disseminating child pornography), and copyright offences (such as the dissemination of pirated content). It has evolved from the mischievous one-upmanship of cyber-vandals to a range of profit-making criminal enterprises in a remarkably short time. Of course, criminals, like everyone else with access, make use of the Internet for communication and information gathering, and this has facilitated a number of traditionally organized crime activities. However, the growing importance of the Internet and our collective dependence on it has also created a number of new criminal opportunities.
The subject of cybercrime may be broadly classified under the following three groups (Jahankhanl, Al-Nemrat & Hosselnian, 2014). They are:
1. Against Individuals; the person and the property of an individual via e-mails, cyberstalking, dissemination of obscene material, defamation, unauthorized control/access over computer system, indecent exposure, email spoofing and cheating & Fraud
2. Against Organization; Government and firm, Company, Group of Individuals: Compliter vandalism, transmitting virus, netres pass, unauthorized control/access over computer system, intellectual property crimes and internet time thefts
3. Against government: The following are the crimes, which can be committed against the following groups: Unauthorized control/access over computer system, possession of unauthorized information, cyber terrorism against the government organization and distribution of pirated software.
4. Against Society at large: Pornography (basically child pornography), polluting the youth through indecent exposure, trafficking, financial crimes, sale of illegal articles, online gambling and forgery.
In ancient times these events were not seen or very minimal in our African societies but the advent of globalisation has brought about all these in our societies including our tertiary institutions. This is similar to the view of Wali in Jahankhanl et al. (2014) which states that cyberspace creates new opportunities for criminals to commit crimes through its unique features. These features according to the researcher is viewed as "transformative keys," and are as follows: "globalization," which provides offenders with new opportunities to exceed conventional November, 2017). Twitter contents are permanent, searchable and are public. Anyone can search tweets on Twitter, whether they are a member or not.
WhatsApp: This was founded in 2009 by Brian Acton and Jan Koum ex-yahoo employees.
It is a free to download messenger application that uses internet to make calls, send messages, images, and video at a very low cost. It allows smart-phone users to share media contents for free via the internet. The service of WhatsApp is similar to text messaging services, but the cost of using it is significantly less than texting. WhatsApp is popular with teenagers and young adults because of features like group chatting, voice messaging and location sharing.
YouTube: This was the first large-scale video sharing on the web. It is one of the most popular video sites on the Web today; it is available in nearly every county and there is no limit to the amount of video that can be shared on the YouTube. YouTube allows users to upload contents via hypertext or internet. It was developed by Chad Hurley, Steve Chan and Jawed Karin in 2005. National Cohesion and Unity in Nigeria National cohesion and unity refers to a sense of oneness among citizens of a country that make them come together to form a nation despite their diversity. It is that sense of solidarity that encourages citizens of a nation to invest economically, socially, politically, and emotionally in the wellbeing of a nation (Abubakar, 2017).
Jacob & Tenue in Ojo (2009) describe it as "a relationship that exists among people within the same political entity... a state of mind or disposition to be cohesive, to act together, and to be committed to mutual programmes". In other words, it is a situation where there is equality, freedom, democracy, absence of war, peace, social justice and the rule of law in a country. Its existence enables members of the society to cultivate community shared values, challenges and opportunities. Hence, it denotes sentiment and consciousness, which unite people together boundaries. "Distributed Networks," generates new opportunities for victimization. "Synopticism and panopticons," which empower surveillance capability on victims remotely. Finally, "Data trails," which create new opportunities for criminal to commit identity theft.
2.1.3	Perception of Cybercrime Committed by Nigerian Youth
Various, scholars have examined the term "perception. People perceive things in a way that accord to their beliefs, interests, motives, needs and learning.
According to Obono (2008, p.40), cybercrime describes "those criminal acts either committed in cyberspace, such as various forms of identity theft and bank fraud, or acts that have a physical component and are simply facilitated by the use of internet-based tools". Such arts commonly include distribution of fraudulent e-mails, and pornography on the internet.
He further notes that cybercrimes are illegal activities perpetrated by one or more people using the cyberspace through the medium of networked computers, telephones and other information and communication technology equipment. There is hardly any crime committed in the world today that does not have cybercrimes undertone, because of high of dependence on modern technology.
According to Oketola (2009:49) some young people use the web for information on current
issues in health, education, politics, researches, sports, and for personal development as well as building skills. While others, misuse it for unconstructive activities. It is perceived by many, that what constitutes young people's involvement in cybercrimes largely depends on their low level of moral standards, peer pressure, corruption, greed, poverty, and get-rich-quick-syndrome, lack of parental guidance and lack of jobs.
2.1.4	Threats on Social Media
A. Spam
The cyber-criminal can use social networking sites to spread spam by writing a message to social media users. Spam is a threat spread via email but now it is being greatly used on the social networks [91. A spam is a message which contains malicious links. Spammer can send bulk unwanted messages excessively posting different links in the form of advertisements or private messages by fake identification (Huber et al, 2009). Spamming is a biggest violation of Facebook (Spam, Facebook Help Centre). There is different type of spam methods - Click-jacking technique is where the attacker use tricks to trap user to click on particular link which contains another page (Ponnapalli, et al, 2012). 
Attacker can post malicious link to the targeted victim. When the victim clicks on that link, he is routed to a different page which causes dangerous consequences. This technique is used to hijack the user's account. The attacker poses fake video pages which instruct users to download the required plugin to watch the video. Victims can click on that link which downloads malicious JavaScript which control users' account. This is driven by download technique. For performing spam| attackers use social engineering techniques to inject malicious code on social networking sites (Ponnapalli, et al, 2012).
B. Online identity theft
Online identity theft is a most common cyber-crime. Identity theft is used to steal someone else's identity without user's permission to steal money or fraud. The cyber-criminal use social media to collect the targeted user's information. Cybercriminals use different method like, phishing, hacking, malware, ransomware, fake online profiles to stealing the identity and personal information of the target. The stolen information or identity used by criminals to committing fraud or crime. Criminals use stolen identity to buy some illegal goods, illegal activities, etc. (Norden, 2013)
C. Phishing
 "Social media phishing attack is the first choice among cyber criminals and they used that in different crimes like cyber bullying, illegal activities and espionage," This type of scam is used to trick people for accepting friend request and to gather information from victims. Social media attracts cybercriminals for their malicious activity. (Norden 2013) Phishing is a common threat on the social media in which the attacker creates and controls a fake website that looks like a legitimate one to lure victims into entering sensitive information. Phishing is a form of social engineering (Omar 2013). Phishing attack are usually used to make a fool to the victim for revealing user sensitive information. This attack launched by faking emails which mentioned "sign in ". User thinks that email is real and clicks on that link and attacker collects all the user data.
D. Industrial espionage
Industrial espionage is not new, it has existed since many years ago, however, and the technologies used to launch these attacks have definitely changed over time due to the rapid growth of social networking sites. Advanced Persistent Threats are well-organized espionage which employs social engineering techniques to break in to company's networks and to sit there on a long-term basis for financial gains (Louw 2014). These threats are carried out in such a way that they are rarely detected by preventive security systems.
E. Cyberbullying and cyber-stalking
Some of the common threats accompanying social networking sites are cyberbullying.
cyberstalking, uploading inappropriate material and encountering with sexual predators.
Cyberbullying is the harassment, torment, humiliation or threatening of one minor by another minor/s via the internet (Dredge 2014). A recent survey concluded that 20 percent of Americans
have been affected by cyber-stalking. Cyber-stalking is the adult version of cyberbullying (Haron, 2010). Uploading inappropriate materials like nude pictures, videos depicting violence or obscenity and posting nasty comments are unethical issues that are common on social networking sites. It included email threats to offensive messages and pictures on internet forums and social networking sites (Haron 2010).
F. Stealing confidential information
Cyber-criminal can steal the information when data is transmitted between Facebook and third-party applications. Third party applications can be used to record conversations between
users without their consent. Ensuring security of financial credentials might be tough since applications are third party. One example of how Identity theft worms can spread on Facebook is by clicking on links commenting "find out what other users are saying about you" (Leitch 2009).
Controlling a social network like Facebook™ might be much more difficult than we expect as many of its applications are third party. Social Medias are the primary tools used by criminals to attain their targets (Tow et al, 2010).
G. Hacking
Hacking is a computer crime which used the social media sites to gain access the computer or digital devices. Cybercriminals can use different attack method to get access the targeted user's digital device. Cyber-criminals send email or message to the social media user's when user clicks on that link get hacked by criminals. There are two types attack used by cyber-criminals Power, 2014) Targeted attack (Bertot et al, 2012) Opportunistic attack. The criminals use specific tool tor targeted attack and virus and worms used for the opportunistic attack. The targeted attack is specifically used by the hackers, spammers, cyber-criminals (Norden 2013).
H. Online romance scam
The romance scam is new type of threat on social media. In this crime the criminals pretend to initiate a relationship through online dating sites. They use social media to get more information about the targeted victim. The criminals create fake social media account to trap victim. They express strong emotions for the victim and gain trust from the victim. Once gain trust from tine victim they will ask for the money or some gifts or bank transfer. They will put the victim into the trouble. The victim experienced big financial loss (Whitty 2016).
I. Malware
i Malware is a malicious threat or software which can be developed to collect the user's information by the unlimited access of the social networking sites (Luo et al, 2009 and Fire et al, 2014). Malware attacks can cause damage to organizational data security. Cybercrime also has a negative impact on the economy. In 2013, a global loss of over $1.6 billion was made due to malware attack (Konradt et al, 2016). There were some cases that raised concern about privacy issues. One of them was when a hacker broke into 'Top Friends', a third-party application on Facebook making user's private information visible (Gander) There are three types of malwares for social media sites which is cross-site scripting (XSS), Trojan and click jacking. XSS is known as a cross-site scripting which is virus.
The XSS virus is used against web application. It can be generated into the webpage code.
The cyber-criminals or attacker use XSS threat to steal cookie, hijack the social network account, attract users to download malware (Luo et al, 2009). The cyber-criminal can use cross site scripting to spread malicious code on social networking site to collect user information (Fire et al, 2014). The malicious code propagates itself and infect the user. The XSS infects social media user in two ways. First, the cyber-criminal adds malicious link to the user profile. Then whoever visits that profile gets infected by the malicious link. The user profile becomes infected profile which allows to spreads the XSS virus (Faghani et al, 2012).
Trojan is a worm which contains some hidden code, to steal user's sensitive data. It is a very popular malware threat on social networks. This threat has become a useful tool for criminals to make fraud and stealing money from bank accounts and collect sensitive data from the SNS (Omar 2013). Trojan spreads on social networking sites by sending messages using interesting things to lure targeted user. That message redirects targeted user to malicious website. If target / clicks on that it will download and execute on system. The system will infect by the Trojan. The infected system will turn into the zombie computer on a botnet (Faghani et al, 2012). By using the zombie computer, the cyber-criminal infects all the user who is in the list of that targeted user
The Trojan spreads itself in social media by sending emails or messages which contains interesting things or link (Faghani et al,2012). Click jacking worm is another type of malware in social media. In this click jacking method the cyber-criminal creates website which is look like original website to lure social media user. User click on that link contains hidden link which redirects user to another page. When user click, it displays on their friends' wall, and they also click on that page and become infected (Faghani et al,2012).
2.1.5 The Social media as a Medium for Communication
The internet allows society to communicate with people of all nationality and ages from every country in the world. It has provided the facilities its users most appreciate like the news on the web. Anyone with the skills can post any information on the web, Individuals who post information and use the internet do not need licenses or permission which is the reason for such growth globally. The internet is changing the way we communicate but most importantly how we receive and transmit information) "The internet is changing media use patterns and the lifestyles of millions of people who have grown to rely on it as a source of entertainment, information, and communication. People are discovering this interactive medium, and with it, new ways to access information and to communicate with others. The internet is becoming increasingly important in the lives of many people around the world. (Kaye and Medoff, 2001, p.2), I cannot emphasize the importance of the internet as many people not only use it to communicate but also for businesses either to advertise or to partner up with other businesses for parts of the world.
Tim Berners -Lee created the World Wide Web as a means of sharing scientific information, he wrote the web software as an internet-based hypermedia initiative for global information sharing. "The internet comprises various text only resources and the World Wide Web, which presents information in text, graphic, video, and audio formats. It is this burgeoning internet resource that has captured the attention of millions, and since it is also having a great impact on traditional mass media". (Medoff and Kaye, 2001, p.3). Traditional mass media allows a "one in many" model of communication where an individual can speak once, but to many people, these are broadcast, satellite television and radio. However, the internet allows a 'many to one' model which is a cross between mass broadcasting and interpersonal communication, this allows people to choose the information they want land to ignore the rest.
The ways in which we communicate are via Email and Chat Forums, Email was developed in the early days of the internet and is currently the most popular, efficient and widely used globally as a means of communication. It keeps people connected whether for business or pleasure, the 'boundaries of email use inevitably overlap with our other metaphors for thinking about the information infrastructure. Chat forums allow the exchange of live conversations. Many argue that "it is a new mass medium that delivers mass messages to a mass audience of web users, thus following the traditional one-to-many model of communication. For example, each web user who visits the CNN. interactive page has access to the same information as everyone else regardless of their personal beliefs, attitudes, or opinions. (Kaye and Medoff, 2001, p.9) on the other hand new technologies are developed in order for individuals to select information.
This way the internet is seen as a new interactive medium rather than a mass medium. "The internet 'crosses the boundaries that have traditionally delineated the three modes communication of mass (one to many), interpersonal one to one and computing many to one. By virtue of its nature, the internet allows for all three types of communication, with a fourth communication mode, many to many emerging. The internet is a vehicle for interpersonal communication and interactivity, mass delivered messages, and information storage, processing, and retrieval. It is a true communication phenomenon and one that allows many forms and styles of communication". (Kaye and Medoff, 2001, p.9).
The internet changes the way we receive and provide information, we turn to the web for, information, news and entertainment, it is now common for television to be on the web as it enhances one's way of viewing television rather than just using a computer. We now have our favorite shows and news posted on the internet; it is set up so if we miss an episode, we can always find it online with extras. This has increased the amount of internet users as it is convenient and comfortable. "Without the time and space constraints that plague traditional media, web authors and designers are free to expand their offerings and produce web-only material and web versions of traditionally delivered fare. The web is exploding with sites that complement traditional offerings but also offer unique content found elsewhere. Electronic magazines and newspapers and online soap operas and talk shows are just a few examples of original content. The web is a unique medium where original and adapted content live side by side" (Kaye and Medoff, 2001, p. 125).
Communication through the web can only be possible with the use of internet. "Interne: as a global communication network are dominated by individuals and organization based in countries" however globalization is the force behind this, as the process has allowed internet to be a communication and information technology. In late modernity globalization promotes the general good in any practical sense. "The Internet is being used to achieve a great control over globalizing influences and globalized processes of communication in the world today. "The internet is thus creating new opportunities for developing local sensitivity on a global seale, helping aid to remedy problems of global inequality rather than exacerbate them (Slevin, 2000, p.212).
Another method of communication, where you can access the internet wirelessly is mobile phones, mobile phones are very popular world-wide as they are used by everyone not only to communicate by voice or text messaging but other features like surfing the web on your phone Wi-Fi technologies bring alternative modes of accessing the internet; it has provided internet access to mobile phones users in poor countries where the technology is not popular. "Horizontal networks of communication and multiple sources of information on a global scale create the possibility of a largely autonomous diffusion and exchange of information, ideas and initiatives (Castells, 2007, p.258). In the 1990's the internet contributed to the growth of surveillance which then became a Global Sphere. The growth of the internet has provided new opportunities for surveillance where it is seen in the spheres of workplace, military, government and for personal use.
To end the internet would forever have an impact in our lives, it would enhance the way we live and communicate to others, and it would enable us to create identities we share with the world. There are thousands of ways to transfer information and data, we have been giving opportunities to create businesses on a global scale, where we can communicate with business owners in other countries that might enhance one's business. With a click of a button one can access anything on the web which is what makes the internet a phenomenal. With the internet changing lives and developing as a form of information society it also plays a role in exposing people especially politicians and celebrities. Cyberspace is changing how we live our lives and one has to be careful especially living in the public eye.
It was cyberspace that exposed the scandal about Bill Clinton; the story, posted on the web to audiences, changed how audiences' perspective on him, as well as the scandals about Tiger Woods' which also spiraled over the web, this could be seen as a negative to the internet and what it comes with. "Technological change seems to have its own logic, which we may perhaps protest about or even try to block, but which we appear to be unable to alter fundamentally. (Kitchin, 2001, p.57) "they are developed at any one time and placed in accord with a complex set of exciting rules or rational procedures, institutional histories, technical possibilities, and last, but not least, Popular desirers" (Kitchin, 2001, p.58).
2.1.6 Impact of the Internet on Audience
Radio and Television are single-source media that reach large audiences simultaneously, while others, like telephones are intended to reach only one receiver at a time. The Internet has the capability of reaching people all over the world simultaneously e. g, thousands of web users access the same site at the same time.
2.1.7 Cybercrime and Punishment
The growing danger from crimes committed against computers, or against information on Computers, is beginning to claim attention in national capitals. In most countries around the world, however, existing laws are likely to be unenforceable against such crimes. Self-protection, while essential, is not sufficient to make cyberspace a safe place to conduct business. The rule of law must also be enforced. Countries where legal protections are inadequate will become increasingly less able to compete in the new economy. As cyber-crime increasingly breaches national borders, nations perceived as havens run the risk of having their electronic messages blocked by the network.
2.2	The Need for Globalization in Tertiary Institutions
Globalization is primarily a perceived set of changes that include the shaping of new global form in culture, the media and technologies of communication that nations have to accept and follow in order to be able to embrace global competition and respond positively. The airplane, the telephone, and the Internet are just three inventions, which are attributable to the spread of globalization. Due to the increased demand in the high-tech industry around the world, business and industries have potential for huge profits working globally. So, in today's world, globalization is an important concept for students in higher education to understand and appreciate because of the demand in business and industry to hire people who can work with people of other nations and cultures and if need be, can travel independently internationally to promote their business or industry.
The rise of a global society, driven by technology and communication developments are shaping children, the future citizens of the world into „global citizens", intelligent people with a broad range of skills and knowledge to apply to a competitive and information-based society. The future of countries often lies within their ability to compete in a global market where industrial based economies are giving way to knowledge based industries, realising the importance of "knowledge, skills and the intellectual capacity to meet the challenges of accelerated change and uncertainty", Education is a lifelong learning and training process, developing transferable skills and knowledge that can be applied to competitive markets where knowledge and information is being traded as a commodity.
Having said so, it is obvious that the impact of globalization has been both positive and negative in the sector of education. Listed below are some points that highlight the positive and negative impacts globalization in education has led to; (Dashora; 2011)
Globalization has radically transformed the world in every aspect. It has especially transformed the world economy which has become increasingly inter-connected and interdependent. Again, it has also made the world economy increasingly competitive and more knowledge based, especially in the developed western countries:
• Global education interconnects methods of teaching from worldwide systems to encourage the international development of environmental sustainability, as well as contribution toward fortifying global industries. These educational initiatives prioritize global access to school from the primary to the university levels, instigating learning experiences that prepare students for multinational leadership roles.
• Education serves as a solid foundation to global stability; the development of multicultural awareness from an early age may integrate ideologies sourced from various societies in order to arrive at well-balanced conclusions regarding issues that surround the world as a whole. Globalization and education then come to affect one another through mutual goals of preparing young people for successful future during which their nations will grow increasingly connected.
• With globalization, some of the challenges for knowledge, education and learning will provide today's learners the ability to be more familiar and comfortable with abstract concepts and uncertain situations.
• Information society and global economy requires a holistic understanding of systems thinking, including the world system and business eco-system. Globalization uses a holistic approach to the problems. The interdisciplinary research approaches are seen as critical to achieving a more comprehensive understanding of the complex reality currently facing the world system.
• Globalization enhances the student's ability to manipulate symbols. Highly productive employment in today's economy will require the learner to constantly manipulate symbols, such as political, legal and business terms, and digital money across boundaries, or to conform with international best practices.
Globalization enhances the student's ability to acquire and utilize knowledge.
Globalization enhances the ability of learners to access, assess, adopt, and apply knowledge, to think independently to exercise appropriate judgment and to collaborate with others to make sense of new situations.
• Globalization produces an increased quantity of scientifically and technically trained persons. The emerging economy is based on knowledge as a key factor of production and the industries demand the employees remain highly trained in science and technology.
It encourages students to work in teams. To be able to work closely in teams is the need for employees. Working in teams requires students to develop skills in-group dynamics, compromise, debate, persuasion, organization, leadership and management skills.
• Globalization breaks the boundaries of space and time. Using advanced information and term a communications technologies, a new system of knowledge, education and learning should apply a wide range of synchronous and asynchronous activities that aid teacher and students in breaking boundaries of space and time.
• Globalization meets the knowledge, education and learning challenges and opportunities of the information age. Knowledge based businesses often complain that graduates lack the capacity to learn new skills and assimilate new knowledge. Globalization makes it easier for businesses.
Globalization creates and supports information technologists, policy makers, and practítioners for the purpose of rethinking education and supports mechanisms for the exchange of ideas and experiences in the use of educational technologies.
• Globalization encourages explorations, experimentation to push the frontiers of the potential of information technologies and communications for more effective learning.
• Global sharing of knowledge, skills, and intellectual assets that are necessary to multiply developments at different levels.
• Mutual support, supplement and benefit to produce synergy for various developments of countries, communities and individuals.
• Creating values and enhancing efficiency through the above global sharing and mutual support to serving local needs and growth.
Promoting international understanding, collaboration, harmony, and acceptance to cultural diversity across countries and regions.
• Facilitating communications, interactions, and encouraging multi-cultural contributions at different levels among countries.
• The potential fall back of globalization in education can be the increased technological gaps and digital divides between advanced countries and less developed countries.
Globalization in education may end up creating more legitimate opportunities for a few advanced countries for a new form of colonization of developing countries, (Dashora (2011).


2.1.8 Reasons for getting involved in cybercrime by undergraduates 
When the internet was developed, the founding' fathers of internet hardly had any inclination that internet could be misused for criminal activities. Today, there are many disturbing things happening in the cyberspace (B. Hidayatullah, 2000). However, scholars have attributed the causes of cybercrime in the world to the following: that the causes of cybercrime include unemployment, negative role model, lack of adequate policing facilities and social gratification (Okoro 2010). According to him, all these reasons serve to facilitate cybercrime in most of the world. The widespread of corruption, harsh economic climate, high underemployment, disregard for the rule of law, lack of transparency and accountability in governance are the main causes of cybercrime in mast countries of the world (Okoro 2010). 
Cybercrime could be associated with two causes which are' the primary and secondary. The primary causes include the prevalence of poverty and weak educational system (Bolt 2008). The secondary cause can be trace to greed, corruption and get rich quick syndrome. The high level of corruption and the spread of poverty is seen as the main cause of cybercrime in Nigeria among university undergraduates (Ayantokun 2006). Most Nigeria undergraduate is said to be living below the poverty line (below $1 (#360.50) per day. Over 5 million Nigerian university undergraduates have no hope of what to do when they graduate from the university. Hence, they resort to cybercrime as a means of paving ways for tomorrow (Akande 2007). 
2.1.9 Problems Associated with Cybercrime
Life is a mix of good and bad. So is the internet despite its advantages, the internet has its dark side. Cybercrime is not without cost and these cost increase daily. Cybercrime manifest in various ways such as loss of life, loss of dignity and loss of employment. The impact of cybercrime is not only limited to the victim; it spreads its impact on the society. The consequences of cybercrime on the economy to include loss of revenue, wasted time, damaged the reputation and reduced productivity among others (Ringwelski 2008).
> Loss of Revenue
One of the main effects of cybercrime on an economy is the loss of revenue. For example, in financial institutions or multinational co-operations, loss of revenue can be caused by an outside party who obtain sensitive financial information and uses it to withdraw funds from the account of such an institution. Cybercrime can occur when a business’ commerce site become compromise while inoperable, valuable income is lost when consumers are unable to use the site.
> Damaged Reputation
In Cases Where customers record are compromised by a security breach associated with cybercrime, a company's reputation can take a major hit. Customers whose credit card or other financial data become intercepted by hackers or other infiltrators lose confidence in such an organisation and often begin taking their business elsewhere. Due to these problems, foreign investors often, consider Nigeria as an unattractive market, and it has a detrimental impact on Nigeria citizenry when they travel outside to do business.
> Reduce productivity
Due to the measures that many companies must implement to counteract cybercrime, the re is often a negative effect on employee productivity. This is because, due to security measures, employees must enter more passwords and perform other time-consuming acts in other to do their jobs. Every second wasted performing this task is a second not spent working productively. The impact of cybercrime already has a detrimental influence on Nigerian Citizenry/Economy. Global anti-corruption body, such as Transparency International has listed Nigeria as one of the most corrupt countries in the world (Oyesanya). Private companies around the world are beginning to take steps geared to blocking email traffic originating from Nigeria. Nigerian financial instruments are now accepted with extreme due to diligence around the world and some international banks have completel / denied access to their website if the traffic originates from Nigeria.
2.1.10 Cybercrime Prevention Strategies
Precautious preventive attitude towards the cybercrimes or cyber threats cannot be over emphasized. If the students are aware of these cybercrimes without the corresponding precaution, then something is wrong. In fact, it is necessary to raise awareness of cybercrime and to minimize its effects by ensuring that all computing students have a wide and current knowledge (Margaret 20/o). It is then hoped that these would ensure that not only the student but also their friends, associates and future employers would also gain from this knowledge as this will help them to protect their computer system from future cyber-attacks. Also, some measures towards cybercrime such as public key infrastructure, intrusion detectors, and prevention through fire walls, anti-virus, anti-spam and anti-spyware (Ayo 2010). Measures against e-fraud are a horrendous task. The public can contribute in reducing cybercrime by reporting any person seen engaging in cybercrime to the law enforcement agent and the law enforcement agent should also help by allowing the law to take control in respect of the person's position in the society. Empowering the youths is another strategy that will help in reducing cybercrime in the society.
Furthermore, the Federal government should regularise engagement with industrial Training companies to develop strategies that can prevent and reduce cybercrime by making laws through the federal lawmakers (Senate) to terminate an undergraduate admission that is caught engaging in any form of cybercrime. The implementation of this law will put fears to all students in Nigeria and also make parents give reasonable advice to their children not to engage in any form of cybercrime.
2.2	Theoretical Framework
2.2.1	Media Systems Dependency Theory
This theory was first propounded by Sandra Ball-Rokeach and Melvin DeFleur in 1976. The basic assumption of the theory is that the media, audience and society are believed to have dependency relationships with one another. Each of these three system components depends on the other components in the system by drawing on their resources in order to satisfy its goals. Consequently, in the context of this study, the society depends on the internet and the audience to satisfy its goals, just as the internet depends on the society and the audience to satisfy its goals and visions. According to Ball- Rokeach and DeFleur, as observed by Miller (2002, p. 247), dependency is understood as a "relationship in which the satisfaction of needs or the attainment o goals by one party is contingent upon the resources of another party.
Therefore, drawing from the media systems dependency theory, what exists between Communication in the internet and the Nigerian society like any other society is a dependency relationship. The Nigerian society depends on communication in the internet for its goal realization and vice versa. And one of these goals that could be realized through the internet which is part of modern media is creating cultural awareness and development. We seem to be more at home with audience-internet dependencies. Yet it goes deeper than that. The Nigerian society which comprises the audience together with other systems such as the political structure, the economic structure etc. is equally in a dependency relationship with the internet. 
Obviously for economic sustenance the internet as a form of new media needs the society, and to satisfy its communication needs - information, education, and entertainment, the society depends on the internet. Consequently, it would be ironical if any society, Nigerian society inclusive, would stand aloof and pretend to be totally dissociated from the impact of communication. Irrespective of what we would like to believe, the fact remains that the influence of Communication on nearly every facet of the Nigerian society and culture is monumental. The focus of this study is to observe through some human specimens the double-edged effect of communication on cybercrimes and weigh which impact supersedes the other: the positive or negative influences; and based on the findings to suggest ways to play down on the negative and emphasize the positive impact.
2.2.2 Social learning theory by Albert Bandura
The social learning theory of Bandura emphasizes the importance of observing and modelling the behaviours, attitudes, and emotional reactions of others. Bandura (1977) states:
"Learning would be exceedingly laborious, not to mention hazardous, if people had to rely solely on the effects of their own actions to inform them what to do. Fortunately, most human behaviour is learned observationally through modelling: from observing others one forms an idea of how new behaviours are performed, and on later occasions this coded information serves as a guide for action". Social learning theory explains human behaviour in terms of continuous reciprocal interaction between cognitive, behavioural, and environmental influences. The component processes underlying observational learning according to Bandura (1977:23) are:
• Attention, including modelled events (distinctiveness, affective valence, complexity, prevalence, functional value) and observer characteristics (sensory capacities, arousal level, perceptual set, past reinforcement);
• Retention, including symbolic coding, cognitive organization, symbolic rehearsal, motor rehearsal);
• Motor Reproduction, including physical capabilities, self-observation of reproduction, accuracy of feedback, and 
• Motivation, including external, vicarious and self-reinforcement.
Since it encompasses attention, memory and motivation, social learning theory spans both cognitive and bohavioural frameworks. Bandura's theory improves upon the strictly behavioural interpretation of modelling provided by Miller and Dollard (1941). Bandura's work is related 1o the theories of Vygotsky and Lave which also emphasize the central role of social learning.
Social learning theory has been applied extensively to the understanding of aggression (Bandura, 1973), and psychological disorders, particularly in the context of behaviour modification (Bandura, 1969) It is also the theoretical foundation for the technique of behaviour modelling which is widely used in training programs. In recent years, Bandura has focused his work on the concept of self-efficacy in a variety of contexts (e.g., Bandura, 1997).
This work is built on this theory in that as people relate to others in different locations they tend to imitate and model their behaviour and in cause of doing so they develop that behaviour and exhibit same behaviour. For instance, we now dress like the Europeans as a result of globalisation.
This implies that we imitate and model their culture. On this premise the research was predicted on this theory.
2.3 Empirical Review
The study "Cybercrime Victimization and problematize Social media use" by Ectu Marthla, Akikoivula, and Pekka Rasanen (2021) reveals a Significant Correlation between problematic the Social media use (Psmu) - Characterized by excessive and Uncontrollable use of Social media-and Cybercrime Victimization. This relationship was examined within the Context of the routine activity theory (RAT) and lifestyles - exposure theory (LET).
In research titled "Online Victimization Social media use, and Cyber Crime Prevention measures u by Claudia San miguel, kristing morales, and Marcus Antonius Ynalvez from Texas AM International University, USA (2020), the Influence of Social media use on online victimization was explored. The Study Pound that the Intensity and and extensity of Social media use, which are temporal aspects of Consumption, play a role in shaping online victimization experiences.
The 2023 research by Damilola Oni, titled "Cybercrime on social media in Nigeria: Trends, Scams, vulnerabilities and prevention, "Provides a comprehensive examination Gr how Social media platforms are being exploited for Cybercrime activities in Nigeria. The Study delves into the common Scams the strategies employed by Cybercriminals, and the potential risks faced by Individuals and organization. It further explores Specific Instances of Cyber Crimes such as advance fee fraud romance Scams, and phishing among others. This research. enhances our understanding of the dynamic nature of cyber (mind's threats in today's digital worlds Particularly in the Context of Nigeria, a Country with a significant/number of Social media users The Study also highlights the Unique's. Challenges Confronting Nigerian Society and proposes recommend. actions to Improve. Cyber security awareness promote digital ethics and implement protective measures. This Strategies are Aimed at Individuals. businesses, and Policy makers to help reduce the risks associated with Cybercrime.
Augustine C Onuara 2017 explore on his study-The Challenges of Cybercrime in Nigeria: An Overview how Cybercrime 13 the use of Computer and Internet to Commit illegal nets Such as Cyber terrorism, identity theft and spam. He identifies Some of the factors that contributes to Cyber Crime such as, Urbanization, unemployment and weak enforcement of Gyber Come laws. He also examines the Impacts of Cybercrime on the economy, Society and reputation of the Country he Suggests that Cybercrime should be reduced or eliminated as Nigeria moves towards a Cashless Society- He reviews Various kinds of Cybercrime and their motivation. He recommends that firms should secure their IT Infrastructure like networks and Computers Systems It also urges the government to enact and Implement Cybercrime laws and Individuals of protect their computers. System with antivirus Software
In his Study on Cybercrime in Nigeria -CHIDOZIE EKEDI (2022) delves into the realm of cybercrime which Involves the use of and the Internet to commit illegal activities He identifies Cyber terrorism, identity theft, and Spam as Common types of Cybercrimes - The study Points out Several factor Contributing to Cybercrime, Including urbanization, Unemployment, and weak enforcement of Cyber Crime laws-
The Impact of Cybercrimes on organizations, society, and the Country as a whole is Significant, leading to a reduction in Organizations Competitive edge. Wasted production fine and damage to the country's reputation. As Nigeria transistors to a cashless Society in the need to minimize, if not Completely eradicate, the menace of cybercrimes becomes even more Critical. Ekeji suggests several measures to Combat these crimes such as firms ensuring the Security Of their IT Infrastructure like networks and Compute Systems, the government enforcing Cybercrime laws Straitly, and Individuals talking basic Precautions like Installing antivirus Protection on their Computer Systems
.







CHAPTER THREE
RESEARCH METHODOLOGY
3.0	INTRODUCTION
This chapter discuss the research methodology, which is the manner in which this research was conducted. A research methodology is essential to research writing as it serves as blueprint on the conduct and out of the outcome of research effort will be judged. The study adopted survey method which includes the uses of questionnaire to sample opinion of students of Kwara State Polytechnic on Influence of social media on political polarization among students' union of Kwara state polytechnic. The questionnaire in a structured and unstructured format which enable the researchers to sample the view of students and why they adopt social media for effective communication.
3.1 RESEARCH DESIGN
The research method adopted for this research is the survey research method. As the name implies, survey is a research method, focus on representatives, Sample method therefore goes into the field and in the data, select sample out of the entire population (Nwodu.2006). the reason for choosing this method is because survey method aims not only at the collection of data but also the discovering of meaning in the data collected do that the fact can be better interpreted, explain and understood.
3.2. POPULATION OF THE STUDY
Population of the study for any research works has been various defined by different scholars and their definition pointed towards the same direction. Afiwokemi (2015.92) refers to population of research studies as the set of all participants that qualify for a study. Akinade and Owolabi (2009. 72) defined research population as the total set of observations from which a sample is drawn.
In another wise, Wimmer & Dominick (2006) posited that population of the research study is a list of collections of subjects, objects, variables, or concept in a define environment which could be a group or class of variables, concept or phenomenal in a given study. The target population of the study will be the students of Kwara State Polytechnic and only 200 respondents will be sampled out of them.
3.3 SAMPLE SIZE AND SAMPLING TECHNIQUES 
Sample size is simply a fragment of research population through which data will be collected. According to Issa (2012) it is referred to as the study of the population from which necessary data for it conduct would be obtained. Sample size is the elements making up the sample that are actually studied and generalization or inferences about the population are made.
This generalization of results based on the sample to the population is the major purpose of sampling and also a major concern in any scientific investigation. The sample size for this study will be 100 respondents randomly selected from the population of the study.
Sampling techniques are methods used to select a subset of individuals from a larger population to study and draw inferences about the entire population. There are two primary types of sampling methods: probability sampling and non-probability sampling 12. Probability sampling involves random selection, allowing you to make strong statistical inferences about the whole group. Non-probability sampling involves non-random selection based on convenience or other criteria, allowing you to easily collect data
Using no probability random sampling in which samples based on the subjective judgment of the researcher rather than random selection. It is a sampling method in which not all members of the population have an equal chance of participating in the study and they were selected through systemic random sampling method.
It can be reemphasized that, to study the entire population maybe cumbersome, time consuming and of course very costly, hence a sample takes a fair portion as a representative of the entire population. In sequel, findings and recommendations of this research study as regard the research topic understudy shall be pragmatically generalized beyond the sampled size in this wise, the sample size of this study is limited to 100 youths (respondents) in Kwara State Polytechnic, Ilorin.
3.4 RESEARCH INSTRUMIENT
The type of instrument employed in this research is a questionnaire, as this is a survey method.
Questionnaires will be personally administered to individuals (students).
A total of one hundred (100) copies of the questionnaire will be distributed to the respondents. All copies of the questionnaire will be immediately collected from the respondents after completion for data analysis purposes. The questionnaire used in the research will comprise twenty (20) questions. A total of two hundred (100) copies of the questionnaire will be produced and administered to one hundred (100) respondents from Awara State Polytechnic.


3.5	VALIDITY AND RELIABILITY OF THE INSTRUMENT
Tojamaye (2003) defines reliability as a technique applied repeatedly to the same subjects that should yield the same results each time it is applied. An instrument is considered reliable when repeated measurements of the same material result in similar outcomes. Copies of the questionnaire will be distributed and redistributed among staff and students of Kovara Stite Polytechnic to determine the impact of social media as a tool in Promoting Cybercrimes Among Polytechnic Students (A case study of Kwara state polytechnic students)
3.6	METHOD OF DATA ANALYSIS
The data obtained from the distributed questionnaires will be retrieved and analyzed using simple percentage tables and cross-tabulation. During the course of this research, the findings will be presented and conclusions drawn. Necessary recommendations for future studies will also provided. This method of data analysis is widely adopted by many researchers.
3.7	METHOND OF DATA GATHERING
The method of data gathering outlines the systematic approach used to collect relevant information for the evaluation of social media as a tool for promoting cyber rime among polytechnic students. The following methods were adopted to ensure comprehensive data collection.
· Survey method 
i. Description: a structured questionnaire was distributed to polytechnic students to gather data on their social media usage, awareness of cybercrims, and experiences relate to cybercrimes.
ii. Purpose: To understand students behavior, attitudes and opinions regarding social media and cybercrie activates
iii. Advantages: efficient for collecting data from a large population in a short period
· Interviews
i. Description: semi structured interviewed were conducted with selected students, lecturers, and it experts to gather qualitative insights.
ii. Purposes: to explore in-depth perspectives on how social media influences cybercrime among students
iii. Advantages provides richer and more detailed information compared to surveys
· Focus Group Discussion (FGD)
i. Description focus group session were organized with group of 6-8 students to discuss their opinions and experience regarding cybercrime and social media
ii. Purpose to gain a deeper understanding of peer intense and collective perception of cyber crime activities.
iii. Advantages encourages diverse viewpoints and group dynamics to emerge.  


























CHAPTER FOUR
DATA PRESENTATION AND ANALYSIS
4.0	INTRODUCTION
The essence of this chapter is to analyze and discuss the response given to the questionnaire of the respondents.
Gathered data would be analyzed by using table text to reflect the percentage of the respondents, which would be allowed by specific interpretation of the results.
In this research, the researcher used tables, percentage and chi-square to check the reliability and validity of the results obtained in the study.
The study answered following research questions:
Number of questionnaire distributed 120
Number of questionnaire filled 100
Number of questionnaire not filled 20
Number of questionnaire presented and analysis 100
[bookmark: _Toc144757777]4.1 DATA PRESENTATION
Table 1: Gender
	Variable
	Respondent
	Percentage (%)

	Male
	70
	70%

	Female
	30
	30%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Finding on the table, 70 respondent represent representing 70% were female while 30 respondent representing 30% were male, therefore there were female respondent than male respondent
Table 2: Age
	Variable
	Respondent
	Percentage (%)

	16-18
	16
	16%

	18-25
	45
	45%

	26-35
	28
	28%

	36- 45 years
	11
	11%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Finding in the age of distributed, 16 respondent representing 16% were within age 16-18, 45 respondent representing 45% were within 18-25, 28 respondent representing 28% were within 26-35, while 11 respondent representing 11% were within 36- 45. This shows that those within the age of 18-25 are the majority of the respondent
Table 3: Occupation
	Variable
	Respondent
	Percentage (%)

	Civil Servant
	37
	37%

	Student
	35
	35%

	Self employed 
	22
	22%

	Others
	6
	6%

	TOTAL
	100
	100%


Source: Research Survey, 2025
From the table about 37 respondent representing 37% were civil servant, 35 respondent representing 35% were student, why others were 22 respondent representing 22% were self employed and 6 respondent represent 6% so the findings show that the civil servant respondent were more than the student and others respondent.
Table 4: Religion 
	Variable	
	Respondent
	Percentage (%)

	Christianity 
	64
	64%

	Islam
	25
	25%

	Others
	11
	11%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Form the table above 64% of the respondents are Christians, 25% area Muslims and 11% are null.
Table 5: Marital Status
	Variable
	Respondent
	Percentage (%)

	Single
	44
	44%

	Married
	45
	45%

	Divorced
	6
	6%

	Others
	5
	5%

	TOTAL
	100
	100%	


Source: Research Survey, 2025
The above shows that 44 respondent representing 44% were single 45 respondent representing 45% were married while 6 respondent represent 6% were divorce and 5 respondent represent 5% were others
Table 6: Educational Qualification
	Variable	
	Respondent
	Percentage (%)

	SSCE/WAEC
	17
	17%

	B.SC/HND
	50
	50%

	NCE/OND
	33
	33%

	TOTAL
	100
	100%


Source: Research Survey, 2025
[bookmark: _Toc170008201]The table shows that 17 respondent representing 17% have SSCE/WAEC, 50% have B.SC/HND, and 33% have NCE/OND.
SECTION B
Table 7: Have you ever used social media to engage in activities that could be considered cybercrime?
	Variable	
	Respondent
	Percentage (%)

	Yes
	78
	78%4

	No
	14
	14%

	Others
	8
	8%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Form the table above 78% of the respondents have used social media to engage in activities that could be considered. Cybercrime, 14% have not and 8% are null
Table 8: Do you believe that social media platforms play a significant role in promoting cybercrimes among polytechnic students?
	Variable	
	Respondent
	Percentage (%)

	Yes
	58
	58%

	No
	42
	42%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Finding shows that 58 respondent representing 58% believe that social media platforms play a significant role in promoting cybercrimes among polytechnic students, 42 respondent representing 42% do not believe.
Table 9: Have you ever been approached on social media to participate in cybercrimes?
	Variable	
	Respondent
	Percentage (%)

	Yes	
	33
	33%

	No
	67
	67%

	TOTAL
	100
	100%


Source: Research Survey, 2025
Finding: As shown in the above table 33 respondent representing 33% been approached on social media to participate in cybercrimes, 67 respondents representing 67% haven’t.
Table 10: Do you think social media provides an easy platform for polytechnic students to
Get involved in cybercrimes.
	Variable	
	Respondent
	Percentage (%)

	Yes	
	78
	78%

	No
	22
	22%

	TOTAL
	100
	100%


Source: Research Survey, 2025
From the table 10 above, 78% of the respondents think social media provides an easy platform for polytechnic student to get involved in cybercrime, 22% respondents do not. 
Table 11: Have you ever witnessed cybererimes being promoted or discussed openly on  social media among polytechnic students?
	Variable	
	Respondent
	Percentage (%)

	Yes	
	78
	78%

	 No                                                                 
	22
	22%

	TOTAL
	100
	100%


From the table 10 above, 78% of the respondents Have you ever witnessed cybererimes being promoted or discussed openly on  social media among polytechnic students, 22% respondents do not. 
Table 12: Cyberbullying is a prevalent form of f cybercrime on social media
	Options	
	Frequency
	Percentage

	Strongly agree
	25
	25%

	Agree
	33
	33%

	Neutral
	21
	21%

	Disagree
	16
	16%

	Strongly disagree
	5
	5%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 12 above, 25% of the respondents strongly agree, 33% agreed, 21% arc neutral,
16%% strongly disagree, 5% disagree that Cyberbullying is a prevalent form of cybercrime on social
media.
Table 13: Social media platforms arc frequently used for identity theft and impersonation.
	Options
	Frequency
	Percentage

	Strongly agree
	23
	23%

	Agree
	29
	29%

	Neutral
	27
	27%

	Disagree
	14
	8%

	Strongly disagree
	7
	7%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 13 above, 23% of the respondents strongly agree, 29% agree, 27% are neutral, 14%
strongly disagree, 7% disagree that Social media platforms are frequently used for identity theft and impersonation
Table 14: Hacking into social media accounts is a prevalent cybercrime.
	Options
	Frequency
	Percentage

	Strongly agree
	22
	22%

	Agree
	31
	31%

	Neutral
	27
	27%

	Disagree
	4
	4%

	Strongly disagree
	16
	16%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 14 above, 22% of the respondent strongly agree, 31% agree, 27% are neutral, 4% strongly disagree, 16% disagree that Hacking into social media accounts is a prevalent cybercrime.
Table 15: Distribution of fake news and misinformation is a significant cybercrime on social media platforms.
	Options
	Frequency
	Percentage

	Strongly agree
	21
	21%

	Agree
	33
	33%

	Neutral
	19
	19%

	Disagree
	22
	22%

	Strongly disagree
	5
	5%

	Total
	100
	100%


Source: Research Survey, 2025
From the tablet 15 above, 21% of the respondents strongly agree, 33% agree, 19% are neutral, 5%
strongly disagree, 22% disagree that Distribution of fake news and misinformation is a significant
cybercrime on social media platforms.
Table 16: Financial scams, such as phishing and fraudulent schemes, are common cybercrimes on social media.
	Options
	Frequency
	Percentage

	Strongly agree
	13
	13%

	Agree
	30
	30%

	Neutral
	23
	23%

	Disagree
	27
	27%

	Strongly disagree
	7
	7%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 16 above, 13% of the strongly disagree, 27% disagree that Financial scams, such as phishing and fraudulent schemes, are common cybercrimes on social media
Table 17: Technological innovations have increased cybercrime through social media among students of Kwara State Polytechnic.
	Options
	Frequency
	Percentage

	Strongly agree
	22
	22%

	Agree
	27
	27%

	Neutral
	26
	26%

	Disagree
	26
	26%

	Strongly disagree
	1
	1%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 17 above, 22% of the respondents strongly agree, 27% agree, 26% are neutral, 1%
strongly disagree, 26% disagree that Technological innovations have increased cybercrime through social media among students of Kwara State Polytechnic.
Table 18: Social media has made students of Kwara State Polytechnic more vulnerable to
cybercrime due to technological innovations.
	Options
	Frequency
	Percentage

	Strongly agree
	19
	19%

	Agree
	21
	21%

	Neutral
	25
	25%

	Disagree
	32
	32%

	Strongly disagree
	3
	3%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 18 above, 19% of the respondents strongly agree, 21% agree, 25% are neutral, 3% strongly disagree, 32% disagree that social media has made students of Kwara State Polytechnic more vulnerable to cybercrime due to technological innovations
Table 19: The integration of technological innovations in social media platforms has made
Cybercrime prevention more challenging among students of Kwara State Polytechnic.
	Options
	Frequency
	Percentage

	Strongly agree
	22
	22%

	Agree	
	27
	27%

	Neutral
	19
	19%

	Disagree
	23
	23%

	Strongly disagree
	9
	9%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 19 above, 22% of the respondents strongly agree, 27% agree, 19% are neutral, 9% Strongly disagree, 23% disagree that the integration of technological innovations in social media plattorns has made cybercrime prevention more challenging among students of Kwara State Polytechnic.
Table 20: Technological innovations have led to increased awareness among students of Kwara State Polytechnic regarding the risks of cybercrime through social media.
	Options
	Frequency
	Percentage

	Strongly agree
	20
	20%

	Agree
	33
	33%

	Neutral
	19
	19%

	Disagree
	21
	21%

	Strongly disagree
	7
	7%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 20 above, 20% of the respondents strongly agree, 33% agree, 19% are neutral, 7% strongly disagree, 21% disagree that Technological innovations have led to increased awareness among students of Kwara State Polytechnic regarding the risks of cybercrime through social media
Table 21: The usage of social media has a direct correlation with the rise of cybercrime among students of Kwara State Polytechnic due to technological innovations.
	Options
	Frequency
	Percentage

	Strongly agree
	13
	13%

	Agree
	18
	18%

	Neutral
	20
	20%

	Disagree
	43
	43%

	Strongly disagree
	6
	6%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 21 above, 13% of the respondents strongly agree, 18% agree, 20% are neutral, 6% strongly disagree, 43% disagree that that The usage of social media has a direct correlation with the sc or cybercrime among students of Kwara State Polytechnic due to technological innovations.
Table 22: Social media usage increases the risk of cybererimes among undergraduate students in Kwara State Polytechnic.
	Options
	Frequency
	Percentage

	Strongly agree
	22
	22%

	Agree
	27
	27%

	Neutral
	19
	19%

	Disagree
	23
	23%

	Strongly disagree
	9
	9%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 22 above, 22% of the respondents strongly agree, 27% agree, 19% are neutral, 9% strongly disagree, 23% disagree that social media usage increases the risk of cybercrimes among undergraduate students in Kwara State Polytechnic.
Table 23: Social media platforms adequately protect undergraduate students at Kwara State Polytechnic from cybercrimes.
	Options
	Frequency
	Percentage

	Strongly agree
	27
	27%

	Agree
	22
	22%

	Neutral
	9
	9%

	Disagree
	23
	23%

	Strongly disagree
	19
	19%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 23 above, 27% of the agree, 22% agree, 9% are neutral, 19% strongly disagree, 23% disagree that social media platforms adequately protect undergraduate students at Kwara State Polytechnic fro cybercrimes.
Table 24: The use of social media enhances awareness among undergraduate students about cybercrimes and how to prevent them in Kwara State Polytechnic.
	Options
	Frequency
	Percentage

	Strongly agree
	22
	22%

	Agree
	27
	27%

	Neutral
	19
	19%

	Disagree
	23
	23%

	Strongly disagree
	9
	9%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 24 above, 22% of the respondents strongly agree, 27% agree, 19% are neutral, 9% strongly disagree, 23% disagree that the use of social media enhances awareness among undergraduate students about cybercrimes and how to prevent them in Kwara State Polytechnic.
Table 25: Social media usage has led to an increase in the number of cybercrime incidents
among undergraduate students at Kwara State Polytechnic.
	Options
	Frequency
	Percentage

	Strongly agree
	50
	50%

	Agree
	20
	20%

	Neutral
	15
	15%

	Disagree
	6
	6%

	Strongly disagree
	9
	9%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 25 above, 50%o of the respondents strongly agree, 20% agree, 15% are neutral, 9% strongly disagree, 6% disagree that social media usage has led to an increase in the number of cybercrime incidents among undergraduate students at Kwara State Polytechnic.
Table 26: Undergraduate students at Kwara State Polytechnic are adequately informed about the potential risks of cybercrimes associated with social media use.
	Options
	Frequency
	Percentage

	Strongly agree
	60
	60%

	Agree
	20
	20%

	Neutral
	5
	5%

	Disagree
	5
	5%

	Strongly disagree
	10
	10%

	Total
	100
	100%


Source: Research Survey, 2025
From the table 26 above, 60% of the respondents strońgly agree, 20% agree, 5% are neutral, 10% strongly disagree, 5% disagree that Undergraduate students at Kwara State Polytechnic are adequately informed about the potential risks of cybercrimes associated with social media use.
4.2 Analysis of Research Questions
Research Question 1: What are the various forms of cybercrimes performed on social media?
Table 12-16 show that the most prevalent forms of cybercrime on social media are cyberbullying (58%), identity theft and impersonation (52%), hacking into social media accounts (53%), distribution of fake news and misinformation (54%), and financial scams (43%).
These findings suggest that social media platforms are vulnerable to various forms of cybercrimes,
which can have severe consequences for users, especially students. Research Question 2: What are the effects of technological innovations on cybercrime through social media usage among students of Kwara State Polytechnic?
Tables 17-21 indicate that technological innovations have increased cybercrime through social media among students (49%), made them more vulnerable to cybercrime (48%), and made cybercrime prevention more challenging (49%).
However, technological innovations have also led to increased awareness among students regarding the risks of cybercrime (53%) and enhanced awareness about cybercrimes and how to prevent them (49%).
These findings suggest that technological innovations have both positive and negative effects on cybercrime through social media usage among students.
Research Question 3: What is the extent to which social media use exposes undergraduate students to cybercrimes in Kwara State Polytechnic?
Tables 22-26 show that social media usage increases the risk of cybercrimes among undergraduate students (49%), and most students have witnessed cybercrimes being promoted or discussed openly on social media (78%). Social media platforms are seen as providing an easy platform for polytechnic students to get involved in cybercrimes (78%).
Inset findings suggest that social media use exposes undergraduate students to a significant risk of cybercrimes, and there is a need for awareness and education to prevent this.
In conclusion, the findings suggest that social media platforms are vulnerable to various forms of cybercrimes, and technological innovations have both positive and negative effects on cybercrime through social media usage among students. Social media use exposes undergraduate students to a significant risk of cybercrimes, and there is a need for awareness and education to prevent this.
4.3	DISCUSSION OF FINDINGS
The survey results indicate that 629% of the respondents are female, 32% are male, and 6% did not specify their gender. This suggests a higher participation rate from female students in the survey, which may reflect either the demographic makeup of the student body or greater interest or availability among female students to respond to the survey. Age Distribution (Table 2): Respondents' ages varied, with the majority falling within the 26-35 years age range (45%), followed by 18-25 years (28%), 36-45 years (160), and a smaller proportion aged 16-18 years (3%). A minority of 6% did not provide their age. The predominance of respondents aged 26-35 may suggest that many students in this institution are either pursuing higher education later or are part-time students balancing other responsibilities.
Occupation (Table 3):
The respondents include students (35%), self-employed individuals (22%), and civil servants (37%), with 6% not specifying their occupation. The significant presence of civil servants and self-employed individuals highlights the diverse economic engagements of the student body, which could influence their perspectives on issues like cybercrime and social media usage.
Most respondents identified as Christians (64%), specifying their religion. This distribution mirrors the religious demographics typically found in Marital Status (Table 5): Various parts of Nigeria, where Christianity and Islam are predominant followed
A slight majority of the respondents are married (45%) while 44% are single, 6o are divorced, and 5% did not specify their marital status This variety in marital status among respond impact their engagement with social media and their exposure to or concerns about cyberime.
Educational Qualification (Table 6):
Half of the respondents (50%) hold BSC/HND qualifications, 33%6 have NCE/OND, l1% possess SSCE/WAEC, and 6% reported other qualifications. This diverse educational background underscores the varied academic profiles of the students and possibly their differing levels or digital literacy and awareness of cybercrime.
Influence of Social Media on Cybercrime (Tables 7-26)
Engagement in Cybercrime (Table 7):
A significant portion (78%) of respondents admitted to engaging in activities that could be considered cybercrimes, with 14% stating they have not, and 8% not providing an answer. This high percentage suggests a substantial level of involvement in or familiarity with cybercrimes among students.
Most respondents (58%) believe that social media platforms play a significant role in promoting cybercrimes among polytechnic students, while 42% do not share this belief. This indicates a majority view that social media has a considerable impact on the proliferation of cybercrimes.
Approaches on Social Media (Table 9):
One-third of the respondents (33%) have been approached on social media to participate in cybercrimes, while 67% have not. This finding highlight that while not everyone is directly solicited, a notable minority has encountered such propositions.
Ease of Involvement (Table 1 0):
A vast majority (78%) think social media provides an easy platform for polytechnic students to get involved in cybercrimes, with 22% disagreeing. This indicates a strong perception of social media as a facilitator of cybercriminal activities.
Observation of Cybercrime Promotion (Table 11):
Awareness Enhancement (Table 24): 49% agree that social media enhances awareness about cybercrimes and prevention.
Increase in Cybercrime Incidents (Table 25):
A significant 70% agree that social media usage has led to an increase in cybercrime incidents among students, highlighting a perceived direct impact of social media on cybercrime prevalence.
Information on Risks (Table 26):
80% believe students are adequately informed about the potential risks of cybercrimes associated with social media use, suggesting a high level of awareness despite the perceived prevalence of these crimes.
Overall, these findings indicate a complex relationship between social media usage and cybererime among students, marked by high awareness and perceived vulnerability, along with significant engagement in or exposure to cybercriminal activities facilitated by social media platforms.













CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.1	Summary 
Chapter one explains how social media has become an integral part of modern life, with millions of people around the world using it to connect. share, and communicate. However, social media has also become a breeding ground for cvbercrimes, with criminals using it to commit various types of fraud, harassment, and other illegal activities. This study aims to evaluate the role of social media in promoting cybercrimes among polytechnic students, using Kwara State Polytechnic as a case study.
Chapter two reviews relevant literature on cybercrime and students' involvement in the use an adoption of cybercrime criminal behavior on social media. The study is guided by the Social Learning Theory and uses and Gratification Theory, which posits that people learn new behaviors by observing and imitating others. In the context of social media, this theory suggests that users may learn and adopt cybercriminal behaviors by observing and interacting with others on social media platforms.
Chapter three states the population of kwara state polytechnic as the population of the study. The study used a mixed-methods approach, combining both quantitative and qualitative data collection and analysis methods. A survey questionnaire was administered to a sample of 100 polytechnic students, while focus group discussions and in-depth interviews were conducted with a subsample of 20 students.
Chapter four states how data analysis was carried out and the general findings was developed on the basis that students of kwara state polytechnic are prone to cybercrime through use of social media and risk their online safety.
Chapter five gives insight to this study and proffer some recommendations to the students of kwara state polytechnic.
5.2. CONCLUSION
The conclusion of this study highlights the significant role social media plays in promoting cybercrinmes among polytechnic students. The findings suggest that frequent social media usage increases the likelihood of experiencing cybererimes, and awareness of cybererime prevention.
Firstly, the study's findings emphasize the need for polytechnic authorities to educate students about online safety and cybercrime prevention. This can be achieved through workshops, seminars, and awareness campaigns that highlight the risks associated with social media usage and provide guidance on how to protect oneself from cvbercrimes, By doing so, polytechnic authorities can empower students with the knowledge and skills necessary to navigate the online world safely.
In conclusion, the study's findings highlight the significant role social media plays in promoting cybercrimes among polytechnic students.
5.3. RECOMMENDATIONS
Based on the findings of this study, the following recommendations are made:
Polytechnic authorities should Educate students about online safety and cybercrime prevention through workshops, seminars, and awareness campaigns.
Social media platforms should Implement robust security measures such as two-factor authentication and encryption.
Students should be aware of the risks associated with social media usage and take steps to protect themselves.
Further research should be conducted to Explore the role of social media in promoting cybercrimes among other populations.
Law enforcement agencies should Collaborate with polytechnic authorities and social media platforms to prevent and report cybercrimes.













REFERENCES
Abubakar, A. (2017). Restructuring Nigeria for national cohesion and good governance. 
Aiken, M. (2017). The Cyber Effect: An Expert in Cyberpsychology Explains How Technology Is Shaping Our Children, Our Behavior, and Our Values—and What We Can Do About It. Random House Publishing Group. 
Asak, M.O. & Ohiaogu, O.P. (2013). Digital communication, new media theories and ethics. Port Harcourt: Uche’s business services. 
Asemah, E.S. (2014). Social media strategy for better customer relationship management in banking industry. In G.B.Okon&O.P. Ohiaogu: ICT, communication and society: Trends and issues. A book of readings (1). Port Harcourt: Accuracy prints. 
Asemah, E.S.&Edegoh, L.O.N. (2013). Social media use among students of private universities in Anambra state, Nigeria. Makurdi Journal of Communication, 5(1), 90-96. 
Bandura, A. (1969). Principles of Behaviour Modification. Holt, Rinehart & Winston. 
Bandura, A. (1973). Aggression: A Social Learning Analysis. Prentice-Hall. 
Bandura, A. (1977). Social Learning Theory. General Learning Press. 
B. Hidayatullah, "Victimization in cyberspace: An application of routine activity and lifestyle exposure theories. A Dissertation Submitted to Kent State University for the Degree of Doctor of Philosophy," 2000. 
Chauhan, A. a. (2012). Preventing Cyber Crime: A Study Regarding Awareness of Cyber Crime in Tricity. International Journal of Enterprise Computing and Business Systems, 2(1). 
C. Konradt, A. Schilling, and B. Werners, "Phishing: An economic analysis of cybercrime perpetrators," Computers & Security, vol. 58, pp. 39-46, 5// 2016. 
C. Louw and S. V. Solms, "Online social networks to online social malworks &fx2014; The evolution of an industry," in IST-Africa Conference Proceedings, 2014, 2014, pp. 1-7. 
C. Oyesanya, "Examination Misconduct in Nigerian Universities." 
Dashora, K. (2011). Cyber Crime in the Society: Problems and Preventions. Journal of Alternative Perspectives in the Social Sciences, 3(1), 240-259. 
E. Ayo, "Convergence and Policy Issues in ICT sector. In G.O. Ajayi (Ed) Proceedings of Workshop on National Information and Communication Infrastructure, Policy, Plans and Strategies. Abuja, Nigeria," pp. 28-50, 2010.
E. Okoro, E., "The Normality of Vice: The Public Sector and Corruption in Nigeria, in C.O.T. Ugwu (Ed.) Corruption in Nigeria: Critical Perspectives," Nauka: Chuka Educational Publishers, 2010. 
H. Haron and F. B. M. Yusof, "Cyber stalking: The social impact of social networking technology," in Education and Management Technology (ICEMT), 2010 International Conference on, 2010, pp. 237-241. 
Holloma, C. (2012). The social media MBA. United Kingdom: A John Wiley & Sons Ltd. 
Jahankhani, H., Al-Nemrat, A. & Hosseinian, A. (2014). Cybercrime classification and characteristics. Northumbria University London Campus. 
J. C. Bertot, P. T. Jaeger, and D. Hansen, "The impact of policies on government social media usage: Issues, challenges, and recommendations," Government information quarterly, vol. 29, pp. 30-40, 2012. 
Khalid, F., Daud, Y., Rahman, M. J., & Nasir, K. M. (2018). An Investigation of University Students’ Awareness on Cyber Security. International Journal of Engineering & Technology, 11-14. 
Matthews, B. (2010). Computer Crimes. Cybercrime Information, Facts and Resources. 
M. Fire, R. Goldschmidt, and Y. Elovici, "Online Social Networks: Threats and Solutions," IEEE Communications Surveys & Tutorials, vol. 16, pp. 2019-2036, 2014. 
M. Gander, C. Sauerwein, and R. Breu, "Assessing Real-Time Malware Threats," pp. 6-13. 
M. Huber, S. Kowalski, M. Nohlberg, and S. Tjoa, "Towards Automating Social Engineering Using Social Networking Sites," in Computational Science and Engineering, 2009. CSE '09. International Conference on, 2009, pp. 117-124. 
Miller, K. (2002). Theories of Communication. U.S.A: McGraw. 
Miller, N., & Dollard, J. (1941). Social Learning and Imitation. Yale University Press. 
Mishra, S., Draus, P., Goreva, N., Leone, G., & Caputo, D. (2014). The Impact of Internet Addiction on University Students and Its Effect on Subsequent Academic Success: A Survey Based Study. Issues in Information Systems, 15(1). 
M. Omar Saeed AI, "Threats and Anti-threats Strategies for Social Networking Websites," International Journal of Computer Networks & Communications, vol. 5, pp. 53-61, 2013. 
M. Ringwelski, "Effects of Cyber Crime," 2008.
M. R. Faghani, A. Matrawy, and C. H. Lung, "A Study of Trojan Propagation in Online Social Networks," in 2012 5th International Conference on New Technologies, Mobility and Security (NTMS), 2012, pp. 1-5. 
M. T. Whitty and T. Buchanan, "The online dating romance scam: The psychological impact on victims—both financial and non-financial," Criminology and Criminal Justice, vol. 16, pp. 176-194, April 1, 2016. 
O. Ayantokun, "Fighting cybercrime in Nigeria, information system," 2006. Retrieved September 10, 2011. 
Ojo, E. (2009). Federalism and the search for national integration in Nigeria. African Journal of political science and international relations, 3 (9) 384-395. 
Onifade, C.A.&Imhonopi, D. (2013). Towards national integration in Nigeria: Jumping the Hurdles. Research on Humanities and Social Sciences, 3(9)75-82. 
Oskenbay, F., Kalymbetova, E., Tolegenova, A., Kabakova, M., Bakiyev, S., & Nugmanova, S. (2015). Addictive behavior among adolescents. Procedia-Social and Behavioral Sciences, 171, 406-411. 
Perlmutter, D. (2019). Social media: a haven for cybercriminals. 
Power, (2014). What is social media?" British Journal of Midwifery, vol. 22, pp. 896-897, 2014. 
R. Dredge, J. Gleeson, and X. de la Piedad Garcia, "Cyberbullying in social networking sites: An adolescent victim’s perspective," Computers in Human Behavior, vol. 36, pp. 13-20, 7// 2014. 
S. Akande, O. Information Communication Technology (ICT) and Educational Development in Nigeria, Ikere Ekiti: Young press Ltd, 2007. 
S. Bolt, L., "Security in Computing (3rd) Upper Saddle River: Prentice Hall PTR, 2008. 
S. Margaret, Geoff, A., and Mark K., "A Students’ attitudes towards the use of the internet for learning: A study at a University of Malaysia," Educational Technology and Society, Vol. 6, Issue 2, pp. 4-49, 2010. 
S. Leitch and M. Warren, "Security issues challenging Facebook," in Australian Information Security Management Conference, 2009.


