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LITERATURE REVIEW
2.1	REVIEW OF RELATED PAST WORKS
According to More and Markande (2016), the number of ATM-related crimes has increased, necessitating the need for improved ATM security. There are various technologies used to provide security to ATM machines, such as biometric technology, RFID technology, and so on. Fingerprint and face recognition systems are examples of biometric technology. This paper presents a survey of various ATM security technologies. There are some limitations to these technologies. When comparing various ATM security technologies, it is discovered that fingerprint technology appears to be better and more secure than other technologies.  
Frimpong et al. (2016) discovered that a wide range of systems require a dependable personal recognition system to either authorize or determine the identity of a person requesting their services. The goal of such a system is to ensure that the rendered services are only accessed by the intended user and no one else. These systems are vulnerable to imposter deception in the absence of robust personal recognition schemes. Due to its traditional authentication mode, the ATM has suffered greatly over the years from PIN theft and other ATM frauds (PIN). In their paper, they proposed a multifactor (PIN and fingerprint) based authentication security arrangement to improve the ATM's and its users' security and safety. The proposed system has a three-tiered design structure. The verification module is the first tier, and it focuses on the enrollment phase, enhancement phase, feature extraction, and fingerprint matching. The second tier is the database end, which serves as a repository for all ATM users' preregistered fingerprints as templates and PIN as text. 
Himika et al. (2012) proposed an image-based authentication service that eliminates the need for text passwords. After image authentication, the user will obtain the One Time Password (OTP) via the internet's instant messaging service. This OTP is then used by the user to gain access to their personal accounts. The image-based authentication method is based on the user's ability to identify pre-selected categories from a grid of images. This paper combines image-based authentication and HMAC-based one-time passwords to achieve a high level of security in internet authentication. If the algorithms are time synchronized with the user, they are very cheap to implement.   
2.2	ATM AUTHENTICATION FACTORS
Authentication is the use of one or more mechanisms to prove that you are who you say you are. Access is granted once the human or machine's identity is validated. Today, three universally recognized authentication factors exist: what you know (e.g., passwords), what you have (e.g., ATM card or tokens), and what you are (e.g. biometrics). Recent work has been done in attempting alternative factors such as a fourth factor, e.g. someone you know, which is based on the concept of vouching (Mallat et al., 2004). 
2.2.2 SINGLE FACTOR AUTHENTICATION
A password is typically used as a single factor of authentication. However, these may be vulnerable to attacks that jeopardize the application's security in general. Some of the more common attacks can be carried out with little or no cost to the perpetrator and remain undetected. Traditionally, one of these elements has been responsible for single factor authentication.
i. Something you have  including keys or token cards
ii. Something you know  including passwords
iii. Something you are  including fingerprints, voiceprints or retinal scans (iris)
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)[image: ]	The user must prove knowledge or possession of something in a single factor authentication solution; additional authentication is not required. Figure 2.1 depicts the most basic and widely used method of single factor authentication: passwords. 

		



	Meanwhile, according to AbdulRahaman and Vemuri (2016), the disadvantages of single factor authentication are that "something you have" can be stolen, "something you know" can be guessed, shared, or lost to other methods, and "something you are" can be cloned and imitated.
2.2.2	TWO FACTOR AUTHENTICATION
According to Agoyi & Seral (2010), two factor authentication is a mechanism that implements two of the aforementioned factors and is thus considered stronger and more secure than the traditionally implemented one factor authentication system. Withdrawing money from an ATM machine requires two factor authentication; the user must have the ATM card, i.e. what you have, and know a unique personal identification number (PIN), i.e. what you know. Passwords are one of the most common targets for hackers. As a result, most businesses are looking for more secure ways to protect their customers and employees. Biometrics are known to be very secure and are used in specialized organizations, but they are not widely used in secure online transactions or ATM machines due to the expensive hardware required to identify the subject and the associated maintenance costs, etc. Instead, banks and businesses use tokens for two-factor authentication.
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)[image: ][image: ][image: ][image: ]	Given the limitations of single-factor authentication, the logical alternative is two-factor authentication, in which two methods, knowledge and possession, are used in tandem, i.e. something the entity knows and something the entity possesses. A perfect example is the system used to authenticate ATM users, which combines a magnetic-stripe card (what you have) with a multi-digit PIN (what you know). Figure 2.2 depicts a typical conventional ATM connection with a two-factor authentication system.






	Two-factor authentication is not a new concept; it has been used for centuries. When a bank customer visits a local automated teller machine (ATM), the physical ATM card that the customer inserts into the machine serves as one authentication factor ("something the user has"). The second factor is the PIN entered by the customer via the keypad ("something the user knows"). Authentication fails in the absence of corroborating verification from both of these factors. This scenario exemplifies the fundamental idea behind most two-factor authentication systems: the combination of a knowledge factor and a possession factor.
	To make the implementation and use of a two factor authentication system more complex and difficult for an attacker to crack, an additional system generated password is proposed, and this password should be sent to the user via SMS. A user is authenticated in two steps, with the user providing the system with two passwords. One password (PIN) is the general password that the user must enter each time he or she wants to login. The second password is the One Time Password (OTP), which is generated by the system and sent to the user's mobile phone via SMS, which he must then enter into the machine in order to be granted transaction access. This password will become invalid immediately after access is granted (Roberto et al, 2005). Because the output of the Sha-256 algorithm is irreversible, it is used to generate this one time password (OTP). The output is then Base 64 encoded and decoded for easy network transport without interference (Isiaka, 2013).
	Since both PIN and OTP are part of what the user knows, this proposed method is classified as a two factor authentication because it only uses two different types of authentication techniques; something the user has and something the user knows. This method is then considered "strong authentication" because it is difficult to break through due to the unpredictable second password OTP added to it.
A.	BENEFIT OF TWO FACTOR AUTHENTICATION
i. Double-criterion to verify the user's identity: The system verifies the user's identity by requesting two passwords. The first is the PIN, which is a static password that the system will use to generate the second password, which is a one-time password that is sent to the user via SMS.
ii. Protecting the existing authentication system: The OTP authentication method does not replace the existing authentication system; rather, it adds a layer of security that protects and enhances the existing authentication system, whether software or hardware (Mithun et al, 2017). 
iii. Protecting against internal fraud: The system's core authentication and messaging engine is designed to provide a high level of security against reverse program transformation of software. A security platform is never secure if someone has access to parts of the application and its security algorithm, modifies the content of code to reveal security flaws, or even creates a backdoor entry.
B.	LIMITATIONS ON TWO FACTOR AUTHENTICATION
i. Two-factor authentication cannot solve the phishing problem ( phishing is defined as a process of gathering personal data such as credentials, information of the credit cards and other sensitive data by impersonating as a trusted party through electronic communication).
ii. Even if a user is a genuine user, he cannot login to the system if the GSM gateway service provider's servers are down and he cannot receive the OTP.
iii. This system cannot be used if a user disconnects from the network due to a delay in bill payments or a poor network signal. 
	This research attempted to solve the problem of phishing but was unable to address the other issues raised above because the scope did not include GSM services, bill payments, or network signal. All of this will be investigated in future research.
2.3	OVERVIEW OF ONE TIME PASSWORD (OTP)
Single static passwords or PINs are vulnerable to ATM operations, i.e., people asking for or correctly guessing PINs. Some surveys have revealed how simple it is to get people to reveal their PIN. They can also be detected by spyware. It provides many opportunities for others to gain access to their personal accounts; otherwise, we must change the PIN on a regular basis. To address these shortcomings, a new method known as "One Time Password" is introduced (OTP). After the user enters the PIN into the machine, the web server generates the OTP code using the Sha-256 algorithm and sends it to the user's mobile device (Mohsen & Satar, 2016). When prompted, the user must enter the OTP code into the machine. At the system level, the OTP is validated and access is granted for the transaction if it is correct, or the operation is aborted if the OTP supplied is incorrect. It prevents unauthorized logging. 
A one-time password (OTP) is a password that is only valid for one login session or transaction at a time. OTPs avoid a number of flaws associated with traditional (static) passwords. The most significant flaw addressed by OTPs is that, unlike static passwords, they are not vulnerable to replay attacks. This means that a potential intruder who records an OTP that has already been used to log into a service or conduct a transaction will be unable to exploit it because it is no longer valid. On the negative side, OTPs are difficult for humans to remember. As a result, they require additional technology to function. Pseudo-randomness or randomness are commonly used in OTP generation algorithms. This is necessary because it would be too easy to predict future OTPs based on previous ones (Salem & Anastasios 2013). The specifics of concrete OTP algorithms vary greatly. 
2.3.1	APPROACHES FOR OTP GENERATION
Nguyen (2014) has highlighted several approaches for the generation of OTPs, which are listed below: 
a)	Time-synchronized: 
This scheme may also have issues with synchronization. In practice, however, dedicated devices are extremely reliable at staying synchronized. Cell phones, on the other hand, generally get their time from the cell phone network and are extremely accurate the vast majority of the time. When cell phones are incorrect, they benefit from the fact that time will correct itself. Time zones can be an issue depending on how the cell phone stores time and how the app is written. If the times are not synchronized to a universal time, traveling to a different time zone may cause your phone's clock to reset in a way that disrupts the synchronization. 
b)	Mathematical algorithm (Sha-256) 
	The mathematics used to implement Sha-256 hashing programs is quite complex. 
Hash computation
• The first eight variables are set to their initial values, which are given by the first 32 bits of the fractional part of the square roots of the first eight prime numbers:
H1(0) = 0x6a09e667 	H2(0) = 0xbb67ae85 	H3(0) = 0x3c6ef372 	H4(0) = 0xa54ff53a
H5(0) = 0x510e527f 	H6(0) = 0x9b05688c 	H7(0) = 0x1f83d9ab 	H8(0)  = 0x5be0cd19
• Next, the blocks M(1), M(2), . . . , M(N) are processed one at a time:
• The hash of the message is the concatenation of the variables Hj(t) after the last block has been processed
H = H1(N)║H2(N)║H3(N)║H4(N)║H5(N)║H6(N)║H7(N)║H8(N).
Fortunately, there are free, open-source, and commercial hashing libraries available for use in one's program. However, rather than incorporating the algorithm, future research will delve deeper into it.
c)	Mathematical algorithm (Base 64) 
The generated OTP value is encoded and sent to users using the powerful Base 64 algorithm. Base64 encoding entails using four printable characters (in US-ASCII format) to encode any three bytes (3*8 bits = 24 bits). Base64 encoding employs a 64-character alphabet to represent 6 bits of data. The 64 symbols in this alphabet were chosen to be universally readable and to have no special meaning in the main email/SMS protocols (in particular SMTP). 
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