CHAPTER ONE
GENERAL INTRODUCTION
1.1	INTRODUCTION
The most important details in this text are that an ATM card and a Personal Identification Number (PIN) are needed to use an ATM. The PIN is a four-digit number that is used to verify the card holder's identity and presence, eliminating the need for a signature to authorize a financial transaction. When approaching an ATM, the card is inserted and the PIN is entered (Jyotsna & Shashikala, 2016). A list of options is given, and the keypad can be used to indicate the choice and amount of money desired.
SMS-based OTP is one of the most user-friendly multi-factor authentication mechanisms available today, as it does not require the use of a separate device. OTPs sent via SMS are now commonly used for authentication and authorization in a wide range of applications. One time passwords, or OTPs, are used for a single session or transaction and provide two levels of security. OTP-generated passwords are one-time passwords, meaning the OTP password you used for one of your transactions cannot be used again. OTP via SMS is a type of multi-factor authentication, as the user must meet (1) Something you know (i.e. a PIN) and (2) Something you have (the ATM card). Multi-factor authentication is considered stronger than simple PIN authentication, while OTP serves as a third authenticating factor.
There are three different categories for one-time passwords. In the first, a new password is generated based on the old one using a mathematical algorithm. The second relies on the time being synchronised between the authentication server and the user who provides the password. In the third method, a mathematical algorithm is used, but a challenge and a counter are used to choose the new password. In OTP generation algorithms, pseudo-randomness or randomness are frequently used. Additionally, there are several ways to let the user know what OTP to use next. Some systems use special electronic security tokens that users carry around that generate OTPs and show them on a small display. Other systems are made up of software that runs on the user's smartphone. Other systems, on the other hand, generate OTPs on the server and send them to the user via an out-of-band channel, such as SMS messaging. Finally, in some systems, OTPs are printed on paper and given to the user.
	The purpose of this study is to secure ATM operations by creating a one-time password that will be generated each time a transaction on an ATM machine is required and sent to the user's mobile phone via SMS. Two organisations manage the OTP one-time password system. The one-time password (OTP) is created in the first step, and it is then verified and, if accurate, used to authenticate the user for the transaction in the second step. The user's secret password and the data entered on the account opening form will be used by the server to generate the proper one-time password (OTP) using the Sha-256 algorithm. After that, the server sends the generated OTP to the user's mobile device while encrypting the SMS with Base 64 over the network (Isiaka, 2013). The static password (PIN) is then followed by the OTP as the second password, which is entered by the user. After that, the server contrasts the received OTP with the one kept in the database. The user will be verified for the transaction if they match; otherwise, it will be cancelled. The secure hash function creates a different OTP for every transaction, so after every successful transaction, the OTP will no longer be valid.
1.2	STATEMENT OF THE PROBLEM
There are numerous issues associated with the use of ATMs around the world. Card theft, phishing, PIN interception, and shoulder surfing are just a few of the issues. In order to solve all of the aforementioned problems and provide more security to ATM transactions, this project attempts to generate OTP that will be sent to the user via SMS and used once in addition to the static password.
1.3	AIM AND OBJECTIVES
	The aim of this project is to create a one-time password (OTP) for ATM operations using time synchronization. The following are the objectives:
i. To design an interactive and user-friendly platform for demonstrating ATM operations.
ii. To generate an OTP using time synchronization and send it to a mobile phone via SMS for second factor authentication.
1.4	SIGNIFICANCE OF THE STUDY
The purpose of this research is to authenticate the user for ATM transactions by using a non-reversible second password generated by the server and sent to the user's mobile phone via SMS. This second non-reversible one-time password will go a long way toward reducing alarming ATM fraud and the man-in-the-middle effect that is common with ATM transactions.
1.5	SCOPE OF THE STUDY
The scope of this study is limited to the condition in which all necessary networks, particularly those of mobile service providers and internet services, are fully operational. As a result, the following conditions are not covered by the scope of this study.
i. Even if a user is a genuine user, he cannot login to the system if the GSM gateway service provider's servers are down and he cannot receive the OTP.
ii. The system cannot be used if a user disconnects from the network due to a delay in bill payments or a poor network signal. 
1.6	ORGANIZATION OF REPORT
[bookmark: _GoBack]This report is divided into five chapters, which are listed below. The first chapter provides a general introduction and overview of the entire research. It also discusses the problem statement, the aim and objectives of the proposed system, the significance of the study, the scope and limitations of the project, and the report's organization. The second chapter deals with the literature review, which includes a review of related topics to the project as well as a discussion of related aspects of the project topic related to computer technology. The third chapter deals with system analysis, which includes the data collection method used, a description of the existing system and its problems, and a description of the proposed system and the potential benefits it will provide to solve problems encountered in the existing manual system. The fourth chapter focuses on the proposed system's design, implementation, and description. It also describes the output design, the input design, and the procedure design. The implementation techniques used, the programming language used in developing the new system, and the system requirements for running the system. Also discusses program documentation as well as user documentation. Finally, the fifth chapter provides a brief summary of the work completed, experience gained, and problems encountered during the course of the project, as well as a conclusion and recommendations. Other appendices included after the references are a system flowchart, a program flowchart, and a program source listing.
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