CHAPTER TWO
LITERATURE REVIEW

2.1	REVIEW OF PAST WORK 
Intelligent agents have originated a lot of discussion about what they are, and how they are use, and how they are different from general program. They have great potentials to use in different purposes and research areas. Michaud (1998), in his project titled “Intelligent Agents for Network Management” compiled a state of the art on cooperative platforms based on intelligent agents and selected one of those platforms and experimented with the management of IP multimedia network. He stated some areas of application of multi agents such as manufacturing, electronic commerce, user assistance, service and business management, and information retrieval. He aimed at experiment with the strongly distributed cooperative paradigms with multi agent system and his scope was to concentrate on managing multimedia services and networks. He chose Java Agent Framework Multi Agent System (JAFMAS) out of many platforms studied because it relieves the developer from the effort of programming cooperation mechanism from scratch. 

Richards (2003) examined “Intelligent-Agent-Based Management of Heterogeneous for Army Enterprises”. He found that the army was undergoing a major realignment in accordance with Joint Vision 2010/2020 transformation to establish an enterprise command that is the single authority to operate and manage the army enterprise information infrastructure. He noted that there are a number of critical network management issues that the army will have to overcome before attaining the full capabilities to manage the Ml spectrum of army networks at the enterprise level. Moreover, he stated that most of the network management architectures in the army are based on traditional centralized network management approach such as Simple Network Management Protocol (SNMP) which is not effective to support an enterprise like large and complex network of the army. He made the argument that intelligent-agent based technologies are the leading solution among other current technologies to achieve army’s enterprise network management goals. He studied and discussed the characteristics of ten platforms. He later chose CoABS platform and described it in greater detail. The program was aimed at developing and demonstrating techniques to safely control, coordinate and manage large systems of autonomous software agents. 

Luo (2002) conducted a research work on Agent Based Network Management System. He noticed that contemporary network management systems as represented by Simple Network Management Protocol (SNMP) are based on the client-server centralized paradigm which may lead to inefficiency when the managed networks are large in scale. He aimed at solving the above mentioned problems by implementing a mobile agent based network management system using Java Agent DEvelopment framework (JADE) platform. Applications implemented in his system were network element’s status monitoring, SNMP table filtering and global filtering. He also considered and investigated the security problem of using mobile agent. 

Andrey (1998) in his project titled “Agent Based Network Management” investigated some possibilities and some strategies of network management by intelligent agents. He focused on connection admission control for multimedia sessions (like video conferences), by collaborative agents coordinated by market based mechanisms. He later focused on two platforms LALO and Plangnet for network management. 

Based on the above literatures and my findings, it was discovered that JAFMAS was not presently available having search through it web site address several times. However, many researchers have not been used JADE for the network management and monitoring, and then I decided to do more research on JADE and its implementation. This is because the platform is readily available on its web site for onward downloading for research and academic work.

2.2	REVIEW OF GENERAL TEXTS 
Many published studies focus on network management with intelligent multi agent technologies. Network management usually refers to the management of a network’s physical infrastructure: hubs, switches, routers, and gateways [24]. Network management comprises all the measures necessary to ensure effective and efficient operations of a network system [5]. There are several approaches that have been studied to tackle these requirements, but intelligent agent is the most interesting and promising [3]. Intelligent agent is an agent that can adapt to the needs of different users, it can learn new concepts and techniques, it can anticipate the need of the user and it can take initiative and make suggestions to the user. The major goal of an intelligent agent is to reduce user’s work and information overloading. Intelligent agents can provide services in filtering data, searching for information, online tutoring and so on [23]. 

Madejski (2007) noted that agent-based approach provides, a convenient way to model and implement manufacturing enterprise integration and supply chain management set up as a network of cooperating, intelligent agent. Ali et al (2010) discovered that multi agent systems are used in such applications and problem solving that are distributed in nature. It decomposes task into several subtasks, and the subtasks are distributed among various agents, while the agents interact with each other. According to Villa et al (2007), telecommunication networks have become an inseparable technology; however there is a noticeable lack of powerful and dynamic management tools for resource configuration mainly due to rapid increase in transmission speeds and increasing number of users and services. They therefore noted that there is need for dynamic resource management system that can maximize network utilization and fast restoration mechanisms. A multi-agent system is a good way of improving network management because it is an inherently distributed solution and it introduces artificial intelligence based techniques. 

Intelligent Agents are autonomous because they function without requiring that the console or management server be running. An Agent that services a database can run when the database is down, allowing the agent to start up or shut down the database. The Intelligent Agents can independently perform administrative job tasks at any time, without active participation by the administrator. Similarly, the Agents can autonomously detect and react to events, allowing them to monitor the system and execute a fix job to correct problems without the intervention of the administrator (Oracle, 2002).

2.3	NETWORK MANAGEMENT SYSTEM
Network Management System (NMS) can formally be defined as the controlling of a complex data network so as to maximize its efficiency and productivity that involves active and passive monitoring of network resources for the purpose of troubleshooting, detecting potential problems, improving performance, reporting and documentation [12]. It comprises all the measures necessary to ensure effective and efficient operation of a network system [5].  Network management is a critical discipline whose main objective is to keep the communication services of an organization working properly in order to allow computers to exchange information in a fast and reliable way. Neglecting network management usually results in weak networks and, most important economic losses due to communication failures [1]. 

Network Management System (NMS) is becoming increasingly complex due to the embedded increasing complexity of the network elements in addition to increase in the size of the network, the needs of more sophisticated services, and the heterogeneity challenges [9]. The management of large data networks, such as a national WAN, is without doubt a complex and cumbersome task. Existing network management software cannot meet the requirements of the constantly increasing size and complexity of today’s TCP/IP based networks, since in most cases it provides only simple monitoring tools. Therefore, the full exploitation of a WAN cannot easily be achieved without user- friendly, intelligent network management software, enhanced with diagnostic and decision support services [9, 19]. The International Organization for Standards has defined Network Management as consisting of five key areas. These areas and their underlying functions are listed below [5, 15, 16]:
 
(i) Fault Management: Fault management is the process of detecting and correcting network problems. It involves recovery, and documentation of network anomalies and failures. Faults typically manifest themselves as transmission errors or failures in the equipment or interface. 
(ii) Configuration Management: The configuration management functions detect and control the state of the network resources. This entails the initialization, modification, and shutdown of a network. It records and maintain network configuration, update configuration parameters to ensure normal network operations. 
(iii) Accounting Management: Accounting management functions collect and process resource consumption data. It involves monitoring the login and logoff records, and checking the network usage. It includes user management and administration, billing on usage of network resources and services.
(iv) Performance Management: Performance management involves measuring the performance of a network and its resources in terms of utilization, throughput, error rates, and response times. With performance management information, a network-manager can reduce or prevent network overcrowding and inaccessibility. This provides reliable and high quality network performance. This includes quality of service provision and regulating crucial performance parameters such as network throughput, resource utilization, delay, congestion level, and packet loss. 
(v) Security Management: Security management deals with ensuring overall security of the network, including protecting sensitive information through the control of access points to that information; for example, blocking unauthorized access to database records. It provides protection against all security threats to network resources, its services, and data. In addition, ensure user privacy and control user access rights.

2.4	THE NEEDS FOR NETWORK MANAGEMENT 
A network management system (NMS) consists of managers, agents, and dual-role entities with both manager and agent capabilities. In conventional systems, a manager is in charge of performing management functions whereas an agent normally performs simple tasks such as acquiring data. Nowadays, however, agents are performing tasks with more responsibilities, blurring the clear distinction between managers and agents [22]. There are number of reasons for network management in an organization, some of which are [9]: 

i. Balancing various needs: The information and computing resources of an organization must provide a spectrum of end users with various applications at given levels of support, with specific requirements in the areas of performance, availability, and security. The network manager must assign and control resources to balance these various needs. 
ii. Controlling complexity: The continued growth in the number of network components, end users, interfaces, protocols, and vendors threatens management with loss of control over what is connected to the network and how network resources are used. 
iii. Controlling costs: Resources utilization must be monitored and controlled to enable essential end-user needs to be satisfied with reasonable cost. 

iv.	Controlling corporate strategic assets: Networks and distributed computing resources are increasingly vital resources for most organizations. Without effective control, these resources do not provide the payback that corporate management requires. 
v.	Improving service: End users expect the better and improved service as the information and computing resources of the organization grow and distribute. 
vi. Reducing downtime: As the network resources of an organization become more important, minimum availability requirements approach 100 percent. In addition to proper redundant design network management has an indispensable role to play in ensuring high availability of its resources. 

2.5		NETWORK MANAGEMENT PROBLEMS 
As networks grow, large networks cannot be monitored and managed by human efforts alone and with the growing size of the networks and rising number of network platforms and devices, many disparate network management solutions worked there way into those organizations. Many organizations experienced a myriad of network management problems due to issues such as multi- vendor interoperability, lack of expertise, and reliability [5, 9]. Network Management (NM) is becoming increasingly complex due to the embedded increasing complexity of the network elements in addition to the increase in size of the network, the needs of more sophisticated services, and the heterogeneity challenges. However, new network management system must be [3]: 

· Flexible to deal with the fast and frequent configuration changes 
· Scalable to improve the profitability of the huge investment that represent its installation, configuration and launching. 
· Reliable and therefore able to anticipate the risk of failure and to continue to work even if part of the network is cut out of the network management system. 
· Simple to decrease the learning delay, reduce the human expertise needed to use it and secure. 

2.5.1	PROBLEMS OF CENTRALIZED MANAGEMENT APPROACH 
Communication networks are traditionally managed by centralized management systems. A centralized management system typically contains one manager. This manager may control a potentially large number of network elements by manipulating local management agents. This can be viewed as client-server approaches where the network management system is a client to these management agents. The usage of centralized network management approach has a considerable number of disadvantages. The most important ones are described below [22]:
 
a) The use of central entity in charge of polling all network elements has a negative effect on the scalability. The main problem in the centralized approach is scalability. A large amount of nodes will lead to a large polling load of the network. Especially links near the NMS will have to handle all these requests and responses. Furthermore, since all management logic is concentrated in the NMS and the agents simply collect the data, only the NMS can analyze all the data. Both a traffic bottleneck and a processing bottleneck at the NMS will then be unavoidable.

b) Using a single server that is in charge of network management and contains all management logic introduces a single point of failure. Naturally, redundancy can be created by server replication for example, but this is usually a costly operation. In situations where the central entity becomes unavailable, due to link failures or a (temporal) outage for example, management operations will not be executed.
 
The increase of the size of networks in the 1990s and the wide availability of the IP stack on network devices influenced the need for other approaches [22]. As a result of increase in the size of the networks and the networks become more complex to manage, the Common Management Information Protocol (CMIP) published by the International Organization for Standardization (ISO) and the Simple Network Management Protocol (SNMP) published by the Internet Engineering Task Force (IETF) was introduce in the late 1980s to overcome these problems. 

2.6	SIMPLE NETWORK MANAGEMENT PROTOCOL (SNMP) 
Network management protocols were developed so that the process of network management could be automated as much as possible. The Simple Network Management Protocol (SNMP) is an application layer protocol used to manage network resources. This standardization gives network administrators the ability to monitor network performance [26]. With the increase in the size and number of computer networks, the need for efficient management of resources has emerged as a pressing issue for network administrators. Administrators are constantly maintaining their networks in order to maximize efficiency. The Simple Network Management Protocol was developed to assist in network resource management [26]. SNMP is the most popular protocol used to manage networked devices. It was designed in the late 1980s to facilitate the exchange of management information between networked devices operating at the application layer of the ISO/OSI model [25].

SNMP is formally defined in RFC 1157:
Implicit in the SNMP architectural model is a collection of network management stations and network elements. Network management stations execute management applications which monitor and control network elements. Network elements are devices such as hosts, gateways, terminal servers, and the like, which have management agents responsible for performing the network management functions requested by the network management stations. The Simple Network Management Protocol (SNMP) is used to communicate management information between the network management Stations and the agents in the network elements [26]. 

SNMP is used to manage a variety of network resources including hardware products such as servers, printers, PCs, or networking products, or software such as the Windows NT operating system or a database application. Using SNMP management systems, network administrators can browse the configuration of a device, monitor collected variables such as network packet counts, or receive SNMP traps, a message sent from the agent to the manager when an “event, such as a power failure occurs in a system [15, 26]. 

There are three versions of SNMP these are: SNMP version 1 (SNMPv1), SNMP version 2 (SNMPv2) and SNMP version 3 (SNMPv3). SNMPv1 was easy to implement but had numerous security problems. SNMPv2 was developed to enhance security and functionality, but was still lacking features in security authentication and encryption. SNMPv3, which was designed to be backward compatible with the first two versions, addresses these concerns by including access control, authentication, and privacy of management information.

2.6.1 FUNCTIONALITY 
A system of network components works together to form the functionality of SNMP, the SNMP has three basic components: 
i. Structure of Management Information (SMI) 
ii. Management Information Base (MIB) 
iii. SNMP agents

i.	Structure of Management Information (SMI): The SMI defines the data types that are allowed in the MIB. It sets aside a unique naming structure for each managed object. Typically MIB objects have six attributes. An object will have a name, an object identifier, a syntax field, an access field, a status field, and a text description. 

ii.	Management Information Base (MIB): The MIB is a collection of network information. This information is stored in a database of managed objects that can be accessed using network managing protocols such as SNMP. A managed object can represent a characteristic of a certain managed device. The MIB object may hold a value associated with the number of packets that have come in since the last system reset. It may store the number of clock ticks since the last reset or even a specific administrative state of a device. These values are stored in scalar and tabular forms. Scalar objects define a singular object instance. A tabular object defines a group of object instances that are found in MIB tables. 

iii.	SNMP Agents: All network devices that are to be SNMP managed need to be fitted with an agent that executes all the MIB objects that are relevant. The agent provides the information contained in the MIB to management applications when asked. 

2.6.2	SNMP ARCHITECTURE 
An SNMP-managed network includes management stations and network devices. The management stations execute management applications like SNMP, which monitor network performance. Network agents are responsible for maintaining network statistics for management stations. When asked, each managed network device is expected to communicate such information for processing. SMI enables a vendor to write an SMI-compatible management object. This object is run through a MIB compiler to create an executable code. The code is installed in network devices and management consoles that in turn generate network reports. 
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Figure 2.1: SNMP Architecture 

2.6.3	ADVANTAGES OF SNMP 
Implementation of a SNMP-compliant network offers significant benefits. These benefits allow a network administrator control in managing a healthy and efficient network. 

i. Control: The benefits of running an SNMP-compliant application include the abilities to prevent, detect, and correct network-related issues. SNMP is easy-to-use and allows administrators the control they need to maintain a healthy network. It provides administrators with a network management mechanism that efficiently monitors network performance.
ii. Popularity: SNMP is virtually supported by every enterprise network equipment manufacturer in the world. Its centralized management system is an extremely effective and widespread solution to network management. Because TCP/IP networks have become so popular, implementation and compatibility have become easy. 
iii. Efficiency: SNMP also utilizes the User Datagram Protocol (UDP) to deliver packets called Protocol Data Units (PDUs). UDP is a quick method of transmitting data because it has low overhead costs. Unlike TCP, UDP lacks much of the acknowledgement features that guard against broken transmissions. Thus, the intermittent messages SNMP sends and the constant flow of status updates and alerts are kept at a minimum compared to TCP. 
iv. Easily Expandable to meet increased needs: The control network administrators have with SNMP is extremely beneficial. With it, they are able to monitor and change network performance according to its needs. This proves vital with growing networks.

2.6.4 DISADVANTAGES OF SNMP 
The drawbacks found in SNMP include the following: 
i. Simplicity: Because SNMP uses UDP as its transmission protocol, it lacks many reliability and security issues. UDP runs on a very rudimentary level, using only the most basic transmission segments. While this connectionless protocol runs with fewer network resources, it does not ensure the data is correctly received. As networks increase in size, an increase in polling may be required to manage the system. This can increase the overhead of resources and would be inefficient.

ii. Security: Security has been a big concern with SNMPv1 and SNMPv2. Neither provides adequate security features such as management message authentication and encryption. With these holes in security, an unauthorized user could execute network management functions. Networks can be brought to a crawl if a malicious user carries out these actions. Deficiencies such as these have led many operations to have read-only capability. SNMPv3 addresses these issues and provides security enhancements in this area. 
iii. Network Traffic: It generates a lot of network traffic as it polls devices for status information. 

2.7	AGENT SYSTEMS 
Currently, there exist no agreements on the concept definition of what an agent really is in the agent community and researchers have not been able to agree upon a common definition. However, agent is a software entity which functions continuously and autonomously in a particular environment, able to carry out activities in a feasible and intelligent manner that is representative to changes in the environment [21]. Another common definition was given by Peter and Stuart (2002), agent performs two tasks: It senses its environment through sensors and performs actions through effectors. An agent is a computational system that is long-lived, has goal, sensors, and effectors, and decides autonomously which actions to take in the current situation to maximize progress toward its time-varying goal [12]. 
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        Figure 2.2: 	An agent in action 
Usually, an agent that functions continuously in an environment over a long period of time would be able to learn from its experiences. An agent that inhabits an environment with other agents and processes to be able to communicate and cooperate with them, perhaps move from one place to place in doing so. In general, agents must be autonomous, able to execute without user intervention. They must be able to communicate with other software or human agents and to perceive the environment in which they reside. 

Moreover, an agent in the content of software is essentially a self-contained software program module that is programmed to carry out certain actions on behalf of a human user or other software entity in a certain software environment. The agent can perform such things as searching for information, negotiating services, executing specified tasks, or collaborating with other agents. These actions are conducted in an autonomous fashion that requires little or no human intervention [5]. There are yet new achievements in agent-based systems constituting of the new domain of Distributed Artificial Intelligent (DAI). The agent-based technology has been employed to carrying a number of tasks including but not limited to production planning, scheduling and execution control, enterprise integration and supply chain management as well as materials handling and inventory management [17]. 

However, in SNMP the managed device contains a software entity called an agent. In contrast, the SNMP defined agent does not qualify as an agent. The SNMP agent has absolutely no degree of autonomy or intelligence. The SNMP framework was written with the assumption that network devices have limited computing resources available, and therefore must rely on the NMS for instructions and computational processing. Even considering the SNMP Trap, the agent is limited to a fixed set of predefined thresholds that are statically implemented. This exemplifies the wide abuse of the term “agent” [5]. 

2.7.1	AGENT ATTRIBUTES 
Software agent technology is at present employed as a promising way to support, and implement complex distributed systems and a useful supplement to client-server system [13]. A software agent is a software program that is capable of autonomous (or at least semi-autonomous) actions in pursuit a specific goal. Agents are needed because many of our everyday tasks are computer based and require the above mentioned properties for their execution.  The following are some of the characteristics of an agent [6, 9]: 

i. Autonomy: This is the ability of an agent to be able to operate without the direct intervention of humans. An autonomous agent is a system situated within and as a part of an environment that senses that environment and acts on it, over time, in pursuit of its own agenda so as to effect what it senses in the future. An agent should be able to preemptive and independent actions on behave of user and that will be of benefit to the user. 
ii. Reactivity: An agent should be able to perceive its environment and responds urgently by doing something when an event occurs. 
iii. Cooperation: The agent is able to communicate and negotiate with other agents and/or their users; it is deliberative and may coordinate its actions with others. Collaborative agents are particularly useful when a task involves several systems on the network. 
iv. Mobility: The agents can move within one environment or move from their environment to another environment and can carry data along with intelligent instruction that can be executed remotely. 
v. Learning:  This is the ability of an agent to acquire knowledge and use it to modify its behavior. Agent continuously adapt to changes in the environment. 
vi. Pro-activeness: This is the ability of agents to generally follow plans, or at least execute rules when the environment reaches a known threshold by taking initiative. 
vii. Planning: The agent organizes by priorities the actions to perform during its life. This one of the most important property of agents to possess.
viii. Delegation: This is the ability of an agent to ask another agent to perform one of its goals or tasks. This capacity is very important for balancing resources. 

2.7.2	CLASSIFICATION OF AGENT 
An agent is an intelligent system situated is some environment, and that is capable of autonomous action in the environment in other to meet its design objective [17]. An agent can be qualified as more intelligent, according to these categories [4, 11]; 

i. Reflex Agent: This is an agent that statically reacts to a percept according to some condition-action rule. 
ii. Reflex Agent with Internal State: A state persists from one activation of the agent to the other and may be taken into account when firing rules.
iii. Goal Based Agent: This is an agent with an internal state, which does not only react, but also pursues an assigned goal.
iv. Utility-Based Agent: This is a goal based copping with several goals by ascending a certain utility to each state of its environment. 

2.7.3	TYPES OF AGENTS 
Agents are special software that involve in communications, bargaining, coordination, and perform so many other actions autonomously same as being done in real life. The application areas of agents technology and the combination of their different features results in different agent types [6, 9]. The following are some of the common types of agents:
 
i. Collaborative Agents: These are the agents that are able to emphasize autonomy and cooperation with other agents in order to perform their tasks for their users.
ii. Mobile Agents: These are the agents that can move from one computer to another computer and interact with their host and capable of roaming in a wide area networks.
iii. Reactive Agents: These are special agent that do not possess internal symbolic of their environments but they can act or respond in a stimulus-respond manner to the present state of the environment where they are embedded. 
iv. Information Agents: These are the agents that can perform the role of managing, manipulate or gathering information from many distributed sources and use them to answer queries posed by other agents or their users. 
v. Intelligent Agents: These are the agents that carry out some set of operations on behalf of a user or another program with some degree of independence. They act as autonomous personal assistant and work together with the users to accomplish some tasks. 
vi. Hybrid Agents: These agents combine two or more agents’ philosophy within a singular agent. 
2.8	INTELLIGENT AGENTS 
An agent is a computer system that is situated in some environment, and that is capable of autonomous action in this environment in order to meet its design objectives. Autonomous in this sense means that agents are able to act without the intervention of humans or other systems: they have control both over their own internal state, and over their behaviour. A common view of an intelligent agent is that of an active object or bounded process with the ability to perceive, reason, and act. It is very important to note that the definitions above refer to the general concept of “agents” and not necessarily “intelligent agents”. 

Intelligent is general terms to describe some of mind activities such as judging, logical thinking, reasoning, planning and learning. Artificial Intelligence (AI) is based on intelligent behaviour, the principle of such intelligence is practically the same of human intelligence [10, 2]. To be intelligent, agents must be able to work together on solving problems in a dynamic environment and must be able to communicate understandable results back to the user. Intelligent agent is an agent that can adapt to the needs of different users, it can learn new concepts and techniques, it can anticipate the needs of the user, and it can take initiative and make suggestions to the user [21].

 An intelligent agent can operate in real time and use natural language to communicate; and, it is able to learn from the environment and be adaptive to user behaviour. Different kinds of intelligent agents have different subsets of properties. Thus, the various disciplines have different views of an intelligent agent [5]. Intelligent agents exhibit the following characteristics: autonomy, social ability, reactivity, pro-activeness, mobility, learning, and beliefs. An intelligent agent is an independent entity capable of performing complex actions and resolving management problems on its own [15]. An unintelligent agent is distinguished from an intelligent agent based on the agent’s properties [12].

2.8.1	COMMON USES OF INTELLIGENT AGENTS
Intelligent agents are now being used or are in development for a variety of uses. Since these software agents perform specific tasks as directed by the user, these programs are often called "bots" (robots). Intelligent agent software programs are in use for the following common functions [32]: 

A	Personal Applications 
a. Information-Seeking "bots" [also called "infobots"; weak-agency ones "go fetch," strong-agency ones learn user’s preferences and apply these to future searches]. 
· Search software - "electronic librarians" that search information databases and prioritize or rank selections 
· Independent search tools - "data detective" software 
· Data mining tools (information-based) 
b. Shopping "bots" [also called "shopbots"] 
· General on-line shopping -- "What's new and interesting?" 
· Search-based shopping -- "I know what I want. Find it." 
· "Bots" buying personal or business software ("softbots") 
· "Bots" monitoring Web sources and updating you about items you have indicated you are interested (like about sales) 
c. Personal Assistants 
· Adapt searches (info or shopping) to user's personal preferences 
· Keeps personal calendar (birthday reminders, meetings, daily events, etc.) 
· Notifies user of updates of interest (info updates on news items of interest, or shopping items) 
· Gathers data about your Website visitors, keeps a profile of their interests, keeps an e-mailing list so you can contact people when you have news they might be interested in) 
B.	Business Applications 
a. Sales and Marketing 
· Targeting customers (market-information data mining) 
· Catalog sales offerings 
· Helping customers (providing information about goods and services) 
b.           Banking 
· Loan services for customers (seeking best interest rate, pre-qualifying procedures) 
· Electronic money transfer (automates protocols and procedures) 
· Tracking industry trends 
· Application processing (loans) 
c. Telecommunications 
· "Smart phones" (operation or coordination of cellular phones, digital pagers, digital data displays) 
· Human-computer interface (HCI) -- "talking heads" or "social interface" programs (may include some "natural language" use) 
· Tracking, routing (anticipating or maximizing usage capacities) 
d. Expert Systems (specialized knowledge-based applications) 
· Medical use (diagnosis processing, treatment regimens, patient record/payment info-tracking, and insurance coverage processing) 
· Law (case classification and analysis, precedent tracking) 
· Law enforcement (suspect identification, case comparison, and info-tracking) 
· Translation services (conversion of text written in one language into another language) 
e. Computing and Network Systems Management 
· Computer diagnostics, configuration, maintenance, and repair 
· Network system diagnostics 
· Networked program installation 
· Network maintenance and repair 
· E-mail filtering and sorting 
· Network monitoring and protection programs 

2.9	MULTI-AGENT SYSTEMS 
An agent is a software component capable of flexible autonomous operation in a dynamic, unpredictable, and open environment [14]. When the single agent is unable to solve a problem because of its inadequate competence and the complexity of the problem, therefore several software agents from a distributed loosely coupled network and work together to solve the problem. A multi- agent system consists of several agents capable of reaching the goal collectively. 

A Multi-agent system is a platform composed of multiple agents that interact to solve problems beyond their individual capabilities or knowledge. A Multi-Agent System (MAS) is a subset of Distributed Artificial Intelligence (DAI). DAI is concerned with problem-solving where agents solve tasks in a collaborative and cooperative manner, in a distributed environment [5, 2]. The concepts that are important and have to be taken into consideration in studying a multi agent system are the following as highlighted by Michaud [9, 10]: 

i. Consider what protocol the system uses for communication. Is it flexible, and does it provide directed communication and/or multicast communication? 
ii. Is the programming language a standard language, easy to use, compatible with other components, and portable? 
iii. Is the system flexible that can easily be adjusted to a particular application, and what are the constraints and requirements? 
iv. Is the system object oriented, layer based and well designed? 
v. Can the agents be visualized, does the user interact with the system, and is it easy to start using the system? 
vi. Are there any security features provided, and the communication among agents encrypted? 
vii. Are there any extra-features available, are the agents mobile, and are there any coordination constructs available? 

Within a multi agent system, agents can communicate with each other using Agent Communication Languages (ACLs), which resemble human-like speech actions more than typical symbol-level program-to-program communication protocols [18].

2.9.1	ADVANTAGES OF MULTI-AGENTS 
Agent-based technologies are considered the most promising means to deploy enterprise-wide and worldwide applications that often must operate across corporations and continents and inter-operate with other heterogeneous systems. Multi-Agent System has the following advantages over a single agent or centralized approach [2, 9, 10]: 

a) Multi-agent system distributes computational resources and capabilities across a network of interconnected agents. Multi agent is decentralized and thus does not suffer from the “single point of failure” problem associated with centralized systems. 
b) It allows the interconnection and interoperation of multiple existing legacy systems. 
c) Multi-Agent System models solve problems in terms of autonomous interacting component-agents which is proving to be more natural way of representing task allocation, term planning, user preferences, open environment etc. 
d) It provides solution in situations where expertise is spatially and temporally distributed. 
e) It efficiently retrieves, filters, and globally coordinates information from sources that are spatially distributed. 
f) Multi-Agent System enhances overall system performance, specifically along the dimensions of computational efficiency, reliability, extensibility, robustness, maintainability, responsiveness, flexibility, and reuse.

2.10	INTELLIGENT AGENTS IN NETWORK MANAGEMENT 
Multi-agent systems are applied in the real world to graphical applications such as computer games. Agent systems have been used in films and also used for coordinated defense systems. Other applications include transportation, logistics, graphics, GIS as well as in many other fields. It is widely being advocated for use in networking management and mobile technologies, to achieve automatic and dynamic load balancing, high scalability, and self-healing networks [20]. The following are arguments for intelligent agent in network management as found by group of researchers at Lucent Technologies, Inc. [5]: 

1.	Dynamism 
The growing incompatibility of multi-vendor equipment and dynamic changes in network topologies has caused increased complexity and dramatic structural changes in network architectures. Intelligent Agent systems are better suited for managing such dynamically changing environments because agent-based systems handle dynamism in a natural way. Traditional and other management frameworks are inflexible and limited compared to agent-based systems. Frameworks based on SNMP and CMIP require software recompilation to handle changes, and offline time is required to activate new or modified software. CORBA-based systems implemented with solely static invocations suffer from the same problems. The use of Dynamic Invocation Interface (DII) with COBRA presents a time-consuming nuance relative to agent-based systems - it is cumbersome for programmers to code. Web-based solutions are completely reactive, which means that if the Network Management System doesn’t ask for data then it will not be delivered. 

2.	Multiple Standards 
The diverse user requirements for the various network technologies have led to the creation of several different network management standards and proprietary products. At the highest level, agents use a uniform communication means (e.g. KQML) for interaction between heterogeneous agents. Any other standard can be applied at the content level. No other network management technology has this degree of flexibility.

3.	Interoperability 
Network management interoperability issues have resulted from the development of dissimilar network management information models and manager-agent communication protocols. In agent- based systems the meta-layer for exchanging communications acts allows for coherent exchange of data at the content level. Agents know exactly what kind of data to expect and what its means. 

4.	Distribution 
Current solutions for distributed management, such as RMON, are perhaps not truly distributed due to their inherent centralized nature. CORBA, as a distributed Network Management solution, suffers from many problems such as information bottlenecks and single points of failure. The advantage of an agent- based system is that it is inherently distributed. The communication language provides for natural collaboration between agents at various levels. This allows for a bottom-up approach to problem solving and utilization of available services at any level and stage. The mobility of agents is also an advantage. Mobility and intelligent distributed processing can provide efficiencies such as lower bandwidth requirements for network management.
5.	Security 
The agent-based framework does allow for security schemes at several layers. This framework is convenient to enforce security because agents decide at run time whether a received request will be fulfilled. All the other current technology frameworks provide security mechanisms because the industries mandate it within the standards. SNMP and CMIP standards mandate security schemes that have to be implemented at the design and deployment phases. CORBA provides security mechanisms integrated with the platform. 

6.	User Experience 
As networks continue to expand, more and more users will become involved in some form of network management. Agent-based systems stand out in user experience because they deliver plug-and-play networks. Network elements do not have to be provisioned because the agents residing on them can negotiate the conditions for incorporating them into the network. Similarly, services can be plugged into the network and made available automatically due to negotiation and directory services. 

7.	Rapid Software Delivery 
Agent-based systems are very promising in rapid design, deployment, and maintenance of software products, as well as controlling the costs of expansions and modifications. They are designed with high-level concepts because the platform handles most low-level technicalities such as message passing through method invocation. Thus, systems can be designed by network management experts as opposed to programmers. In contrast, architectures built on top of SNMP and CMIP standards are the most expensive to design, implement, deploy, and maintain. Modifications require plenty of changes to the configuration data as well as off-line time. 


8.	Cost 
Cost is a major factor for any organization when deciding to procure a software system especially when buying enterprise NM software. So much so that cost cutting has led to the evolution of management tools from proprietary and semi-proprietary solutions based on specialized platforms to standards-based solutions. Agent-based systems result in lower expenses for Network management. The value of the use of artificial intelligence techniques in providing human-like behavior will result in substantial savings in direct costs due to the decreased requirement for human operators. This holds true for the other technologies, but the capabilities of agent-based systems provide a much greater value. The evaluation findings provide comparative proof and demonstrate the potential for intelligent-agent-based technologies as an overall better solution for enterprise NM, relative to SNMP and the other common protocols.

